Administrator’'s Guide

iPlanet Web Server, Enterprise Edition

Version 6.0SP1

816-1379-01
August 2001



Copyright © 2001 Sun Microsystems, Inc. Some preexisting portions Copyright © 2001 Netscape
Communications Corporation. All rights reserved.

Sun, Sun Microsystems, and the Sun logo, iPlanet, and the iPlanet logo are trademarks or registered
trademarks of Sun Microsystems, Inc. in the United States and other countries. Netscape and the
Netscape N logo are registered trademarks of Netscape Communications Corporation in the U.S.
and other countries. Other Netscape logos, product names, and service names are also trademarks
of Netscape Communications Corporation, which may be registered in other countries.

This product includes software developed by Apache Software Foundation
(http://www.apache.org/). Copyright (c) 1999 The Apache Software Foundation. All rights
reserved.

This product includes software developed by the University of California, Berkeley and its
contributors. Copyright (c) 1990, 1993, 1994 The Regents of the University of California. All rights
reserved.

Federal Acquisitions: Commercial Software—Government Users Subject to Standard License Terms
and Conditions

The product described in this document is distributed under licenses restricting its use, copying,
distribution, and decompilation. No part of the product or this document may be reproduced in any
form by any means without prior written authorization of the Sun-Netscape Alliance and its
licensors, if any.

THIS DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED
CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH
DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright © 2001 Sun Microsystems, Inc. Pour certaines parties préexistantes, Copyright © 2001
Netscape Communication Corp. Tous droits réserves.

Sun, Sun Microsystems, et the Sun logo, iPlanet, and the iPlanet logo sont des marques de fabrique
ou des marques déposées de Sun Microsystems, Inc. aux Etats-Unis et d’autre pays. Netscape et the
Netscape N logo sont des marques déposées de Netscape Communications Corporation aux
Etats-Unis et d’autre pays. Les autres logos, les noms de produit, et les noms de service de Netscape
sont des marques déposées de Netscape Communications Corporation dans certains autres pays.

Le produit décrit dans ce document est distribué selon des conditions de licence qui en restreignent
I'utilisation, la copie, la distribution et la décompilation. Aucune partie de ce produit ni de ce
document ne peut étre reproduite sous quelque forme ou par quelque moyen que ce soit sans
I'autorisation écrite préalable de I’ Alliance Sun-Netscape et, le cas échéant, de ses bailleurs de
licence.

CETTE DOCUMENTATION EST FOURNIE “EN L'ETAT”, ET TOUTES CONDITIONS EXPRESSES
OU IMPLICITES, TOUTES REPRESENTATIONS ET TOUTES GARANTIES, Y COMPRIS TOUTE



Contents

ABOUt This GUIDE . . ..o e e 19
What's In This GUIE? . ... ... e e 19
How This Guide ISOrganized . . . ... ... . 19
Part I: SerVer BasiCs ... .. it 20
Part 11: Using the Administration SErver . ... . ... ... e e 20
Part I1l: Configuring, Monitoring, and Performance Tuning ............... ... .. ... ... ... 21
Part IV: Managing Virtual Servers and SErviCes ... ...t e 21
Part V: APPENdiXeS . ... 22
Conventions Used IN ThiS GUITE ... ... .o e s 22
Using the iPlanet Web Server Documentation . .......... ... it e 22
Further Reading . . .. ... oo e e 24
Contacting Technical SUPPOIT . .. ... e e 24
Part 1 Server BasSiCS ... ... 25
Chapter 1 Introduction to iPlanet Web Server . ...... ... . . . .. 27
PlaNet Webh SerVer oo 27
iPlanet Web Server FEAtUIES . . ... ..ottt e e 28
Administering and Managing iPlanet Web Servers ....... ... ... . . i 29
iPlanet Web Server ArchiteCture . ... ..o 29
CONENt ENQINES . .ottt e e e e e e e 30
SEIVEr EXIENSIONS . . oo 30
RuUNtime ENVIFONMENTS . . ... .o 31
APPLICAtION SEIVICES . . .. 31
iPlanet Web Server Configuration . ......... ... .. 32
iPlanet Web Server Component OpLtioNnS .. ... ... ...ttt e 32
iPlanet Web Server Configuration Files .. ........ . . . 32
Dynamic Reconfiguration . . .. ....... .. 34
Single-Server Configuration . . ... ... ... 34



Part

4

All PlatfOorms .. 34

Unix and Linux Platforms . . .. .. ... 37
Virtual Server Configuration .. ... ... 37
Multiple-Server Configuration . ... ........ ... i 38

AdMINIStration SErVEr . . ... e 38
SEIVEN MANAGET . . oottt e e e e e e 39
Using the ReSOUrCe PIiCKer . . ... ... e e 40
Wildcards Used in the Resource PiCKer .. ... ... ... e 40
ClaSS MaNAQET . . . oottt 41
Virtual SErVEr Manager . .. ...t e e e e e e 41
Chapter 2 Administering iPlanet Web Servers .......... ... i 43
Accessing the ADmINIStration SErVer . ... ... ... e 43
UnixX/ZLinuX Platforms .. ... 43
Windows NT Platforms . ... ... 44
RUNNING MUIIPIE SEIVEIS . .. e 44
VUL SEIVEES . oo e 45
Installing Multiple Instances of the Server . ....... ... . 45
REMOVING 8 SOIVEr . .o e e e e e 46
Migrating a Server From a Previous VErsioN .. ... ...t 46
2 Using the Administration Server . ........ .. e 47
Chapter 3 Setting Administration Preferences ....... ... .. ... .. . ... . . . ... 49
Shutting Down the Administration Server .. ...t e 49
Editing Listen SOCKet SEttiNgS . .. ..ottt 50
Changing the User Account (UniXZLINUX) . ... oottt e e e 50
Changing the SUPEruser Settings . .. ... ittt e e 51
Allowing Multiple AdminiStrators . ... ...t e 53
Specifying Log File Options ... ... 54
VieWing Log Files ... o 55

The Access Log File . ... . 55

The Error Log File ... o 55
Archiving Log Files . ..o 55

Using Cron-based Log Rotation (UnixX/ZLIiNUX) ..........oo i, 56

Configuring DireCtOry SEIVICES . ...\ttt it et e e e 56
RESTIICEING SEIVEI ACCESS & o v\ ottt ettt e e e et e e e e 57
Configuring JREZIDK Paths .. ... . e 58
Chapter 4 Managing Users and GroUPS . .. oottt i e e e 59
Using LDAP to Manage Users and GrOUPS . . ... v ittt ettt e 59

iPlanet Web Server, Enterprise Edition Administrator's Guide * August 2001



Understanding Distinguished Names (DNS) . . .. ... oo e 60

USING LDIF . 61
CreatiNg USBrS . oottt et e e e 61
Guidelines for Creating User ENtries ... ... ... it 62
How to Create a New USer ENtry . ... ... o e 63
Directory Server User ENtries . ... ... 63
ManNaging UsSerS . . ...ttt 64
Finding User Information . . ... .. 65
Building Custom Search QUEIIES . .. ... ..t e 66
Editing User Information . ......... .. 68
Managing a User’'s PassWord . .. ... ...t e e 68
Managing UsSer LICENSES . . . ..ottt e e e e e e e e e 69
RENAMING USBIS . ottt 69
REMOVING USBIS . .o e e 70
CrEatiNG GrOUPS . .. ittt ettt e et e e e e e e e e e e e e e 70
STALIC GrOUPS . v et ettt et e e e e e e e e e e 71
Guidelines for Creating Static GrOUPS . . . .. ...ttt e e e 71

To Create a Static GrOUP . .. ..ottt e e e e e 71
MaNAgING GrOUPS . . ..ottt et et et e e e e e e e e e 71
FINding Group ENtries . . ... oo 72
The “Find all groups whose” Field ....... ... . . 73
Editing Group Attributes . ... ... 73
Adding Group MEMDEIS . . .. 74
Adding Groups to the Group Members List . ... i 75
Removing Entries from the Group Members List ............ ... i 75
ManNaging OWNEIS . . ...ttt et et e e e e e e e e 75
Managing SEE AlSOS . . . ..ot 76
REMOVING GrOUPS . ..t ittt et e e e e e e e e e e e e 76
RENAMING GrOUPS . oottt e e e e e e e e e 76
Creating Organizational Units . .. ... ... e 77
Managing Organizational Units . ... ....... ... e 78
Finding Organizational UNits . .. ... ... ... e 78
The “Find all unitswhose” Field .. ... ... e 79
Editing Organizational Unit Attributes ......... ... ... . 79
Renaming Organizational Units . ... . e 79
Deleting Organizational Units . ......... ... s 80
Managing a Preferred Language LiSt .. ... ... 80
Chapter 5 Securing Your Web Server . ..... ... e 83
Requiring Authentication . .. ... ... 84
Using Certificates for Authentication . ......... .. .. 84
Server AUTheNntiCation . . ... ... 84
Client Authentication . . ... ... 84



6

Virtual Server CertifiCates ... ... 84

Creatinga Trust Database . . ... ... ... i 85
Creatinga Trust Database . . .. ... ... 85
USINg PassWord.CONT . . ... 86
Start an SSL-enabled Server Automatically .......... ... .. ... . 86
Requesting and Installing a VeriSign Certificate .......... ... ... . . . . i i 87
Requesting a VeriSign Certificate . ........ ... .. 87
Installing a VeriSign Certificate . . . ... . 88
Requesting and Installing Other Server Certificates ........ ... ... ... .. 88
Required CA INfOrmation . . ... ... 89
Requesting Other Server Certificates . ... ...... ... i e 90
Installing Other Server Certificates . .. ... ... . s 92
Installing a Certificate . ........ ... i 92
Migrating Certificates When You Upgrade . ........ ...t 94
Migrating a Certificate . . ... ... o 95
Using the Built-in Root Certificate Module . ... ... ... . 95
Managing CertifiCates . ... ... ... ..ot 96
Installing and Managing CRLs and CKLS . . ... ...t e 98
Installing @ CRL OF CKL .. ..ot e e e e e e e 98
Managing CRLS and CKLS . . .. ..o e e e e 99
Setting Security PreferenCes .. ... ... o 99
SSLand TLS ProtoColS .. ... 100
Using SSL to Communicate With LDAP .. ... . 101
Enabling Security for Connection GroUPS . ... ..ottt e 101
TUrNING SECUNILY ON ..o e e 101
Selecting a Server Certificate for a Connection Group ............oooiiiiiiiinnenn... 103
Selecting CiPhers ..o o 104
Configuring Security Globally . . ... ... 106
SSLSESSIONTIMEOUL .. ..ottt e e e e e e e 106
SSLCAChEENTIIES . . . 107
SSL3SESSIONTIMEOUL . ..ottt et e e e e e e e e e 107
Using External Encryption Modules .. ... ... 107
Installing the PKCSHLIIMOdUIE . ... . o e 107
Using modutil to Install a PKCS#11 Module . ....... ... i 107
UsiNg PRL2ULIL . . ..o 108
Selecting the Certificate Name for a Connection Group ...............iiiiiiiin.n. 111
FIPS-140 Standard . ....... .. 112
Setting Client Security ReQUIFEMENTS . . ... ... e 113
Requiring Client Authentication .. ......... ... e 113
To Require Client Authentication ............. . . i e 114
Mapping Client Certificates to LDAP . . .. ... 114
Using the certmap.conf File .. ... ... 116
Creating CuStOmM PrOperties .. ... ...t e e e 118

iPlanet Web Server, Enterprise Edition Administrator's Guide * August 2001



Sample Mappings .. ... 119

Setting Stronger CiPNerS . . ... o 121
Considering Additional Security ISSUES . . . . .. ...t e e 122
Limit Physical ACCESS . .. e 123
Limit ADmINIStration ACCESS . . ...ttt e e e e e e e e 123
Choosing Solid Passwords . . ... ... 123
Creating Hard-to-Crack Passwords .. ........... i e 124
Changing Passwords or PINS . ... ... e 124
Changing Passwords . ......... i 125
Limiting Other Applicationsonthe Server . ........... e 125
UNiX and LiNUX . ..o e e e e e e 126
WiINAOWS N L e e e e 126
Preventing Clients from Caching SSLFiles . ...... ... .. i i 126
Limiting POKES . ... 126
Knowing Your Server’s LImits ... ... 126
Making Additional Changes to ProteCt SErVErs ... .. ...t 127
Specifying chroot for a Virtual Server Class ........... ... i 128
Specifying chroot for a Virtual Server ......... ... 129
Chapter 6 Managing Server CIUSIErS . ... .. e e e 131
ADOUL CIUSEEIS . .o e e e e e e e e e e e 131
Guidelines for Using Server CIUSTErS ... ... o i e 132
Setting Up @ ClUSTer .. ..o e e 133
Adding aServer to a CIUSTEr . ... .. . 134
Modifying Server Information . . ... 135
Removing Servers from a Cluster . ... ... . 136
Controlling Server CIUSTEIS . .. ... e e e 136
Adding Variables . .. ... 137
Part 3 Configuring, Monitoring, and Performance Tuning ........................ 139
Chapter 7 Configuring Server Preferences ........ ... .. .. 141
Starting and Stopping the Server .. ... .. e 141
Setting the Termination TiMeOUL . ... ... ... . i e e 142
Restarting the Server (UnixX/ZLINUX) .. ... e e e e 143
Starting SSL-enabled Servers Automatically ........... ... ... ... .. ... . 144
Restarting With Inittab (Unix/ZLINUX) .. ... i e e 144
Restarting With the System RC Scripts (Unix/ZLinux) . ..., 144
Restarting the Server Manually (UnixZLiNuUX) . ... 144
Stopping the Server Manually (Unix/ZLIiNUX) . ... e 145
Restarting the Server (WIindows NT) ... ... i e e e 145



8

Using the Automatic Restart Utility (Windows NT) . .......... .. i, 146

Tuning Your Server for Performance . . ... ... .. 147
Editing the magnus.conf File .. ... . 147
Adding and Editing Listen SOCKetS . .. .. ... .. i 148
ChooSiNg MIME TYPeS . ..ottt e e e e e e e e e e e 148
RESTIICEING ACCESS . . o ot ittt et et e et e e e e e e e e e e 149
Restoring Configuration Settings . .. ... ... ... 150
Configuringthe File Cache ... ... . . . 150
Adding and Using Thread POOIS .. ... ... . e 150
The Native Thread Pool and Generic Thread Pools (Windows NT) ........................ 151
Thread Pools (UNIXZLINUX) . ...t e e e e e e e e e e 151
Editing Thread POOIS . . . . ..ot 151
Using Thread POOIS . .. ... .o 151
Chapter 8 Controlling ACCESS 10 YOUI SEIVEr . .. ..ottt 153
What IS ACCeSS CONEIrOl? . ... e e 154
Setting Access Control for USer-Group .. ...ttt e e e 154
Default Authentication . ......... ... i e 155

Basic AULheNtication . ........ ... .. i i 155

SSL AULNENTICAtION . . . .. oo e 156
Digest Authentication . ....... ... .. 157
Other AUThentication ... ... ... . i e 160
Setting Access Control for HOSt-1P . . ... .. 160
Using Access Control FIles . ... ... o 161
Configuringthe ACL User Cache .. ... i e 161
How AcCCess CoNtrol WOIKS .. ... o 162
Setting AcCCeSS CONtIOl . .. ..o o 164
Setting Access Control Globally . ....... .. . . 165
Setting Access Control for aServerInstance ............... i 168
Selecting Access Control OPLtiONS . . ... ...ttt 173
Setting the ACHION .. ... 173
Specifying Users and GrOUPS . .. .. ettt et e e e e e e e 173
Specifying the From HOSt . . ... .. 175
Restricting ACCeSS 10 Programs . . ... ..ottt e e e 176
Setting AcCess RIGNtS . .. ... 177
Writing Customized EXPreSSiONS ... ...t 178
Turning Off Access CONtrol ... ... .. e e 178
Responding When Accessis Denied . ........ ... 179
Limiting Access to Areas Of YOUI SEIVEN . . .. .. i e 179
Restricting Access to the ENtire SErVer . ... ... o 180
Restricting Access to a Directory (Path) . ... i e 180
Restricting Accesstoa URI (Path) .. ... .. e 181
Restricting Accessto aFile TYPe . ... o 182

iPlanet Web Server, Enterprise Edition Administrator's Guide * August 2001



Restricting Access Based on Time of Day . .. .. ...ttt e 183

Restricting Access Based 0N SECUNILY .. ... .. ot 184
Working with Dynamic Access Control Files .. ......... ... 184
UsSIiNg .htaccess FIleS . . .. ... 185
Enabling .htaccess from the User Interface .......... ... ... . i 185
Enabling .htaccess from magnus.conf ....... .. ... . 186
Converting Existing .nsconfig Files to .htaccessFiles ........... ... .. ... ... . ... .. ... 187
USING htacCeSS-TQISTEY . . . o ottt et e e e e e e e e e 188
Example of an .htaccess File . ... .. 189
Supported .htaccess DIrECLIVES . . . . ..ot e e e 189

Al OW 189
ANy L 190
AUthGIroUPFIle ... 190
AUThUSEIFile . o 190
AUTNNAME . 191
AU Y P o e 191
SLIMIE> L 191
LM EXCE P > .o e 192

L0} o [T 192
FEOUITE .ottt et e e e 193
.htaccess Security Considerations . ... ... ... it 193
Controlling Access for Virtual SErVers ... ... ... 193
Accessing Databases from Virtual Servers .. ... i 194
Specifying LDAP Databases inthe User Interface ........... ... ... . . i, 195
Editing Access Control Lists for Virtual Servers . .......... .. i 195
Chapter 9 Using LOg Files ... ... . e e 197
AboUL Log Files .. 197
Viewing an Access Log File ... ..o 198
Viewing the Error Log File . . ... oo 199
Archiving Log Files . ... oo 200
Internal-daemon Log ROtation . .. ... ... 200
Cron-based Log ROtation . ... ... o e 201
Setting Log PreferenCes . .. ... 202
Easy COOKIE LOGQING . . .« oottt ettt e e e e e e e 203
Running the Log ANalyzer . ... ..o 204
Viewing Events (Windows NT) .. ... e e 206
Chapter 10 MONItOriNG SEIVEIS . . ...ttt e 207
Monitoring the Server Using StatistiCs . .. ...t e e e 208
ENnabling StatistiCs .. ... o 208
USING StatiStiCS ... oot 209



10

Using Quality Of SErvViCe ... ... e 209

Quality of Service EXample . ... ... 210
Setting Up Quality Of Service .. ... .. 211
Required Changes to obj.conf . .. ... .. e 212
Known Limitations to Quality of Service . .. ... ... . 213
SNIMIP BaSICS . . ..ottt e 215
The iPlanet Web Server MIB .. ... 216
Setting Up SNIMP o 220
Using a Proxy SNMP Agent (UniXZLINUX) . ... ...t 222
Installing the Proxy SNIMP AQent . ... ... e 222
Starting the Proxy SNIMP AQENT . .. ... 223
Restarting the Native SNIMP Daemon .. ... ... e i 223
Reconfiguring the SNMP Native Agent . ... ... e 224
Installing the SNIMP Master Agent . .. ... e e 224
Enabling and Starting the SNMP Master Agent . ......... . e 225
Starting the Master Agent on Another Port . ... .. . i 226
Manually Configuring the SNMP Master Agent . ........ ... i 226
Editing the Master Agent CONFIG File ... ... ... e 226
Defining sysContact and sysLocation Variables . ......... ... ... .. i 227
Configuring the SNMP Master Agent . .. ... 228
Starting the SNIMP Master AgeNnt .. .. ... o 228
Manually Starting the SNMP Master Agent . ......... ..t 229
Starting the SNMP Master Agent Using the Administration Server ..................... 229
Configuring the SNMP Master Agent . .. ... ..t 230
Configuring the Community String .. ... 230
Configuring Trap Destinations . ... .. ... ...t e e 230
Enabling the Subagent . .. ... e 230
Understanding SNMP MeSSages . . . ..ottt e e e 231
Chapter 11 Tuning Your Server for Performance ........... ... .. .. . . ... 233
Chapter 12 Using Search ... ... e 235
ADOUL SBANCN ..o 235
Configuring TeXt SEaArCh . .. o 236
Controlling Search ACCESS . ... .ot 237
MapPPING URLS ..ottt 237
Eliminating Words from Search . ... .. e 239
Turning Search On or Off .. ... 240
Configuring the Search Parameters .. ... ...t e e 240
Configuring Your Search Pattern Files ... ... . e e 242
Configuring FilesManually . ... ... 243
The Configuration Files . . ... .. 244

iPlanet Web Server, Enterprise Edition Administrator's Guide * August 2001



Adjusting the Maximum Number of Attributes ........ ... ... ... ... . . ... .. .. ... .. 244

Restricting Memory for Indexing . . ... i 244
Restricting Your Index File Size .. ... . . i 244
INdEXiNg YOUFr DOCUMENTS . . . . oottt e ettt e et e e e e e e e et e e 245
ADOUL COlIECTIONS . . . .o 245
About Collection ALtribULES . . ... ... . 246
Creating a New ColleCtion .. ... .. .. e 248
Configuring a Collection . . . ... ... 251
Updating @a Collection . ... ... .. 252
Maintaining a Collection . .. ... . 253
Scheduling Regular Maintenance .. ........ ... ...t e 254
Removing Scheduled Collection Maintenance ................ i 256
Performing a Search: The BasiCS . ... ...t e e 256
Search HOMe Page . ... ... e e e e e 257
A SEarCh QUEIY . o 257
Guided SearCh . . ... o 258
Advanced SEarCh . ... ... 260
The Search ReSUITS . ... ..o i e 261
Listing Matched DOCUMENES . . . ... o e e e 261
Sorting the ResUIS . .. ... 262
Displaying a Highlighted Document . . ... i 262
Displaying Collection CONtents . . ........ .. it e e 263
Using the QUErY OPerators . .. ... ..ttt e e e e 263
Default ASSUMPLIONS . . .. oo e e e e e e e 264
Search RUIES ... 265
ANgle Brackets . . .. ..o 265
CombinNiNG OPErators . . . .. ettt e e e e 265
Using Query Operators as Search Words . ... e 266
Canceling StemMmMINgG . . .. ..o o 266
MoOdifying OPerators . .. .. ... e e 266
Determining Which Operators TOUSe .. ... it e 266
UsSIiNg WiIlACards . . .. ..o o 270
Non-alphanumeric CharaCters ... ... ... ... i e 271
Customizing the Search Interface . ........... e 271
Dynamically Generated Headersand FOOters . ............. ... 272
HTML Pattern Files .. ... e e 272
Search FUNCLION SYNTaX .. .. ... e e e e e 274
URL ENCOOINGS . .. oottt e et e e e e e e e e e e e e e e e e 275
Required Search Arguments . .. ... ... e 275
Using Pattern Variables . . . ... ... 276
User-defined Pattern Variables .. ... ... 277
Configuration File Variables .. ... ... ... . 279
Macros and Generated Pattern Variables ........... ... ... ... . . . 281

11



Part 4 Managing Virtual Servers and Services .............uiiiiiiinnnnnnn.. 283

Chapter 13 Using Virtual Servers ... ... ... e e e 285
Virtual SErVErs OVEIVIEW . ... o e 285
Multiple SErVer INSTANCES . . . .. .ot e 286
Virtual SErver CIasses . . ... ..ot 287
The obj.conf File ... .. 287
Virtual Servers iNaClass .. ... ..o 287

The Default Class .. ... 288
LiStEN SOCKETS . . . . oottt e e e e 288
CONNECLION GIOUPS . ot ettt e e e e et e e e e e e e e e e e e e e e 289
VAl GBI EIS . . 289
Types of Virtual Servers ... ... . 290
IP-Address-Based Virtual SErvers . ......... . 290
URL-Host-Based Virtual SEIVers ... ... ... e 290
Default Virtual Server .. ... ... 291
Virtual Server Selection for Request Processing . ...t 291
Document ROOT . ... .. 292
LOg FIlES . . 293
Migrating Virtual Servers from a PreviousRelease ........... ... . i iiii.n. 293
Using iPlanet Web Server Features with Virtual Servers ............ ... . .. 293
Using SSL with Virtual Servers . ... ... e 294
Using Access Control with Virtual Servers . ......... .. 294
Using CGls with Virtual SEervers . . ... e 295
Using Configuration Styles with Virtual Servers ......... .. ... . i 295
Using the Virtual Server User Interface . . ... e 295
The Class Manager . .. ...t e e e e e 296
The Virtual Server Manager . . ... ..o 296
UsiNg Variables .. ... o 296
Dynamic Reconfiguration . ... ....... ... e 297
Setting Up Virtual SErVers .. ... 297
Creating a Listen SOCKEL . . . ... o 298
Creating @a ConNECtioN GIOUP . .. ..ottt et e et e e e e e e e e 298
Creating a Virtual Server Class .. .. ...t e 299
Editing or Deleting a Virtual Server Class . ... ... e 299
Specifying Services Associated with a Virtual ServerClass .............. ... ... .. ... . ... 300
Creating a Virtual Server .. ... ... 300
Specifying Settings Associated with a Virtual Server ........ ... ... ... .. .. . . 300
Allowing Users to Monitor Individual Virtual Servers ............ ... i 301
ACCESS CONTIOL . .. 303
LOg FIlES . . 304
Deploying Virtual SErVerS . . ..o 304
Example 1: Default Configuration . .......... ... i 304

12 iPlanet Web Server, Enterprise Edition Administrator's Guide * August 2001



EXample 2: SECUIE SEIVEL . .. 306

Example 3: Intranet HOStING . . .. ..o 307
Example 4: Mass HOStING . ... ... oo 310
Chapter 14 Creating and Configuring Virtual Servers ............ ... .. ... .. ... .... 313
Creating a Virtual SerVer ... ... e 313
Editing Virtual Server Settings . . ... ... i 314
Editing Using the Virtual Server Manager . ......... ... i e 314
Generating Reports for a Virtual Server . ......... . 315
Editing Using the Class Manager ... ... e e 317
Editing Virtual Server Settings . . . ... .o o 317
Configuring Virtual Server MIME Settings . ............ i e 318
Configuring Virtual Server ACL Settings . . ... .o oi it i 318
Configuring Virtual Server SECUKitY . ... ... ... i i 318
Configuring Virtual Server Quality of Service Settings ........... ... ... 319
Configuring Virtual Server Log Settings .. ...t e 320
Configuring Virtual Server Java Web Application Settings ........... ... ... ... .. 321
Deleting a Virtual SErVer . ... ... e 321
Chapter 15 Extending Your Server With Programs ............ .. ... . . ..., 323
Overview of Server-Side Programs ... ..t 323
Types of Server-Side Applications That RunontheServer............... ... .. ... ......... 324
How Server-Side Applications Are Installedonthe Server.............. ... ... ... 324
Java Servlets and JavaServer Pages (JSP) . .. ..ot 324
Overview of Servlets and JavaServer Pages . .. .. ..ot 325
What the Server Needs to Run Servletsand JSPS .............. ... ... .. i 326
Working with Web Applications . . ... e 327
Using the web-apps.xmlFile . ... .. 327
Deploying Web Applications Usingwdeploy ........... . i 327
Deploying and Editing Web Applications with the User Interface . .. .................... 330
Deploying Servlets and JSPs Not in Web Applications ............. ... ... ... 331
Configuring IVM AttribULES . . ... 332
Deleting Version Files .. ... ... e 332
INStalling CGl PrOgrames . . ..ot e e e 333
OVerview OF CGl ..o 333
SpPecifying @ CGl DIreCtOrY . ..ot e e e 335
Configuring Unique CGI Attributes for Each Software Virtual Server ................... 336
Specifying CGlas aFile TYPe . ..ot e 336
Downloading Executable Files .. ... ... 337
Installing Windows NT CGl Programs . ... ...ttt e it e 337
Overview of Windows NT CGI Programs . ........ouiiitit i 337
Specifying a Windows NT CGI DireCtOry ...ttt 338

13



14

Specifying Windows NT CGlasaFile Type . ... e 339

Installing Shell CGI Programs for Windows NT .. ... ... . . i e 340
Overview of Shell CGI Programs for Windows NT . .......... ... i it 340
Specifying a Shell CGI Directory (Windows NT) ... e A1
Specifying Shell CGl as a File Type (Windows NT) ... e 341

Using the Query Handler .. ... ... . 342

Chapter 16 Content Management . .. ... ... .. ...ttt e 345

Setting the Primary Document DireCtory .. ... ... .. oo e 346

Setting Additional Document DIFeCtOFies . . . .. ..ottt et 347

Customizing User Public Information Directories (Unix/Linux) ........... ... ... ... .... 348
Restricting Content Publication .. .......... ... . 349
Loading the Entire Password Fileon Startup ............. . i 349
Using Configuration Styles ... ... .. 350

Enabling Remote File Manipulation ............. . i 350

Configuring Document Preferences . .. .. ... 350
Setting the Document Preferences ... ... ... o 351
Entering an Index Filename . . ... ... 351
Selecting Directory INAeXiNg . . .. .. oot e e e e 351
Specifying a Server Home Page . . .. ... oo 352
Specifying a Default MIME TYpe . ... e 352
Parsing the Accept Language Header .. ......... ... i 353

Configuring URL FOrwarding ... .. ... ... e e e e 353

CUStOMIZING Error RESPONSES . . . oottt e e e e e e e e e e e e e 354

Changing the Character Set . . ... ... e 354

Setting the DOCUMENT FOOLEY . . . .. o e e e e e e 356

USING NEBCCESS . . o .ottt et e e e e e e e e e e 357

Restricting Symbolic Links (UNIXZLINUX) . ... ..o e i 357

Setting up Server-Parsed HTML . ... ... 358

Setting Cache Control DIreCtiVes . .. ... ...t e e 359

UsiNg Stronger CipherS . ... 359

Chapter 17 Applying Configuration Styles . ......... . ... . . . . i 361

Creating a Configuration Style . ... .. .. 361

Assigning a Configuration Style .. ... .. 363

Listing Configuration Style ASSIgQNMENTS ... ... ... it e e 363

Editing a Configuration Style . ......... . i 364

Removing a Configuration Style . ......... .. i 365

iPlanet Web Server, Enterprise Edition Administrator's Guide * August 2001



Part 5 APPENdiXeS . ... e e 367

Appendix A Command Line Utilities .......... ... . . e 369
Formatting LDIF ENtries . . ..o e e 369
Modifying Database Entries Using Idapmodify ........ ... ... . ... . . .. i 369
HttpServerAdmin (Virtual Server Administration) . ..............cii i 370
HttpServer Admin SYNtax .. ... e 370
control ComMMANd . ... .. 371
OPtiONS ottt 371
3112 372
ParAMETErS . .. o 372
EXAMPIES o 372
create CommMaANd .. ... 373
OPtIONS ottt 373
Create Virtual Server Class ... ...t 373
Create CoNNECION GrOUD ..\ttt e e e e e e e 374
Create Listen SOCKet . .. ... 375
Create Virtual SErVer . ... 376
delete COmMMaNd .. ... 377
OPtIONS ottt 377
Delete Class .. ... 377
Delete CoNNECLION GrOUP . ..ottt et e ettt et e e e e e et et 378
Delete Listen SOCKEt .. ... o 379
Delete Virtual Server ... ... 379

ISt ComMMaAaNd . ... 380
Y11= 380
OPtIONS ottt 380
EXAMIE 381
Appendix B HyperText Transfer Protocol ............ ... . .. 383
About HyperText Transfer Protocol (HTTP) ... ... e 383
REQUESES . . . 384
Request Method . .. ... ... 384
Request Header ... ... o 384
ReQUESE DAta . . .. .o 385
RESPONSES . .ot 385
StAtUS GO . et 385
ReSPONSE Header .. ... 386
RESPONSE Data . . . ..o 387
Appendix C ACL File Syntax . ... ... e e 389
ACL File SYNtaXx . ..o e 389

15



Authentication Methods . .. ... .. e 390

AUthOrization StatemMeNtS . . ... ... 391
Hierarchy of Authorization Statements . .............. .. i 392
ALrIDULE EXPreSSIONS .. . o 393
Operators FOr EXPresSiONS . .. ...ttt e e e e e e 394

The Default ACL File .. ... 395
General Syntax [temsS . .. ... 395

Referencing ACL Filesinobj.conf . ... .. . . 396
Appendix D Internationalized iPlanet Web Server .......... ... ... ... .. . ... .. . ... 397
General INOrmation . . ... ... 397

INstalling the SErVer ... e e 397

ENtering UTF-8 Data .. ....oiti it e e e e e 398
File Or DireCtory NamEs .. ..ot e e 398
LDAP USErs and GrOUPS . .. oo vttt ettt ettt e ettt e e e e 398

Using the Accept-language Header ............ i e e 398

Using Other Language Settings ... ...t e e e 400

Search INfOrmation .. ... ... ... 400

International Search ... ... ... 400

SearChiNg IN JaPaANESE . .. ottt e 401
QUETY OPEIALOIS . . o vttt ettt e e e e 401
DOoCUMENT FOIMALS . . . ..ot e e e e e 401
Searching iN JaPanEse ... ...t 402

Servilet Internationalization . ........... . . 402

UL ot e 403

o] TP 404

any valid eNCOAING . ... oot 404

POStING 10 JOPS .o 404
Appendix E Server Extensions for Microsoft FrontPage . ............ ... ... ....... 407
(O 1 =T = 407

Types of FrontPage Webs . . . ... o 408

Domain Names and FrontPage Webs . . .. ... ... 409

SECUNILY ISSUBS . .ottt e e e e e e e e e 409

Downloading the EXTENSIONS . . .. .. oot e e 410

SpaCce ReqQUITEMENTS . . .. e e e e e e 411

Preliminary Tasks ... ... 411

Some Additional Considerations . ... ... ... ...t 412

Installing FrontPage Server EXENSIONS . . ... ... i e 412

Installing FrontPage Server Extensions on Windows NT Systems ......................... 412

Installing FrontPage97 Server Extensions on Unix ZLinux Systems ........................ 416

Installing FrontPage98 Server Extensions on Unix ZLinux Systems .. ...................... 419

Installing FrontPage2000 Server Extensions on Unix ZLinux Systems ...................... 421

16 iPlanet Web Server, Enterprise Edition Administrator's Guide * August 2001



17



18 iPlanet Web Server, Enterprise Edition Administrator's Guide * August 2001



About This Guide

This guide describes how to configure and administer iPlanet™ Web Server, Enterprise
Edition 6.0. It is intended for information technology administratorsin the corporate
enterprise who want to extend client-server applications to a broader audience through the
World Wide Web.

This preface includes the following sections:

*  What's In This Guide?

e How This Guide Is Organized

* Conventions Used In This Guide

* Using the iPlanet Web Server Documentation
e Further Reading

e Contacting Technical Support

What's In This Guide?

This guide explains how to configure and administer the iPlanet Web Server. After
configuring your server, use this guide to help maintain your server.

After youinstall the server, thisguideisavailablein HTML format at manual / ht t ps/ ag
in your server root directory. By default, the server root directory is
C:\i Pl anet\ Servers\ or/usr/iplanet/servers.

How This Guide Is Organized

This guide isdivided into five parts, plus aglossary, and a comprehensive index. If you are

new to iPlanet Web Server, Enterprise Edition 6.0, begin with Part |, “Server Basics” for an
overview of the product. If you are already familiar with this version of iPlanet Web Server,
skim the material in Part |, “Server Basics” before going on to Part I, “Using the
Administration Server.”
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How This Guide Is Organized
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Once you are familiar with the fundamentals of using the Administration Server, you can

refer to Part 111, “Configuring, Monitoring, and Performance Tuning,” which includes
examples of how to configure and monitor your iPlanet Web Servers. Part IV, “Managing
Virtual Servers and Services” provides information for using programs and configuration
styles.

Finally, Appendixes addresses specific reference topics that describe the various topics,
including: HyperText Transfer Protocol (HTTP), server configuration files, ACL files,
internationalization issues, server extensions, and the iPlanet Web Server user interface
reference, which you may want to review. Note that the user interface appendix is available
in the online version only.

Part I: Server Basics

This part provides an overview of the iPlanet Web Server. The following chapters are
included:

e Chapter 1, “Introduction to iPlanet Web Server” provides an overview of iPlanet Web
Server.

« Chapter 2, “Administering iPlanet Web Servers” describes how to manage your iPlanet
Web Servers with the Administration Server.

Part Il: Using the Administration Server

This part provides conceptual and procedural details about using the Administration Server
to administer your iPlanet Web Servers. The following chapters are included:

e Chapter 3, “Setting Administration Preferences” describes how to use the
Administration Server Preferences and Global Settings forms to configure your iPlanet
Web Servers.

e Chapter 4, “Managing Users and Groups” describes how to how to use the
Administration Server Users and Groups forms to configure your iPlanet Web Servers.

« Chapter 5, “Securing Your Web Server” describes how to configure your iPlanet Web
Server security. Note that before reading this chapter you should be familiar with the
basic concepts of public-key cryptography and the SSL protocol. These concepts
include encryption and decryption; keys; digital certificates and signatures; and SSL
encryption, ciphers, and the major steps of the SSL handshake

« Chapter 6, “Managing Server Clusters” describes the concept of clustering servers and
explains how you can use them to share configurations among servers.
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Part IlI: Configuring, Monitoring, and
Performance Tuning

This part includes examples of how to use the Server Manager to configure and monitor
your iPlanet Web Servers. The following chapters are included:

Chapter 7, “Configuring Server Preferences” describes how to configure server
preferences for your iPlanet Web Server.

Chapter 8, “Controlling Access to Your Server” describes how to specify who can
access parts of your server.

Chapter 9, “Using Log Files” describes how to monitor your iPlanet Web Server using
the Hypertext Transfer Protocol (HTTP), by recording and viewing log files, or by
using the performance monitoring tools provided with your operating system.

Chapter 10, “Monitoring Servers” describes how to monitor your iPlanet Web Server
using SNMP (Simple Network Management Protocol).

Chapter 11, “Tuning Your Server for Performance” refers you to the online document,
Performance Tuning and Szing Guide found in the following location:
http://docs.ipl anet. coni docs/ manual s/ enterprise. htnl.

Chapter 12, “Using Search” describes how to search the contents and attributes of
documents on the server. In addition, this chapter describes how to create a customizec
text search interface that'’s tailored to your user community.

Part IV: Managing Virtual Servers and Services

This part provides information for using the Server Manager to programs and configuration
styles. The following chapters are included:

Chapter 13, “Using Virtual Servers” describes how to set up and administer virtual
servers using your iPlanet Web Server.

Chapter 14, “Creating and Configuring Virtual Servers” describes how you can create
and configure individual virtual servers.

Chapter 15, “Extending Your Server With Programs” describes how to install Java
applets, CGI programs, JavaScript applications, and other plug-ins onto your server.

Chapter 16, “Content Management” describes how you can configure and manage your
server’'s content.

Chapter 17, “Applying Configuration Styles” describes how to use configuration styles
with iPlanet Web Server.
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Part V. Appendixes

This section includes various appendixes with reference material that you may wish to
review. This section includes the following appendixes:

* Appendix A, “Command Line Utilities” provides instructions for using command line
utilities in place of the user interface screens.

« Appendix B, “HyperText Transfer Protocol” provides a short introduction to a few
HTTP basic concepts.

e Appendix C, “ACL File Syntax” describes the access-control list (ACL) files and their
syntax.

e Appendix D, “Internationalized iPlanet Web Server” describes the internationalized
version of the iPlanet Web Server.

« Appendix E, “Server Extensions for Microsoft FrontPage” describes using server
extensions on your iPlanet Web Server that provide support for Microsoft FrontPage.

In addition, a glossary is included to define frequently used terms that may be unfamiliar to
iPlanet Web Server administrators.

Conventions Used In This Guide

The conventions used in this guide are as follows:
Italic

This typeface is used for book titles, emphasis, and any text that is a placeholder for text
you need to replace for your system. For example, in a URL that contains a reference to
your server’s port number, the URL might contadntnumber in italics Replace the words

in italics with the actual value for your server.

Monospaced font

This typeface is used for any text that you should type. It's also used for functions,
examples, URLs, filenames, and directory paths.

Using the iPlanet Web Server Documentation

The following table lists the tasks and concepts that are described in the iPlanet Web Server
printed manuals and online README file. If you are trying to accomplish a specific task or
learn more about a specific concept, refer to the appropriate manual.
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NOTE Printed manuals are also available as online filesin PDF and HTML format.

Table 1 iPlanet Web Server Documentation

For information about See the following
Late-breaking information about the software and the documentation. http://docs.iplanet.com
Installing iPlanet Web Server. iPlanet Web Server Installation &

Migration Guide

Administering one or moreiPlanet Web Servers using the Administration  iPlanet Web Server Administrator’s
Server to manage and configure your servers and to perform thefollowing  Guide
tasks:

e Setting up server security.

« Monitoring your servers using HTTP, via log files, SNMP, or via the
tools provided with your OS.

« Defining your server workload and sizing your system to meet your
performance needs.

« Installing Java applets, CGI programs, JavaScript applications, and
other plug-ins onto your server.

¢ Searching the contents and attributes of server documents; creating a
text search interface.

The administration server and global information on topics such as Managing Servers with Netscape Console
encryption, access control, and performance monitoring.

Planning your directory service. How you can use the directory serverto  iPlanet Directory Server Deployment
support simple usage that involves only afew hundred usersand somekey ~ Manual

server applications, aswell as how you can scale the directory server to

support millions of users. Y ou are also introduced to the basic directory

service concepts and specific guidelines that you will need to deploy a

production-grade directory service.

An overview of the programming technologies and APIs you can use to Programmer’s Guide to iPlanet Web
extend and modify iPlanet Web Server, to dynamically generate contentin ~ Server

response to client requests, and to modify the content of the server. Links

are provided to the individual books that discuss each API. Use this book

as the starting place for developer-level information for iPlanet Web

Server, Enterprise Edition 6.0. The book also discusses the purpose and

use of the configuration files, and provides a comprehensive list of the

directives and functions that can be used in these configuration files.

How to enable and implement servlets and JavaServer Pages (JSP) in Programmer’s Guide to Servlets in
iPlanet Web Server. iPlanet Web Server
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Further Reading

Table 1 iPlanet Web Server Documentation (Continued)

For information about See the following

How to use Netscape Server Application Programmer’s Interface (NSARBAPI Programmer’s Guide for iPlanet
to build plugins to extend and modify the iPlanet Web Server. It also Web Server

provides a reference of the NSAPI functions you can use to define new

plugins.

Further Reading

The iPlanet documentation site contains documentation for administrators, users, and
developers, including:

* iPlanet Web Servdrelease Notes

« Netscape Internet Service Broker programmer’s guides and reference guides for Java
and C++

To access these documents, use the following URL:

http://docs.iplanet.com

Contacting Technical Support

For Technical Support assistance, please see the Technical Support Page for the iPlanet
Web Server at:

http://ww. i pl anet. conl support/
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Chapter 1

Introduction to IPlanet Web Server

This chapter introduces iPlanet Web Server and discusses some of the fundamental server
concepts. Read it to obtain an overview of how iPlanet Web Server works.

This chapter includes the following sections:

iPlanet Web Server

iPlanet Web Server Architecture
iPlanet Web Server Configuration
Administration Server

Server Manager

Class Manager

Virtual Server Manager

IPlanet Web Server

iPlanet Web Server, Enterprise Edition 6.0 is a multi-process, multi-threaded, secure web
server built on open standards. It provides high performance, reliability, scalability, and
manageability for any size enterprise.

This section includes the following topics:

iPlanet Web Server Features

Administering and Managing iPlanet Web Servers
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IPlanet Web Server Features

iPlanet Web Server is primarily designed to provide accessto your businessHTML files. In
addition, it offers the following features:

* Enterprise-wide manageability—Including delegated administration, cluster
management, and LDAP (Lightweight Directory Access Protocol) support. LDAP
integration with Directory Server enables you to store users and groups in a centralized
directory. In addition, you can monitor your server in real-time by usin§thge
Network Management Protocol (SNMP). SNMP is a protocol used to exchange data
about network activity.Note that in order to add users and groups to iPlanet Web
Server, you must have a directory server installed, such as iPlanet Directory Server.
See the iPlanet Web Servestallation and Migration Guide for more
informationSecurity—Users can establish encrypted and authenticated transactions
between clients and the server through the Secure Sockets Layer (SSL) 3.0 protocol. In
addition, iPlanet Web Server employs the following security-based standards: Public
Key Cryptography Standard (PKCS) #11, which defines the interface used for
communication between SSL and PKCS #11 modules; Federal Information Processing
Standards (FIPS)-140; and special certificates that work with 56, 128, or 168 bits,
depending on the capability of the client.

« Access control—You can protect confidential files or directories by implementing
access control (viewing, editing, and version control) by user name, password, domain
name, or IP address. This feature also represents another aspect of the NSAPI Content
Management plug-in, which enables an end user (the owner of a document) to set
access control on a document, rather than having to ask the administrator to accomplish
the task.

e High performance—Delivers high performance for dynamic and secure content with
features such as HTTP1.1, multi-threading, and support for SSL hardware accelerators.

e Standards-based—iPlanet Web Server includes support for a wide range of web
software standards, including: JDK 1.2; Servlets 2.2; JavaServer Pages 1.1; HTTP 1.1;
and various security-based standards, including PKCS #11, FIPS-140, and 168-bit
step-up certificates.

*  Server-side Java Servlet and JavaServer Pages support—enables development of
server plugins, dynamic content, presentation logic, and JDBC database access.

« Additional features—Support for multiple processes and process monitors, failover,
automatic recovery, and dynamic log rotation.
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Administering and Managing iPlanet Web
Servers

Y ou can manage your iPlanet Web Server(s) viathe following user interfaces:
* iPlanet Web Server Administration Server

e Server Manager

« Class Manager

« Virtual Server Manager

In previous releases, the Server and other Netscape servers were administered by a single
server, called the Administration Server. In the 4.x release, the “administration server”
became simply an additional instance of the iPlanet Web Server, called iPlanet Web Servel
Administration Server, or Administration Server. You use the Administration Server to
administer all of your iPlanet Web Server instances. For more information, see
“Administration Server,” on page 38.

NOTE You can also perform administrative tasks manually by editing the
configuration files or by using command-line utilities.

For managing individual instances of iPlanet Web Server, you can use the Server Manager.
For more information, see “Server Manager,” on page 39.

To manage virtual servers, use the Class Manager. For more information, see “Virtual
Server Configuration,” on page 37.

IPlanet Web Server Architecture

iPlanet Web Server incorporates a modular architecture that integrates seamlessly with all
of the products in the iPlanet family of servers. In addition, iPlanet Web Server includes an
administration server interface for coordinating administrative functions across all of your
web servers. Note that this administrative interface is itself another instance of iPlanet Web
Server.

iPlanet Web Server includes the following software modules:
e Content Engines

* Server Extensions
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* Runtime Environments
e Application Services

These server modules are described in the following sections.

Content Engines

iPlanet Web Server content engines are designed for manipulating customer data. The
following three content engines make up the Web Publishing layer of the iPlanet Web
Server architecture: HTTP (Web Server), Content Management, and Search.

The HTTP engine represents the core of the iPlanet Web Server. From a functional
perspective, the rest of the iPlanet Web Server architecture resides on top of this engine for
performance and integration functionality.

The Content Management engine enables you to manage your server’s content. You create
and store HTML pages, JavaServer Pages, and other files such as graphics, text, sound, or
video on your server. When clients connect to your server, they can view your files

provided they have access to them.

The Search engine enables iPlanet Web Server users to search the contents and attributes of
documents on the server. As the server administrator, you can create a customized text
search interface that works with various types of documents formats, such as HTML,
Microsoft Word, Adobe PDF, and WordPerfect. iPlanet Web Server converts many types of
non-HTML documents into HTML as it indexes them so that users can use your web

browser to view the documents that are found for their search.

Server Extensions

The iPlanet Web Server extensions enable you to extend or replace the function of the
server to better suit your business operations. The following server extensions are part of
the core iPlanet Web Server architecture:

e Common Gateway Interface (CGlI)
* Netscape Server Application Programming Interface (NSAPI)
e Java Servlets and JavaServer Pages

Common Gateway Interface (CGl) is a stand-alone application development interface
that enables you to create programs that process your client requests dynamically.
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Netscape Server Application Programming I nterface (NSAPI) is used to implement the
functions the server calls when processing a request (Server Application Functions) which

provide the core and extended functionality of the iPlanet Web Server. It allows the server’s
processing of requests to be divided into small steps which may be arranged in a variety of
ways for speed and flexible configuration.

Java Servlets and JavaServer Pages extensions enable all Java servlet and JavaServer
page meta-functions, including instantiation, initialization, destruction, access from other
components, and configuration management. Java servlets and JavaServer pages, are
reusable Java applications that run on a web server rather than in a web browser.

Runtime Environments

In addition to the various server extensions, iPlanet Web Server includes a set of runtime
environments which support the server extensions. These runtime environments include the
following:

» CGlI Processor
* NSAPI Engine
e Java Virtual Machine (JVM)

Application Services

Finally, the iPlanet Web Server architecture includes a set of application services for
various application-specific functions. These application services include the following:

e Security & Access Control
e Session Management Service
* File System Service

* Mail Service
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IPlanet Web Server Configuration

iPlanet Web Server is configured to enable you to turn on or off various features, determine

how to respond to individual client requests, and write programs that run on and interact

with the server’s operation. The instructions (called directives) which identify these options
are stored in configuration files. iPlanet Web Server reads the configuration files on startup
and during client requests to map your choices with the desired server activity. For more
information about these files, see “iPlanet Web Server Configuration Files,” on page 32.

The server includes a number configuration files which are stored in
server_root/ ht t ps- server_id/ confi g andserver_root/ ht t ps- adnser v/ confi g when
installed on your computer.

This section includes the following topics:

e iPlanet Web Server Component Options
« iPlanet Web Server Configuration Files
* Single-Server Configuration

e Multiple-Server Configuration

iPlanet Web Server Component Options

The following component options are available when you install iPlanet Web Server:
« iPlanet Web Server Core
e Java Runtime Environment

* Java and Servlets

iPlanet Web Server Configuration Files

iPlanet Web Server includes a variety of configuration files that enable you to set various
global variables, and to customize how the server responds to specific events and client
requests. You can modify the configuration files automatically using the Administrator
Server, Server Manager, and Class Manager user interface, or by editing the files directly
using a text editor.

The main iPlanet Web Server configuration files atgnus. conf , obj . conf,
mi me. t ypes, server. xn , andadmpw. These configuration files are described in this
section.
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magnus.conf: contains global server configuration information (such as security and
default language selection). Thisfile sets the values for variables that configure the server
during initialization. iPlanet Web Sever reads this file and executes the variable settings on
startup. The server does not read this file again until it is restarted, so you must restart the
server every time you make changesto thisfile.

For more information, see the NSAPI Programmer’s Guide for iPlanet Web Server

obj.conf: object configuration file. Thereisoneobj . conf filefor each virtual server class,
or grouping of virtual servers. Whenever this guide refers todiheconf file,” it refers
to allobj . conf files or to theobj . conf file for the virtual server class being described.
All the obj . conf files are located iserver_root/ server_id/ confi g . They are typically
namedvsclass. obj . conf , wherevsclass is the virtual server class name.

Theobj . conf file contains settings for server customization, and instructions that the
server uses to process requests from clients (such as browsers). Each virtual server reads
this file every time it processes a client request.

For more information about the actual file syntax and the specific directives used by the
obj . conf andmagnus. conf configuration files, see tHeSAPI Programmer’s Guide for
iPlanet Web Server.

server .xml: configures the addresses and ports that the server listens on and assigns virtual
server classes and virtual serversto these listen sockets. For more information, see the
NSAPI Programmer’s Guide for iPlanet Web Server.

mime.types: the MIME (Multi-purpose Internet Mail Extension) type configuration file.
This file maps file extensions to MIME types, to enable the server to determine the type of
content being requested. For exampl e, requests for resourceswith .ht m extensionsindicate
that the client is requesting an HTML file, while requests for resources with . gi f
extensions indicate that the client is requesting an image filein GIF format.

For more information, see “Specifying a Default MIME Type,” on page 352 in Chapter 16,
“Content Management.” Note that you must restart the server every time you make changes
to this file.

admpw: the user name and password file for the Administrator Server superuser. For more
information, see “Changing the Superuser Settings,” on page 51 in Chapter 3, “Setting
Administration Preferences.”
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Dynamic Reconfiguration

Dynamic reconfiguration allows you to make configuration changesto alive web server
without having to stop and restart the web server for the changes to take effect. Y ou can
dynamically change all configuration settings and attributesin ser ver . xm and its
associated files without restarting the server.

To access the dynamic reconfiguration screen and install a new configuration dynamically,
click the Apply link found in the upper right corner of the Server Manager, Class Manager,
and Virtual Server Manager pages, then click the Load Configuration Files button on the
Apply Changes page. If there are errors in installing the new configuration, the previous
configuration is restored.

Single-Server Configuration

If you have installed iPlanet Web Server on asingle server machine, the installation process
places all the files under the server root directory that you specified during installation.

All Platforms
For all platforms, the following directories are created under the server root directory:

« alias contains the key and certificate files for all iPlanet servers (for example,
htt ps- adnmser v- server_i d-cert 7. db andsecnod. db).

« bin contains the binary files for the server, such as the actual server, the Administration
Server forms, and so on. In addition, this directory includeatthes/ i nst al |
folder that contains files needed for migrating server settings and default configuration
files needed for backward compatibility.

e docsis the server's default primary document directory, where your server’'s content
files are usually kept. If you are migrating settings from an existing server, this
directory doesn’t appear until you finish the migration process.

e extrascontains the log analyzer and log analysis tools.

o Thefl exanl g directory contains a command-line log analyzer. This log analyzer
analyzes files in flexlog format.

o The bg_anl y directory contains the log analysis tool that runs through the Server
Manager. This log analyzer analyzes files in common log format only.
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httpacl contains the files that store access control configuration information in the
gener at ed. server-id. acl andgenwor k. server-id. acl files. The file

gener at ed. server-id. acl contains changes you make using the Server Manager
access control forms after saving your changesywor k. server-id. acl contains your
changedefore you save your changes.

https-admserv contains the directories for the Administration Server. This directory
has the following subdirectories and files:

u]

For Unix/Linux platforms, this directory contains shell scripts to start, stop, and
restart the server and a script to rotate log files.

C assCache contains classes and Java files, generated as result of the compilation
of JavaServer pages.

conf _bk contains backup copies of the administration server’s configuration files.

conf i g contains the server’s configuration filestnrpw, admi n. conf,
cluster.xm, contexts.properties, cron.conf, dsgw conf,
dsgwfilter.conf, dsgw | anguage.conf, dsgw orgperson. conf,
dsgwser archprefs. conf, jvml2.conf, nagnus.conf,

magnus. conf.clfilter, mnme.types, ns-cron.conf, obj.conf,
obj.conf.clfilter, server.dtd, servers.|st, server.xmn,
server.xm .clfilter,servlets.properties, ssl.xm,

user-apps. xm , usercl ass. obj . conf, andweb- apps. xml . Working
copies are kept here. For more informatiomagnus. conf andobj . conf, see
theNSAPI Programmer’s Guide for iPlanet Web Server

| ogs contains any error or access log files.
Sessi onDat a contains session database data from MvapSessi onManager .

startsvr. bat isthe script that starts the Server Manager on Windows NT
machines. The Server Manager letsyou configure all serversinstalled in the server
root directory.

st opsvr. bat isthe script that stops the Server Manager on Windows NT
machines.

https-server_id.domain are the directories for each server you have installed on the
machine. Each server directory has the following subdirectories and files:

0

C assCache contains classes and Java files, generated as result of the compilation
of JavaServer pages.

conf _bk contains backup copies of the server’s configuration files.

conf i g contains the server instance configuration files.

Chapter 1 Introduction to iPlanet Web Server 35



iPlanet Web Server Configuration

o | ogs contains the server instance log files.

o reconfi g isthe script used to reconfigure the server dynamically. If you make
non-global changes to the server, you can use this script to reconfigure the server
without stopping and starting it. Note that changesto ACL filesand magnus. conf
reguire you to stop and restart the server.

o restart isthescript that restarts the server.

o rotate rotates server log files without affecting users who may be connected to
the server.

o sear ch contains the following directories. admi n andcol | ecti ons
o Sessi onDat a contains session database data from MvapSessi onManager .

o startsvr. bat isthe script that starts the Server Manager. The Server Manager
lets you configure all serversinstalled in the server root directory.

o stopsvr. bat isthe script that stops the Server Manager.
« manual contains the online manuals for the product.

« pluginscontains directories for Java, search, and other plugins. This directory has the
following subdirectories:

o htaccess contains server plugin foht access access control artd convert,
an. nsconfi g to. ht access converter.

o di gest contains the Digest Authentication Plugin for iPlanet Directory Server
5.0, as well as information about the plugin.

o sanpl es contains samples and example components, plugins and technologies
supported by the iPlanet Web Server servlet engine. This includes binaries, all
code, and a build enviroment.

o servl ets contains information about and examples of web-apps applications.
o incl ude contains various include files.

o |ib contains shared libraries.

o nsacl contains information for your server's access control lists.

o |l oadbal contains the required files for the Resonate load-balancer integration
plugin.

o nsapi contains header files and example code for creating your own functions
using NSAPI. For more information, see the iPlanet documentation web site at:
http://docs.ipl anet. conf docs/ manual s/ enterprise. htm .
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o sear ch contains information for your server’'s search plugins.
o snnp contains information for your server's SNMP plugins.

e setup contains the various iPlanet Web Server setup files, inclugingp. | og and
uni nstall.inf.

+ userdb contains user databases and related information.
« LICENSE.txt is the license file.
« README.txt is the readme file that contains a link to the iPlanet Web Shintes.

Unix and Linux Platforms

In addition to the files and directories described in “All Platforms,” the following files are
created at theer ver - r oot directory for Unix and Linux platforms:

e d&artconsole launches a browser to the Administration Server page.

The following files are created under tgever-root/ ht t ps- adnser v directory for Unix
and Linux platforms:

o O assCache contains classes and Java files, generated as result of the compilation
of JavaServer pages.

o conf_bk contains backup copies of the server’'s configuration files.

o confi g contains the Administration Server configuration files.

o | ogs contains the Administration Server log files.

o Sessi onDat a contains session database data fkdbpSessi onManager .
o restart is the script that restarts the Server Manager.

o start is the script that starts the Server Manager. The Server Manager lets you
configure all servers installed in the server root directory.

o stop is the script that stops the Server Manager.

Virtual Server Configuration

Virtual servers allow you, with a single installed server, to offer companies or individuals
domain names, IP addresses, and some server administration capabilities. You can
configure virtual servers using the Virtual tab of the Server Manager, as well as the Class
Manager interface and tlser ver . xn file. The settings for virtual servers are stored in
theserver. xnl file, found in theserver_root/server_id/confi g directory.
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For more information, see Chapter 13, “Using Virtual Servers.”

Multiple-Server Configuration

You can have multiple web servers running on the same server machine. Multiple web
servers can be configured from a single-server administration interface called the
Administration Server.

Administration Server

The Administration Server is a web-based server that contains the Java forms you use to
configure all of your iPlanet Web Servers.

After installing iPlanet Web Server, you use your browser to navigate to the Administration
Server page and use its forms to configure your iPlanet Web Servers. When you submit the
forms, the Administration Server modifies the configuration for the server you were
administering.

The URL you use to navigate to the Administration Server page depends on the computer
host name and the port number you choose for the Administration Server when you install
iPlanet Web Server. For example, if you installed the Administration Server on port 1234,

the URL would look like this:

http://nyserver.nozilla.com 1234

Before you can get to any forms, the Administration Server prompts you to authenticate
yourself. This means you need to type a user name and password. You set up the
“superuser” user name and password when you install iPlanet Web Server on your
computer. After installation, you can use distributed administration to give multiple people
access to different forms in the Administration Server. For more information about
distributed administration, see “Allowing Multiple Administrators,” on page 53 in Chapter
3, “Setting Administration Preferences.”

The first page you see when you access the Administration Server, is called Servers. You
use the buttons on this page to manage, add, remove, and migrate your iPlanet Web Servers.
The Administration Server provides the following tabs for your administration-level tasks:

e Servers
* Preferences
¢ Global Settings

e Users and Groups
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Server Manager

e Security

e Cluster Mgmt (Cluster Management)

NOTE You must enable cookies in your browser to run the CGI programs
necessary for configuring your server.

For more information on using the Administration Server, including information regarding
these administration-level tasks, see Chapter 2, “Administering iPlanet Web Servers.”

Server Manager

The Server Manager is a web-based interface that contains the Java forms you use to
configure individual instances of iPlanet Web Server.

You can access the Server Manager for iPlanet Web Server by performing the following
steps:

1. Install and start your iPlanet Web Server.
The Administration Server displays the Servers page.
2. Inthe Manage Servers area, select the desired server and click Manage.

iPlanet Web Server displays the Server Manager Preferences page.

NOTE Note that you must enable cookies in your browser to run the CGl
programs necessary for configuring your server.

You use the links on the Preferences page to manage options such as thread pool settings.
and to turn the web server on and off.

In addition, the Server Manager provides the following tabs for additional iPlanet Web
Server managerial tasks:

e Security
e Logs
e Monitor

* Virtual Server Class

e Java
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Server Manager

« Legacy Servlets
e Search

For more information, see the Server Manager in the online help.

Using the Resource Picker

Most of the Server Manager and Class Manager pages configure the entire iPlanet Web
Server or an entire class. However, some pages can configure either the entire server (or
class) or files and directories that the server (or class) maintains. These pages include the
Resource Picker, shown in Figure 1-1, at the top.

Figure 1-1  Resource Picker

Editing: [ The style i=p -] Browss.. | wildcard...

The Resource Picker appears on a number of pages, including the Server Manager’s Log
Preferences page and most screens accessible from the Class Manager’'s Content
Management tab.

To use the Resource Picker, choose a resource from the drop-down list for configuration.
Click Browse to browse your primary document directory; clicking Options allows you to
choose other directories. Click Wildcard to configure files with a specific extension.

Wildcards Used in the Resource Picker

In many parts of the server configuration, you specify wildcard patterns to represent one or
more items to configure. Please note that the wildcards for access control and text search
may be different from those discussed in this section.

Wildcard patterns use special characters. If you want to use one of these characters without
the special meaning, precede it with a backslash (\) character.
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Class Manager

The Class Manager is aweb-based interface that contains the Java forms you use to
configure your virtual iPlanet Web Servers. The user interface for virtual servers has two
parts, the Server Manager and the Class Manager. The Class Manager contains settings that
affect asingle class or single virtual server. You can set services for the class in the Class
Manager, aswell as add virtual servers (members of the class) and configure settings for an
individual virtual server.

Y ou can access the Class Manager for iPlanet Web Server by performing the following
steps:

1. From the Server Manager, click the Virtual Server Class tab.
The Server Manager displays the Select a Class of Virtual Server page.
2. From the drop-down list, select avirtual server class and click Manage.
iPlanet Web Server displays the Class Manager’s Select a Virtual Server page.

You can also access the Class Manager by simply clicking the Class Manager link in the
upper right-hand corner of the screen.

The Class Manager provides the following tabs to manage your iPlanet Web Server virtual
servers:

* Virtual Servers
 Programs

« Content Management
e Styles

For more information, see the Class Manager in the online help.

Virtual Server Manager

To access the Virtual Server Manager, go to the Virtual Servers tab in the Class Manager,
then select a virtual server from the list on the Manager Virtual Servers page and click
Manage, or click on the link to a virtual server under the tree view.

The pages provided in the Virtual Server Manager allow you to check the status and
settings, set the Java web applications state to on, and generate reports for the selected
virtual server.
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Virtual Server Manager

The Virtual server Manager provides the following tabs to manage your iPlanet Web Server
virtual servers:

» Preferences
e Logs
e Web Applications
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Chapter 2

Administering iIPlanet Web Servers

This chapter describes how to administer iPlanet Web Server, Enterprise Edition 6.0 with
the iPlanet Web Server Administration Server. Using the Administration Server, you can
manage servers, add and remove servers, and migrate servers from a previous release.

This chapter includes the following sections:

e Accessing the Administration Server

e Running Multiple Servers

e Installing Multiple Instances of the Server
* Removing a Server

e Migrating a Server From a Previous Version

Accessing the Administration Server

This section describes how to access the Administration Server for Unix/Linux and
Windows NT platforms.

Unix/Linux Platforms

To access the Administration Server in Unix or Linux platforms, go to the
server_root/ https-adnserv/ directory (for example,

/usr/iplanet/servers/ https-adnmserv/) and type /start. This command starts
the Administration Server using the port number you specified during installation.
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Windows NT Platforms

TheiPlanet Web Server installation program creates a program group with several iconsfor
Windows NT platforms. The program group includes the following icons:

* Release Notes

e  Start Administration Server

e Uninstall iPlanet Web Server 6.0
e Administer Web Server

Note that the Administration Server runs as a services applet; thus, you can also use the
Control Panel to start this service directly.

To access the Administration Server in Windows NT 4.0, perform the following steps:

1. Double-click the “Start Administration Server” icon, or type the following URL for
starting the administration server in your browser:

htt p:// host nanme. donai n- nane: adni ni strati on_port

iPlanet Web Server then displays a window prompting you for a user name and
password.

2. Type the administration user name and password you specified during installation.
iPlanet Web Server displays the Administration Server page.

For more information, see Administration Server. in the online help.

NOTE You must enable cookies in your browser to run the CGI programs
necessary for configuring your server.

You can also access the Administration Server from a remote location as long as you have
access to client software such as Netscape Navigator. Since the Administrator Server is
accessed through a browser, you can access it from any machine that can reach the server
over the network.

Running Multiple Servers

There are two ways you can have multiple web servers running on your system:
e Use virtual servers

« Install multiple instances of the server
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Virtual Servers

Virtual serversallow you, with asingle installed server, to offer companies or individuals
domain names, | P addresses, and some server administration capabilities. For the users, it is
amost asif they have their own web server, though you provide the hardware and basic
web server maintenance.

The settings for virtual serversare stored intheserver. xm file, found in the
server_root/server_id/confi g directory. Y ou do not need to edit thisfile to use virtual
servers, but if you would like to learn more about thisfile, seethe NSAPI Programmer’s
Guide

For more information about virtual servers, see Chapter 13, “Using Virtual Servers.”

Installing Multiple Instances of the Server

In past releases of iPlanet Web Server, virtual servers did not have unique configuration
information. The only way to have servers with separate configuration information was to
create a new server instance. However, with iPlanet Web Server, Enterprise Edition 6.0,
virtual servers have separate configuration information, so multiple server instances are no
longer required. They are still supported, but virtual servers are the preferred way to have
multiple servers.

If you choose to install multiple instances of the web server, you can use the Administration
Server to:

« Install multiple copies of the server on NT as separate instances, each with a different
IP address.

e Configure a set of servers that all use the same IP address, but different port numbers.

If your system is configured to listen to multiple IP addresses enter one of the IP addresses
that your system is hosting for each server you install.

If you installed your server before configuring your system to host multiple IP addresses,
configure your system to respond to different IP addresses. Then you can either install
hardware virtual servers or change the server’s bind address using the Server Manager ant
install separate instances of the server for each IP address.

To add another server instance, perform the following steps:
1. Access the Administration Server and choose the Servers tab.

2. Click the Add Server link.
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3. Enter the desired information for the specified fields.

Note that the server identifier cannot start with adigit and only Latin-1 characters
should be used in instance names.

For more information, see The Add Server Page in the online help.

Removing a Server

Y ou can remove a server from your system using the Administration Server. Be sure that
you don't need the server anymore before you remove it, since this process cannot be
undone.

NOTE Some NT servers have an uninstall program that you can use to remove a
server and its associated administration server. For details, check with
your product documentation.

To remove a server from your machine, perform the following steps:
1. Access the Administration Server and choose the Servers tab.
2. Click Remove Server.

The Administration Server subsequently deletes the server’s configuration files, Server
Manager forms, and the following directory (and any subdirectories):

server_root/ ht t ps- server-id

For more information, see The Remove Server Page in the online help.

Migrating a Server From a Previous Version

You can migrate an Server from 4.x to 6.0. Your 4.x server is preserved, and a new 6.0
server using the same settings is created.

You should stop running the 4.x server before migrating settings. Make sure you have a
compatible version of a web browser installed on your computer before migrating settings.

For a complete description of how to migrate a server from a previous version to , see the
Installation and Migration Guide.

For more information, see The Migrate Server Page in the online help.
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Part 2

Using the Administration Server

Chapter 3, “Setting Administration Preferences”
Chapter 4, “Managing Users and Groups”
Chapter 5, “Securing Your Web Server”

Chapter 6, “Managing Server Clusters”
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Chapter 3

Setting Administration Preferences

Y ou can configure your Administration Server using the pages on the Preferences and
Global Settings tabs. Note that you must enable cookies in your browser to run the CGlI
programs necessary for configuring your server.

This chapter includes the following sections:

e Shutting Down the Administration Server
< Editing Listen Socket Settings

e Changing the User Account (Unix/Linux)
e Changing the Superuser Settings

e Allowing Multiple Administrators

« Specifying Log File Options

e Configuring Directory Services

« Restricting Server Access

e Configuring JRE/JDK Paths

Shutting Down the Administration Server

Once the server is installed, it runs constantly, listening for and accepting HTTP requests.
You might want to stop and restart your server if, for instance, you have just installed a Java
Development Kit (JDK) or Directory Server, or if you have changed listen socket settings.
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Editing Listen Socket Settings

Y ou can stop the server using one of the following methods:

* Access the Administration Server, choose the Preferences tab, select the Shut Down
link, and click “Shut down the administration server button!”.

For more information, see The Shut Down Page in the online help.
* Use the Services window in the Control Panel (Windows NT).

e Usest op, which shuts down the server completely, interrupting service until it is
restarted.

After you shut down the server, it may take a few seconds for the server to complete its
shut-down process and for the status to change to “Off.”

Editing Listen Socket Settings

Before the server can process a request, it must accept the request via a listen socket, then
direct the request to the correct connection group and virtual server. When you install
iPlanet Web Server, one listen socket, Is1, is created automatically. This listen socket uses
the IP address 0.0.0.0 and the port number you specified as your HTTP server port number
during installation (the default is 8888). You cannot delete the default listen socket.

You can edit your server’s listen socket settings using the Administration Server’s Listen
Sockets Table. To access the table, perform the following steps:

1. Access the Administration Server and click the Preferences tab.
2. Click the Edit Listen Sockets link.
3. Make the desired changes and click OK.

For more information, see Chapter 13, “Using Virtual Servers” and the online help for The
Edit Listen Sockets Page.

Changing the User Account (Unix/Linux)

The Server Settings page allows you to change the user account for your web server on
Unix and Linux machines. All the server’s processes run as this user.
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Changing the Superuser Settings

Y ou do not need to specify a server user if you chose a port number greater than 1024 and
are not running asther oot user (in this case, you do not need to belogged on asr oot to
start the server). If you do not specify a user account here, the server runs with the user
account you start it with. Make sure that when you start the server, you use the correct user
account.

NOTE If you do not know how to create a new user on your system, contact your system
administrator or consult your system documentation.

Even if you start the server as root, you should not run the server asroot all thetime. You
want the server to have restricted access to your system resources and run as a
non-privileged user. The user name you enter as the server user should already exist asa
normal Unix/Linux user account. After the server starts, it runs as this user.

If you want to avoid creating a new user account, you can choose the user nobody or an
account used by another HTTP server running on the same host. On some systems,
however, the user nobody can own files but not run programs.

To access the Server Settings page, perform the following steps:

1. Accessthe Administration Server and choose the Preferences tab.
2. Click the Server Settingslink.

3. Makethedesired changes and click OK.

Changing the Superuser Settings

Y ou can configure superuser access for your Administration Server. These settings affect
only the superuser account. That is, if your Administration Server uses distributed
administration, you need to set up additional access controls for the administrators you
allow.

CAUTION If you useiPlanet Directory Server to manage users and groups, you need to update
the superuser entry in the directory before you change the superuser user name or
password. If you don't update the directory first, you won't be able to access the
Users & Groups forms in the Administration Server. To fix this, you'll need to either
access the Administration Server with an administrator account that does have
access to the directory, or you'll need to update the directory using the iPlanet
Directory Server’s Console or configuration files.
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To change the superuser settings for the Administration Server, perform the following
steps:

1. Accessthe Administration Server and choose the Preferences tab.
2. Click the Superuser Access Control link.
3. Makethe desired changes and click OK..

NOTE Y ou can change the Administration Server user from root to another user on the
operating system to enable multiple users (belonging to the group) to edit/manage
the configuration files. However, note that while on Unix/Linux platforms, the
installer can give “rw” (read/write) permissions to a group for the configuration
files, on Windows NT platforms, the user must belong to the “Administrators”
group.

The superuser’s user name and password are kept in a file called

server_root/ https-adnser v/ confi g/ admpw. If you forget the user name, you can

view this file to obtain the actual name; however, note that the password is encrypted and
unreadable. The file has the formnaker nane: passwor d. If you forget the password, you

can edit thadnpwfile and simply delete the encrypted password. You can then go to the
Server Manager forms and specify a new password.

CAUTION Because you can edit taenpwfile, it is very important that you keep the server
computer in a secure place and restrict access to its file system:

* On Unix/Linux systems, consider changing the file ownership so that it's
writable only by root or whatever system user runs the Administration Server
daemon.

e On NT systems, restrict the file ownership to the user account Administration
Server uses.
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Allowing Multiple Administrators

Multiple administrators can change specific parts of the server through distributed
administration. With distributed administration you have three levels of users:

superuser is the user listed in the file

server_root/ https-admserv/ confi g/ admpw. This is the user name (and

password) you specified during installation. This user has full access to all forms in the
Administration Server, except the Users & Groups forms, which depend on the
superuser having a valid account in an LDAP server such as iPlanet Directory Server.

administrators go directly to the Server Manager forms for a specific server, including
the Administration Server. The forms they see depend on the access control rules set ug
for them (usually done by the superuser). Administrators can perform limited
administrative tasks and can make changes that affect other users, such as adding usel
or changing access control.

end users can view read-only data stored in the database. Additionally, end users may
be granted access permissions to change only specific data.

For an in-depth discussion of access control for iPlanet Web Server, see “What Is Access
Control?,” on page 154 in Chapter 8, “Controlling Access to Your Server.”

NOTE Before you can enable distributed administration, you must install a Directory

Server. For more information, see the iPlanet Web Server Installation and
Migration Guide and the iPlanet Directory Server Administrator's Guide

To enable distributed administration, perform the following steps:

1.
2.
3.

Verify that you have installed a Directory Server.
Access the Administration Server.

One you've installed a Directory Server, you may also need to create an administration
group, if you have not previously done so.

To create a group, perform the following steps:
a. Choose the Users & Groups tab.

b. Click the New Group link.
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c. Create an “administrators” group in the LDAP directory and add the names of the
users you want to have permission to configure the Administration Server, or any
of the servers installed in its server root. All users in the “administrators” group
have full access to the Administration Server, but you can use access control to
limit the servers and forms they will be allowed to configure.

CAUTION Onceyou create an access-control list, the distributed administration group is added
to that list. If you change the name of the “administrators” group, you must
manually edit the access-control list to change the group it references.

4. Choose the Preferences tab.
5. Click the Distributed Admin link.
6. Make the desired changes and click OK.

For more information, see The Distributed Administration Page in the online help.

Specifying Log File Options
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The Administration Server log files record data about the server, including the types of
errors encountered and information about server access. Viewing these logs allows you to
monitor server activity and troubleshoot problems by providing data like the type of error
encountered and the time certain files were accessed.

You can specify the type and format of the data recorded in the Administration Server logs
using the Log Preferences page. For instance, you can choose to log data about every client
who accesses the Administration Server or you can omit certain clients from the log. In
addition, you can choose the Common Logfile Format, which provides a fixed amount of
information about the server, or you can create a custom log file format that better suits
your requirements.

Access the Administration Server Log Preferences page by choosing the Preferences tab,
then clicking the Logging Options link.

For more information, see The Logging Options Page in the online help, and Chapter 9,
“Using Log Files.”
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Viewing Log Files

The Administration Server log files are located in adni n/ | ogs in your server root
directory. For example, on Windows NT, the path to your log files might look like

c:\i Pl anet\ server 6\ htt ps- adnser v\ | ogs. You can view both the error log and the
access log through the iPlanet Web Server console or using atext editor.

The Access Log File
The access log records information about requests to and responses from the server.

To view the access |og file, perform the following steps:

1. Accessthe Administration Server and choose the Preferences tab.

2. Click the View Access Log link and click OK.

For more information, see The View Error Log Page in the online help, and Chapter 9,
“Using Log Files.”

The Error Log File

Theerrorlog lists all the errors the server has encountered since the log file was created. It
also contains informational messages about the server, such as when the server was starte
and who tried unsuccessfully to log in to the server.

To view the error log file, perform the following steps:
1. Access the Administration Server and choose the Preferences tab.
2. Click the View Error Log link and click OK.

For more information, see The View Access Log Page in the online help, and Chapter 9,
“Using Log Files.”

Archiving Log Files

You can set up your log files to be automatically archived. At a certain time, or after a
specified interval, iPlanet Web Server rotates your access logs. iPlanet Web Server saves
the old log files and stamps the saved file with a name that includes the date and time they
were saved.

For example, you can set up your files to rotate every hour, and iPlanet Web Server saves
and names the fileatcess. 199907152400,” where “name|year|month|day|24-hour time”

is concatenated together into a single character string. The exact format of the access log
archive file varies depending upon which type of log rotation you set up.
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Access log rotation isinitialized at server startup. If rotation is turned on, iPlanet Web
Server creates atime-stamped access log file and rotation starts at server startup.

Once the rotation starts, iPlanet Web Server creates a new time stamped access log file
when there is arequest that needs to be logged to the access log file and it occurs after the
previously-scheduled “next rotate time.”

Using Cron-based Log Rotation (Unix/Linux)

You can configure several features of your iPlanet Web Server to operate automatically and
set to begin at specific times. The cron daemon checks the computer clock and then spawns
processes at certain times. (These settings are storedhistthreon. conf file.)

This cron daemon controls scheduled tasks for your iPlanet Web Server and can be
activated and deactivated from the Administration Server. The tasks performed by the cron
process depends on the various servers. (Note that on NT platforms, the scheduling occurs
within the individual servers.)

Some of the tasks that can be controlled by cron daemons include scheduling collection
maintenance and archiving log files. You need to restart cron control whenever you change
the settings for scheduled tasks.

To restart, start, or stop cron control, perform the following steps:

1. Access the Administration Server and choose the Global Settings tab.
2. Click the Cron Control link.

3. Click Restart, Start, or Stop to change the cron controls.

Note that any time you add a task to cron, you need to restart the daemon.

Configuring Directory Services

56

You can store and manage information such as the names and passwords of your users in a
single Directory Server using an open-systems server protocol called the Lightweight
Directory Access Protocol (LDAP). You can also configure the server to allow your users to
retrieve directory information from multiple, easily accessible network locations.
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To configure the directory services preferences, perform the following steps:
1. Accessthe Administration Server and choose the Global Settings tab.

2. Click the Configure Directory Service link.

3. Makethe desired changes and click OK.

For more information, see The Configure Directory Service Page in the online help.

Restricting Server Access

Y ou can control access to the entire server or to parts of the server (that is, directories, files,
file types). When the server evaluates an incoming request, it determines access based on a
hierarchy of rules called access-control entries (ACEs), and then it uses the matching entries
to determineif the request is allowed or denied. Each ACE specifies whether or not the
server should continue to the next ACE in the hierarchy. The collection of ACEsis called
an access-control list (ACL). When areguest comes in to the server, the server looksin
vsclass.obj . conf (where vsclassisthe virtual server class name) for areferenceto an
ACL, which isthen used to determine access. By default, the server has one ACL file that
contains multiple ACLs.

Y ou can set access control globally for all servers through the Administration Server or for
aresource within a specific server instance through the Server Manager. For more
information about setting access control for aresource, see “Setting Access Control,” on
page 164 in Chapter 8, “Controlling Access to Your Server.”

NOTE Y ou must turn on distributed administration before you can restrict server access.

To restrict access to your iPlanet Web Servers, perform the following steps:
1. Access the Administration Server and choose the Global Settings tab.
2. Click the Restrict Access link.

3. Select the desired server and click Edit ACL.

The Administration Server displays the access control rules for the server you
specified.

Make the desired access control changes and click OK. For more information, see The
Restrict Access Page in the online help.
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Configuring JRE/JDK Paths

When you ingtall iPlanet Web Server, you can choose to install the Java Runtime
Environment (JRE), which isbundled with iPlanet Web Server, or you can specify apath to
the Java Development Kit (JDK), which you must install separately. See the iPlanet Web
Server Installation and Migration Guide for more information.

Regardless of whether you choose to install the JRE or specify a path to the JDK during
installation, you can tell the iPlanet Web Server to switch to using either the JRE or JDK at
any time by performing the following steps:

1. AccesstheiPlanet Web Server Administration Server.
2. Select the Global Settings tab.
3. Click the Configure JRE/IDK Paths link.
The Configure JRE/JIDK Paths page appears.
4. Click the radio button corresponding to the feature to enable.

For instance, click JDK to supply the path to the Java Development Kit installed on
your machine.

5. Enter the appropriate information and click OK.
Y ou must restart your server for changes to become effective.

See The Configure JRE/IDK Paths Page in the online help for more information.
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Chapter 4

Managing Users and Groups

This chapter describes how to add, delete, and edit the users and groups who can access
your iPlanet Web Server.

This chapter includes the following sections:

e Using LDAP to Manage Users and Groups
e Creating Users

e Managing Users

e Creating Groups

e Managing Groups

» Creating Organizational Units

e Managing Organizational Units

e Managing a Preferred Language List

Using LDAP to Manage Users and Groups

The Administration Server provides access to your application data about user accounts,
group lists, access privileges, organization units, and other user- and group-specific
information.

User and group information is stored in a directory server such as iPlanet Directory Server
5.0, which supports Lightweight Directory Access Protocol (LDAP). LDAP is an open
directory access protocol that runs over TCP/IP and is scalable to a global size and millions
of entries.

Since iPlanet Web Server does not support local LDAP, you must have a directory server
installed before you can add users and groups.
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Understanding Distinguished Names (DNSs)

Use the Users and Groups tab of the Administration Server to create or modify users,
groups, and organizational units. A user isan individual in your LDAP database, such asan
employee of your company. A group is two or more users who share a common attribute.
An organizational unit is a subdivision within your company that uses the

or gani zat i onal Uni t object class. Users, groups, and organizational units are described
further later in this chapter.

Each user and group in your enterprise is represented by a Distinguished Name (DN)
attribute. A DN attribute is atext string that contains identifying information for an
associated user, group, or object. Y ou use DNs whenever you make changes to a user or
group directory entry. For example, you need to specify DN information each time you
create or modify directory entries, set up access controls, and set up user accounts for
applications such asmail or publishing. The users and groups interface of Netscape Console
helps you create or modify DNSs.

The following example represents atypical DN for an employee of Netscape
Communications Corporation:

ui d=doe, e=doe@et scape. com cn=John Doe, o=Net scape Conmuni cati ons
Corp., c=US

The abbreviations before each equal sign in this example have the following meanings:
e uid:userlD

* e:email address

* cn: the user's common name

e 0! organization

e c:country

DNs may include a variety of name-value pairs. They are used to identify both certificate
subjects and entries in directories that support LDAP.
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Using LDIF

If you do not currently have a directory, or if you want to add a new subtree to an existing
directory, you can use the Directory Server's Administration Server LDIF import function.
This function accepts a file containing LDIF and attempts to build a directory or a new
subtree from the LDIF entries. You can also export your current directory to LDIF using the
Directory Server’'s LDIF export function. This function creates an LDIF-formatted file that
represents your directory. Add or edit entries using ttepnodi f y command along with

the appropriate LDIF update statements.

To add entries to the database using LDIF, first define the entries in an LDIF file, then
import the LDIF file from Directory Server. For more information, see “Formatting LDIF
Entries,” on page 369 of Appendix A, “Command Line Utilities.”

Creating Users

Use the Users and Groups tab of the Administration Server to create or modify user entries.
A user entry contains information about an individual person or object in the database.

This section includes the following topics:
e Guidelines for Creating User Entries
¢ How to Create a New User Entry

e Directory Server User Entries
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Guidelines for Creating User Entries

Consider the following guidelines when using the administrator formsto create new user
entries:

If you enter a given name (or first name) and a surname, then the form automatically
fills in the user’s full name and user ID for you. The user ID is generated as the first
initial of the user’s first name followed by the user’s last name. For example, if the
user's name is Billie Holiday, then the user ID is automatically d#tdidday. You can
replace this user ID with an ID of your own choosing if you wish.

The user ID must be unique. The Administration Server ensures that the user ID is
unigue by searching the entire directory from the search base (base DN) down to see if
the user ID is in use. Be aware, however, that if you use the Directory Server

| dapnodi fy command line utility (if available) to create a user, that it does not ensure
unigue user IDs. If duplicate user IDs exist in your directory, the affected users will not
be able to authenticate to the directory.

Note that the base DN specifies the distinguished name where directory lookups will
occur by default, and where all iPlanet Web Administration Server’s entries are placed
in your directory tree. A “DN” is the string representation for the name of an entry in a
directory server.

Note that at a minimum, you must specify the following user information when
creating a new user entry:

o surname or last name
o full name
o userlID

If any organizational units have been defined for your directory, you can specify where
you want the new user to be placed using the Add New User To list. The default
location is your directory’s base DN (or root point).

NOTE The user edit text fields for international information differs between the

Administration Server and Netscape Console. In Netscape Console, in addition to
the untagged cn fields, thereis a preferred language cn field which doesn't exist
in the Administration Server.
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How to Create a New User Entry

To create a user entry, read the guidelines outlined in “Guidelines for Creating User
Entries,” on page 62, then perform the following steps:

1.
2.

Access the Administration Server and choose the Users & Groups tab.

Click the New User link and add the associated information to the displayed page.

For more information, see The New User Page in the online help.

Directory Server User Entries

The following user entry notes may be of interest to the directory administrator:

User entries use thenet Or gPer son, or gani zat i onal Per son, andper son object
classes.

By default, the distinguished name for users is of the form:
cn=full name, ou=organi zation, ..., o=base organization, c=country

For example, if a user entry for Billie Holiday is created within the organizational unit
Marketing, and the directory’s base DN is o=Ace Industry, c=US, then the person’s DN
is:

cn=Billie Holiday, ou=Marketing, o=Ace Industry, c=US
However, note that you can change this format to a uid-based distinguished name.

The values on the user form fields are stored as the following LDAP attributes (note
that any stored information other than ‘user’ and ‘group’ requires a full Directory
Server license):

Table 4-1 LDAP Attributes

User Field Corresponding LDAP Attribute
Given Name gi venNane

Surname sn

Full Name ch

User ID uid

Password user Passwor d

Email Address mai |
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The following fields are also available when editing the user entry:

Table 4-2  User Entry LDAP Attributes

User Field Corresponding LDAP Attribute
Title title
Telephone t el ephoneNunber

e Sometimes a user’'s name can be more accurately represented in characters of a
language other than the default language. You can select a preferred language for users
so that their names will display in the characters of the that language, even when the
default language is English. For more information regarding setting a user’s preferred
language, see The Manage Users Page in the online help.

Managing Users

You edit user attributes from the Administration Server Manage Users form. From this form
you can find, change, rename, and delete user entries; manage user licenses; and potentially
change product-specific information.

Some, but not all, Netscape/iPlanet servers add additional forms to this area that allow you
to manage product-specific information. For example, if a messaging server is installed
under your Administration Server, then an additional form is added that allows you to edit
messaging server-specific information. See the server documentation for details on these
additional management capabilities.

This section includes the following topics:
* Finding User Information

e Editing User Information

e Managing a User’'s Password

e Managing User Licenses

* Renaming Users

* Removing Users
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Finding User Information

Before you can edit a user entry, you must display the associated information. To find the
specific user information, perform the following steps:

1.
2.
3.

Access the Administration Server and choose the Users & Groups tab.
Click the Manage Users link.

In the Find User field, enter some descriptive value for the entry that you want to edit.
Y ou can enter any of the following in the search field:

o A name. Enter afull name or a partial name. All entries that equally match the
search string will be returned. If no such entries are found, all entries that contain
the search string will be found. If no such entries are found, any entries that sounds
like the search string are found.

o AuserlD.

o A telephone number. If you enter only a partial number, any entries that have
telephone numbers ending in the search number will be returned.

o Anemail address. Any search string containing an at (@) symbol is assumed to be
an email address. If an exact match cannot be found, then a search is performed to
find all email addresses that begin with the search string.

o Anasterisk (*) to see all of the entries currently in your directory. Y ou can achieve
the same effect by simply leaving the field blank.

o Any LDAP search filter. Any string that contains an equal sign (=) is considered a
search filter.

Asan aternative, use the pull down menusin the Find all users whose field to narrow
the results of your search.

In the Look within field, select the organizational unit under which you want to search
for entries.

The default is the directory’s root point (or top most entry).
In the Format field, choose either On-Screen or Printer.
Click Find.

All the users in the selected organizational unit are displayed.
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7. Intheresulting table, click the name of the entry that you want to edit.

The user edit form is displayed.

8. Changethe displayed fields as desired and click Save Changes.

The changes are made immediately.

Building Custom Search Queries

The “Find all users whose” field allows you to build a custom search filter. Use this field to
narrow down the search results returned by a “Find user” search.

The Find all users whose field provides the following search criteria:

* The left-most pull-down list allows you to specify the attribute on which the search will

be based.

The available search attribute options are described in the following table:

Table 4-3  Search Attribute Options

Option Name

Description

full name

last name

user id

phone number
email address
unit name

description

Search each entry’s full name for a match.

Search each entry’s last name, or surname for a
match.

Search each entry’s user id for a match.

Search each entry’s phone number for a match.
Search each entry’s email address for a match.
Search each entry’s name for a match.

Search each organizational unit entry’s description
for a match.

« Inthe center pull-down list, select the type of search you want to perform.
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The available search type options are described in the following table;

Table 4-4  Search Type Options

Option Name

Description

contai ns

isn't

sounds |ike

starts with

ends with

Causes a substring search to be performed. Entries with attribute values

containing the specified search string are returned. For example, if you know

an user’'s name probably contains the word “Dylan,” use this option with the
search string “Dylan” to find the user’s entry.

Causes an exact match to be found. That is, this option specifies an equality
search. Use this option when you know the exact value of an user’s attribute.
For example, if you know the exact spelling of the user's name, use this
option.

Returns all the entries whose attribute value does not exactly match the

search string. That is, if you want to find all the users in the directory whose

name is not “John Smith,” use this option. Be aware, however, that use of
this option can cause an extremely large number of entries to be returned to
you.

Causes an approximate, or phonetic, search to be performed. Use this option
if you know an attribute’s value, but you are unsure of the spelling. For
example, if you are not sure if a user's name is spelled “Sarret,” “Sarette,” or
“Sarett,” use this option.

Causes a substring search to be performed. Returns all the entries whose
attribute value starts with the specified search string. For example, if you
know a user’s name starts with “Miles,” but you do not know the rest of the
name, use this option.

Causes a substring search to be performed. Returns all the entries whose
attribute value ends with the specified search string. For example, if you
know a user’s name ends with “Dimaggio,” but you do not know the rest of
the name, use this option.

* Inthe right-most text field, enter your search string.

To display all of the users entries contained in the Look Within directory, enter either an
asterisk (*) or simply leave this text field blank.
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Editing User Information

To change a user’s entry, perform the following steps:

1. Access the Administration Server and choose the Users & Groups tab.

2. Display the user entry as described in “Finding User Information,” on page 65.
3. Edit the field corresponding to the attribute that you wish to change.

For more information, see The Edit Users Page in the online help.

NOTE It is possible that you will want to change an attribute value that is not
displayed by the edit user form. In this situation, use the Directory Server
| daprodi fy command line utility, if available.

In addition, note that you can change the user’s first, last, and full name field from this
form, but to fully rename the entry (including the entry’s distinguished name), you need to
use the Rename User form. For more information on how to rename an entry, see
“Renaming Users,” on page 69.

Managing a User’s Password

The password you set for user entriesis used by the various servers for user authentication.
To change or create a user's password, perform the following steps:

1. Access the Administration Server and choose Users & Groups tab.

2. Display the user entry as described in “Finding User Information,” on page 65.
3. Make the desired changes and click OK.

For more information, see The Manage Users Page in the online help.

NOTE You can change the Administration Server user from root to another user
on the operating system to enable multiple users (belonging to the group)
to edit/manage the configuration files. However, note that while on
Unix/Linux platforms, the installer can give “rw” permissions to a group
for the configuration files, on Windows NT platforms, the user must
belong to the “Administrators” group.
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You can also disable the user’s password by clicking the Disable Password button. Doing
this prevents the user from logging into a server without deleting the user’s directory entry.
You can allow access for the user again by using the Password Management Form to enter
new password.

Managing User Licenses

Administration Server enables you to track which iPlanet server products your users are
licensed to use.

To manage the licenses available to the user, perform the following steps:

1. Access the Administration Server and choose the Users & Groups tab.

n

Display the user entry as described in “Finding User Information,” on page 65.
3. Click the Licenses link at the top of the User Edit form.
4. Make the desired changes and click OK.

For more information, see The Manage Users Page in the online help.

Renaming Users

The rename feature changes only the user’s name; all other fields are left intact. In addition,
the user’s old name is still preserved so searches against the old name will still find the new
entry.

When you rename a user entry, you can only change the user’'s name; you cannot use the
rename feature to move the entry from one organizational unit to another. For example,
suppose you have organizational units for Marketing and Accounting and an entry named
“Billie Holiday” under the Marketing organizational unit. You can rename the entry from
Billie Holiday toDoc Holiday, but you cannot rename the entry such Ehat i e

Hol i day under the Marketing organizational unit becorielsl i e Hol i day under the
Accounting organizational unit.

To rename a user entry, perform the following steps:
1. Access the Administration Server and choose the Users & Groups tab.
2. Display the user entry as described in “Finding User Information,” on page 65.

Note that if you are using common name-based DNSs, specify the user’s full name. If
you are using uid-based distinguished names, enter the new uid value that you want to
use for the entry.
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3. Click the Rename User button.

4. Changethe Given Name, Surname, Full Name, or UID fields asis appropriate to match
the new distinguished name for the entry.

5. You can specify that the Administration Server no longer retains the old full name or
ui d values when you rename the entry by setting the keepd dVal ueWhenRenani ng
parameter to false. Y ou can find this parameter in the following file:

server_root/ adm n-serv/ confi g/ dsgw or gper son. conf

For more information, see The Manage Users Page in the online help.

Removing Users

To delete a user entry, perform the following steps:

1. Accessthe Administration Server and choose the Users & Groups tab.

2. Display the user entry as described in “Finding User Information,” on page 65.
3. Click Delete User.

For more information, see The Manage Users Page in the online help.

Creating Groups

A group is an object that describes a set of objects in an LDAP database. An iPlanet Web
Server group consists of users who share a common attribute. For instance, the set of
objects might be a number of employees who work in the marketing division of your
company. These employees might belong to a group called Marketing.

Static groups enumerate their member objects explicitly. A static group is a CN and
containsuni queMenber s and/omenber URLs and/ormenber Cert Descri pti ons. For
static groups, the members do not share a common attribute except for the

CN=<@G oupname> attribute.

For static groups, members can share a common attribute from a certificate if you use the
menber Cer t Descri pti on. Note that these will only work if the ACL uses the SSL
method.

Once you create a new group, you can add users, or members, to it.
This section includes the following topics for creating groups:

e  Static Groups
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Static Groups

The Administration Server enables you to create a static group by specifying the same
group attribute in the DNs of any number of users. A static group doesn’t change unless you
add a user to it or delete a user from it.

Guidelines for Creating Static Groups

Consider the following guidelines when using the Administration Server forms to create
new static groups:

e Static groups can contain other static groups.
e You can optionally also add a description for the new group.

« If any organizational units have been defined for your directory, you can specify where
you want the new group to be placed using the Add New Group To list. The default
location is your directory’s root point, or top-most entry.

* When you are finished entering the desired information, click Create Group to add the
group and immediately return to the New Group form. Alternatively, click Create and
Edit Group to add the group and then proceed to the Edit Group form for the group you
have just added. For information on editing groups, see “Editing Group Attributes,” on
page 73.

To Create a Static Group
To create a static group entry, perform the following steps:

1. Access the Administration Server and choose the Users & Groups tab.
2. Click the New Group link.

3. Enter the required information and click OK.

For more information, see The New Group Page in the online help.

“Editing Group Attributes,”page 73For more information, see The New Group Page in the
online help.

Managing Groups

The Administration Server enables you to edit groups and manage group memberships from
the Manage Group form. This section describes the following topics:

e Finding Group Entries

Chapter 4  Managing Users and Groups 71



Managing Groups

e Editing Group Attributes

e Adding Group Members

e Adding Groups to the Group Members List

e Removing Entries from the Group Members List
e Managing Owners

e Managing See Alsos

* Removing Groups

* Renaming Groups

Finding Group Entries

Before you can edit a group entry, first you must find and display the entry.

To find a group entry, perform the following steps:

1. Access the Administration Server and choose the Users & Groups tab.

2. Click the Manage Groups link.

3. Enter the name of the group that you want to find in the Find Group field.
You can enter any of the following values in the search field:

o A name. Enter a full name or a partial name. All entries that equally match the
search string are returned. If no such entries are found, all entries that contain the
search string will be found. If no such entries are found, any entries that sounds
like the search string are found.

o An asterisk (*) to see all of the groups currently residing in your directory. You
can achieve the same effect by simply leaving the field blank.

o Any LDAP search filter. Any string that contains an equal sign (=) is considered to
be a search filter.

As an alternative, use the pull down menus in “Find all groups whose” to narrow the
results of your search.

4. In the Look within field, select the organizational unit under which you want to search
for entries.

The default is the directory’s root point, or top-most entry.

5. Inthe Format field, choose either On-Screen or Printer.
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6. Click Find.
All the groups matching your search criteria are displayed.
7. Intheresulting table, click the name of the entry that you want to edit.

The “Find all groups whose” Field

The “Find all groups whose” field allows you to build a custom search filter. Use this field
to narrow down the search results that are otherwise returned by Find groups.

To display all of the group entries contained in the Look Within directory, enter either an
asterisk (*) or simply leave this text field blank.

For more information regarding how to build a custom search filter, see “Building Custom
Search Queries,” on page 66.

Editing Group Attributes

To edit a group entry, perform the following steps:

1. Access the Administration Server and choose the Users & Groups tab.
2. Click the Manage Groups link.

3. Locate the group you want to edit, and type the desired changes.

For more information regarding how to find specific entries, refer to the concepts
outlined in “Finding Group Entries,” on page 72.

NOTE Y ou can change the Administration Server user from root to another user on the
operating system to enable multiple users (belonging to the group) to edit/manage
the configuration files. However, note that while on Unix/Linux platforms, the
installer can give “rw” permissions to a group for the configuration files, on
Windows NT platforms, the user must belong to the “Administrators” group.

For more information about editing group attributes, see The Manage Groups Page in the
online help.

NOTE It is possible that you will want to change an attribute value that is not displayed by
the group edit form. In this situation, use the Directory Sdrdepnodi f y
command line utility, if available.
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Adding Group Members

To add members to a group, perform the following steps:
1. Accessthe Administration Server and choose the Users & Groups tab.
2. Click the Manage Groups link.

3. Locate the group you want to manage as described in “Finding Group Entries,” on
page 72, and click the Edit button under Group Members.

iPlanet Web Server displays a new form that enables you to search for entries. If you
want to add user entries to the list, make sure Users is shown in the Find pull-down
menu. If you want to add group entries to the group, make sure Group is shown.

4. In the right-most text field, enter a search string. Enter any of the following options:

o A name. Enter a full name or a partial name. All entries whose name matches the
search string is returned. If no such entries are found, all entries that contain the
search string are found. If no such entries are found, any entries that sounds like
the search string are found.

o Auser ID if you are searching for user entries.

o Atelephone number. If you enter only a partial number, any entries that have
telephone numbers ending in the search number are returned.

o Anemail address. any search string containing an at (@) symbol is assumed to be
an email address. If an exact match cannot be found, then a search is performed to
find all email addresses that begin with the search string.

o Enter either an asterisk (*) or simply leave this text field blank to see all of the
entries or groups currently residing in your directory.

o Any LDAP search filter. Any string that contains an equal sign (=) is considered to
be a search filter.

5. Click Find and Add to find all the matching entries and add them to the group.

If the search returns any entries that you do not want add to the group, click the box in
the Remove from list? column. You can also construct a search filter to match the
entries you want removed and then click Find and Remove.

6. When the list of group members is complete, click Save Changes.
The currently displayed entries are now members of the group.

For more information about adding groups members, see The Edit Members Page in the
online help.
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Adding Groups to the Group Members List

You can add groups (instead of individual members) to the group’s members list. Doing so
causes any users belonging to the included group to become a member of the receiving
group. For example, if Neil Armstrong is a member of the Engineering Managers group,
and you make the Engineering Managers group a member of the Engineering Personnel
group, then Neil Armstrong is also a member of the Engineering Personnel group.

To add a group to the members list of another group, add the group as if it were a user entry
For more information, see “Adding Group Members,” on page 74.

Removing Entries from the Group Members List

To delete an entry from the group members list, perform the following steps:
1. Access the Administration Server and choose the Users & Groups tab.

2. Click the Manage Groups link, locate the group you want to manage as described in
“Finding Group Entries,” on page 72, and click the Edit button under Group Members.

3. For each member that you want to remove from the list, click the corresponding box
under the Remove from list? column.

Alternatively, you can construct a filter to find the entries you want to remove and click
the Find and Remove button. For more information on creating a search filter, see
“Adding Group Members,” on page 74.

4. Click Save Changes. The entry(s) are deleted from the group members list.

Managing Owners

You manage a group’s owners list the same way as you manage the group members list.
The following table identifies which section to read for more information:

Table 4-5 Additional Information

Task You Want to Complete Read Section
Add owners to the group “Adding Group Members,” on page 74.
Add groups to the owners list “Adding Groups to the Group Members List,” on page 75.

Remove entries from the owners list ~ “Removing Entries from the Group Members List,” on
page 75.
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Managing See Alsos

“See alsos” are references to other directory entries that may be relevant to the current
group. They allow users to easily find entries for people and other groups that are related to
the current group.

You manage see alsos the same way as you manage the group members list. The following
table shows you which section to read for more information:

Table 4-6 Additional Information

Task You Want to Complete Read Section

Add usersto see asos “Adding Group Members,” on page 74.

Add groups to see alsos “Adding Groups to the Group Members List,” on page 75.

Remove entries from see alsos “Removing Entries from the Group Members List,” on
page 75.

Removing Groups

To delete a group, perform the following steps:
1. Access the Administration Server and choose the Users & Groups tab.

2. Click the Manage Groups link, locate the group you want to manage as described in
“Finding Group Entries,” on page 72, and click Delete Group.

NOTE The Administration Server does not remove the individual members of the
group(s) you remove; only the group entry is removed.

Renaming Groups

To rename a group, perform the following steps:
1. Access the Administration Server and choose the Users & Groups tab.

2. Click the Manage Groups link and locate the group you want to manage as described in
“Finding Group Entries,” on page 72.

3. Click the Rename Group button and type the new group name in the resulting dialog
box.

76  iPlanet Web Server, Enterprise Edition Administrator’s Guide ¢ August 2001



Creating Organizational Units

When you rename a group entry, you only change the group’s name; you cannot use the
Rename Group feature to move the entry from one organizational unit to another. For
example, a business might have the following organizations:

e organizational units for Marketing and Product Management
* agroup named Online Sales under the Marketing organizational unit

In this example, you can rename the group from Online Sales to Internet Investments, but
you cannot rename the entry such that Online Sales under the Marketing organizational unit
becomes Online Sales under the Product Management organizational unit.

Creating Organizational Units

An organizational unit can include a number of groups, and it usually represents a division,
department, or other discrete business group. A DN can exist in more than one
organizational unit.

To create an organizational unit, perform the following steps:

1. Access the Administration Server and choose the Users & Groups tab.

2. Click the New Organizational Unit link and enter the required information.

For more information, see The New Organizational Unit Page in the online help.
The following notes may be of interest to the directory administrator:

« New organizational units are created usingathgani zat i onal Uni t object class.
* The distinguished name for new organizational units is of the form:

ou=new or gani zati on, ou=parent organi zation, ..., o=base
organi zati on, c=country

For example, if you create a new organization called Accounting within the organizational
unit West Coast, and your Base DN is o=Ace IndustryS, then the new organization
unit's DN is:

ou=Accounti ng, ou=West Coast, o0=Ace Industry, c=US
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Managing Organizational Units
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Y ou edit and manage organizationa units from the Organizational Unit Edit form. This
section describes the following tasks:

* Finding Organizational Units
«  Editing Organizational Unit Attributes
« Renaming Organizational Units

« Deleting Organizational Units

Finding Organizational Units

To find organizational units, perform the following steps:
1. Access the Administration Server and choose the Users & Groups tab.
2. Click the Manage Organizational Units link.

3. Type the name of the unit you want to find in the Find organizational unit field. You
can enter any of the following in the search field:

o A name. Enter a full name or a partial name. All entries that equally match the
search string will be returned. If no such entries are found, all entries that contain
the search string will be found. If no such entries are found, any entries that sounds
like the search string are found.

o An asterisk (*) to see all of the groups currently residing in your directory. You
can achieve this same result by simply leaving the field blank.

o Any LDAP search filter. Any string that contains an equal sign (=) is considered to
be a search filter.

As an alternative, use the pull down menus in the Find all units whose field to narrow
the results of your search.

4. In the Look within field, select the organizational unit under which you want to search
for entries.

The default is the root point of the directory.

5. Inthe Format field, choose either On-Screen or Printer.
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6. Click Find.
All the organizational units matching your search criteria are displayed.

7. Intheresulting table, click the name of the organizational unit that you want to find.

The “Find all units whose” Field

The Find all units whose field allows you to build a custom search filter. Use thisfield to
narrow down the search results that are otherwise returned by Find organizational unit.

To display al of the group entries contained in the Look Within directory, enter either an
asterisk (*) or simply leave thistext field blank.

For more information regarding how to build a custom search filter, see “Building Custom
Search Queries,” on page 66.

Editing Organizational Unit Attributes

To change a organizational unit entry, access the Administration Server and perform the
following steps:

1. Locate the organizational unit you want to edit as described in “Finding Organizational
Units,” on page 78.

The organizational unit edit form is displayed.
2. Change the displayed fields as desired and click Save Changes.

The changes are made immediately.

NOTE Itispossible that you will want to change an attribute value that is not displayed by
the organizational unit edit form. In this situation, use the Directory Server
| dapnodi fy command line utility, if available.

Renaming Organizational Units

To rename an organizational unit entry, access the Administration Server and perform the
following steps:

1. Make sure no other entries exist in the directory under the organizational unit that you
want to rename.

2. Locate the organizational unit you want to edit as described in “Finding Organizational
Units,” on page 78.
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3. Click the Rename button.

4. Enter the new organizational unit name in the resulting dialog box.

NOTE When you rename an organizational unit entry, you can only change the
organizational unit's name; you cannot use the rename feature to move the entry
from one organizational unit to another. For more information, see “Renaming
Organizational Units,” on page 79.

Deleting Organizational Units

To delete an organizational unit entry, access the Administration Server and perform the
following steps:

1. Make sure no other entries exist in the directory under the organizational unit that you
want to rename.

2. Locate the organizational unit you want to delete as described in “Finding
Organizational Units,” on page 78.

3. Click the Delete button.
4. Click OK in the resulting confirmation box.

The organizational unit is immediately deleted.

Managing a Preferred Language List

iPlanet Web Server enables you to display and maintain the list of preferred languages.
To manage the preferred language list, perform the following steps:

1. Access the Administration Server and choose the Users & Groups tab.

2. Click the Manage Preferred Language List link.

3. Inthe Display Language Selection List field, click Yes or No to specify whether
iPlanet Web Server displays the Language Selection List.

4. Inthe Languages in the Selection List field, click the Add to List checkbox to add each
language you want specified as part of the Preferred Language List.
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5. Click the default value for the language you want to specify as the default language in
the Preferred Language List.

6. Click Save Changes.
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Chapter 5

Securing Your Web Server

This chapter describes how to activate the various security features designed to safeguard
your data, deny intruders access, and allow access to those you want. iPlanet Web Server
6.0 incorporates the security architecture of all iPlanet servers: it's built on industry
standards and public protocols for maximum interoperability and consistency.

Before reading this chapter you should be familiar with the basic concepts of public-key
cryptography. These concepts include encryption and decryption; public and private keys;
digital certificates; and the encryption protocols. For more informationnseduction to

SSL located at:

http://docs.ipl anet. coni docs/ nanual s/ security/sslin/index.htm

The process of securing your web server will be explained in detail in the following
sections:

« Requiring Authentication

e Creating a Trust Database

e Requesting and Installing a VeriSign Certificate
* Requesting and Installing Other Server Certificates
« Migrating Certificates When You Upgrade

* Managing Certificates

e Installing and Managing CRLs and CKLs

e Setting Security Preferences

e Using External Encryption Modules

«  Setting Client Security Requirements

e Setting Stronger Ciphers

« Considering Additional Security Issues
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Requiring Authentication

84

Authentication is the process of confirming an identity. In the context of network
interactions, authentication is the confident identification of one party by another party.
Certificates are one way of supporting authentication.

Using Certificates for Authentication

A certificate consists of digital data that specifies the name of an individual, company, or
other entity, and certifies that the public key, included in the certificate, belongs to that
entity. Both clients and servers can have certificates.

A certificateisissued and digitally signed by a Certificate Authority, or CA. The CA can be
acompany that sells certificates over the Internet, or it can be a department responsible for
issuing certificates for your company’s intranet or extranet. You decide which CAs you
trust enough to serve as verifiers of other people’s identities.

In addition to a public key and the name of the entity identified by the certificate, a
certificate also includes an expiration date, the name of the CA that issued the certificate,
and the “digital signature” of the issuing CA. For more information regarding the content
and format of a certificate, sémtroduction to SS_.

NOTE A server certificate must be installed before encryption can be activated.

Server Authentication

Server authentication refers to the confident identification of a server by a client; that is,
identification of the organization assumed to be responsible for the server at a particular
network address.

Client Authentication

Client authentication refers to the confident identification of a client by a server; that is,
identification of the person assumed to be using the client software. Clients can have
multiple certificates, much like a person might have several different pieces of
identification.

Virtual Server Certificates

You can have a different certificate database per virtual server. Each virtual server database
can contain multiple certificates. Virtual servers can also have different certificates within
each instance.
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Creating a Trust Database

Before requesting a server certificate, you must create a trust database. In iPlanet Web
Server the Administration Server and each server instance can have its own trust database.
The trust database should only be created on your local machine.

When you create the trust database, you specify a password that will be used for a key-pair
file. You will also need this password to start aserver using encrypted communications. For
alist of guidelines to consider when changing a password, see “Changing Passwords or
PINs,” on page 124

In the trust database you create and store the public and private keys, referred to as your
key-pair file. The key-pair file is used for SSL encryption. You will use the key-pair file
when you request and install your server certificate. The certificate is stored in the trust
database after installation. The key-pair file is stored encrypted in the following directory:

server_root/ al i as/<serveri d- host name>- key3. db.

The Administration Server can only have one trust database. Each server instance can hav
its own trust database. Virtual servers are covered by the trust database created for their
server instance.

Creating a Trust Database
To create a trust database, perform the following steps:

1. Access either the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

Click on the Create Database link.
Enter a password for the database.
Repeat.

Click OK.

o o > w N

For the Server Manager, click Apply, and then Restart for changes to take effect.
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Using password.conf

By default, the web server prompts the administrator for the key database password before
starting up. If you want to be able to restart an unattended web server, you need to save the
password in apasswor d. conf file. Only do thisif your system is adequately protected so
that thisfile and the key databases are not compromised.

Normally, you cannot start an Unix SSL-enabled server withthe/etc/rc. | ocal orthe

et c/ i ni ttab files because the server requires a password before starting. Although you

can start an SSL-enabled server automatically if you keep the password in plain text in a

file, this is not recommended. The servg@sswor d. conf file should be owned by root

or the user who installed the server, with only the owner having read and write access to
them.

On Unix, leaving the SSL-enabled server's password ipabewor d. conf file is a large
security risk. Anyone who can access the file has access to the SSL-enabled server's
password. Consider the security risks before keeping the SSL-enabled server’'s password in
thepasswor d. conf file.

On NT, if you have an NTFS file system, you should protect the directory that contains the
passwor d. conf file by restricting its access, even if you do not use the file. The directory
should have read/write permissions for the administration server user and the web server
user. Protecting the directory prevents others from creating gofaseor d. conf file.

You cannot protect directories or files on FAT file systems by restricting access to them.

Start an SSL-enabled Server Automatically

If security risks are not a concern for you, follow these steps to start your SSL-enabled
server automatically:

1. Make sure SSL is on.
2. Create a newasswor d. conf file in theconfi g subdirectory of the server instance.

o If you are using the internal PKCS#11 software encryption module that comes
with the server, enter the following information:

i nternal : your_password

o Ifyou are using a different PKCS#11 module (for hardware encryption or
hardware accelerators), specify the name of the PKCS#11 module, followed with
the password. For example:

nFast : your_passwor d

3. Stop and restart your server for the new setting to take effect.
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Y ou will always be prompted to supply a password when starting the web server, even after
the passwor d. conf file has been created.

Requesting and Installing a VeriSign Certificate

VeriSign is iPlanet Web Server's preferred certificate authority. VeriSign's VICE protocol
simplifies the certificate request process. VeriSign has the advantage of being able to return
their certificate directly to your server.

After creating a certificate trust database for your server, you can request a certificate and
submit it to a Certificate Authority (CA). If your company has its own internal CA, request
your certificate from them. If you plan to purchase your certificate from a commercial CA,
choose a CA and ask for the specific format of the information they require. A list of
available certificate authorities including links to their sites, is available on the Request a
Certificate page. For more information on what CAs may require, a list of Certificate
Authorities is available through both Server Administrator, and Server Manager Security
Pages under Request a Certificate.

The Administration Server can have only one server certificate. Each server instance can
have its own server certificate. You can select a server instance certificate for each virtual
server.

Requesting a VeriSign Certificate

To request a VeriSign Certificate, perform the following steps:

1.

o >~ w DN

Access either the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

Click the Request VeriSign Certificate link.
Review the steps required.
Click Get Certificate.

Follow the VeriSign procedure.
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Installing a VeriSign Certificate

If you request and receive approval for a VeriSign certificate, it should appear in the
drop-down list of the Install VeriSign Certificate page in one to three days. To install a
VeriSign Certificate, perform the following steps:

1. Accesseither the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Click thelnstall VeriSign Certificate link.

3. Chooseinternal (software) from the drop-down list for cryptographic module, unless
you will use an external encryption module.

4. Enter your Key Pair File Password or PIN.
5. Select the Transaction ID to Retrieve from the drop-down list.
Y ou will usually want the last one.
6. Click Install.
7. For the Server Manager, click Apply, and then Restart for changes to take effect.

Requesting and Installing Other Server
Certificates

88

Besides VeriSign, you can request and install certificates from other certificate authorities.
A list of CAsis available through both Server Administrator, and Server Manager Security
Pages under Request a Certificate. Y our company or organization may provide its own
internal certificates. This section describes how you would request and install these other
types of server certificates.
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Required CA Information

Before you begin the request process, make sure you know what information your CA
reguires. Whether you are regquesting a server certificate from a commercial CA or an
internal CA, you need to provide the following information:

Common Name must be the fully qualified hostname used in DNS lookups (for
examplewww.iplanet.com). This is the hostname in the URL that a browser uses to
connect to your site. If these two names don’t match, a client is notified that the
certificate name doesn’t match the site name, creating doubt about the authenticity of
your certificate. Some CAs might have different requirements, so it's important to
check with them.

You can also enter wildcard and regular expressions in this field if you are requesting a
certificate from an internal CA. Most vendors would not approve a certificate request
with a wildcard or regular expression entered for common name.

Email Addressis your business email address. This is used for correspondence
between you and the CA.

Organization is the official, legal name of your company, educational institution,
partnership, and so on. Most CAs require that you verify this information with legal
documents (such as a copy of a business license).

Organizational Unit is an optional field that describes an organization within your
company. This can also be used to note a less formal company name (withoat the
Corp., and so on).

Locality is an optional field that usually describes the city, principality, or country for
the organization.

State or Provinceis usually required, but can be optional for some CAs. Note that
most CAs won't accept abbreviations, but check with them to be sure.

Country is a required, two-character abbreviation of your country name (in ISO
format). The country code for the United States is US.

All this information is combined as a series of attribute-value pairs called the distinguished
name (DN), which uniquely identifies the subject of the certificate.

If you are purchasing your certificate from a commercial CA, you must contact the CA to
find out what additional information they require before they issue a certificate. Most CAs
require that you prove your identity. For example, they want to verify your company name
and who is authorized by the company to administer the server, and they might ask whethel
you have the legal right to use the information you provide.
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Some commercial CAs offer certificates with greater detail and veracity to organizations or
individuals who provide more thorough identification. For example, you might be able to
purchase a certificate stating that the CA has not only verified that you are the rightful
administrator of the www.iplanet.com computer, but that you are a company that has been

in business for three years, and have no outstanding customer litigation.

Requesting Other Server Certificates

To request acertificate, perform the following steps:

1. Accesseither the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Click the Request a Certificate link.
3. Selectif thisisanew certificate or a certificate renewal.

Many certificates expire after a set period of time, such as six months or ayear. Some
CAswill automatically send you arenewal.

4. Perform the following steps to specify how you want to submit the request for the
certificate:

o If the CA expectsto receive the request in an email message, check CA Email and
enter the email address of the CA. For alist of CAs, click List of available
certificate authorities.

o If you are requesting the certificate from an internal CA that is using Netscape
Certificate Server, click CA URL and enter the URL for the Certificate Server.
This URL should point to the certificate server’s program that handles certificate
requests. A sample URL might be:t ps: // CA. nozi | | a. com 444/ crs.

5. Select the cryptographic module for the key-pair file you want to use when requesting
the certificate from the drop-down list.

6. Enter the password for your key-pair file.

This is the password you specified when you created the trust database, unless you
selected a cryptographic module other than the internal module. The server uses the
password to get your private key and encrypt a message to the CA. The server then
sends both yoysublic key and the encrypted message to the CA. The CA uses the
public key to decrypt your message.
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7. Enter your identification information.

The format of thisinformation varies by CA. For ageneral description of these fields,
alist of Certificate Authorities is available through both Server Administrator, and
Server Manager Security Pages under Request a Certificate. Note that most of this
information usually isn’t required for a certificate renewal.

8. Double-check your work to ensure accuracy.

The more accurate the information, the faster your certificate is likely to be approved.
If your request is going to a certificate server, you'll be prompted to verify the form
information before the request is submitted.

9. Click OK.
10. For the Server Manager, click Apply, and then Restart for changes to take effect.

The server generates a certificate request that contains your information. The request has :
digital signature created with your private key. The CA uses a digital signature to verify that
the request wasn’t tampered with during routing from your server machine to the CA. In the
rare event that the request is tampered with, the CA will usually contact you by phone.

If you choose to email the request, the server composes an email message containing the
request and sends the message to the CA. Typically, the certificate is then returned to you
via emalil. If instead you specified a URL to a certificate server, your server uses the URL to
submit the request to the Certificate Server. You might get a response via email or other
means depending on the CA.

The CA will notify you if it agrees to issue you a certificate. In most cases, the CA will send
your certificate via email. If your organization is using a certificate server, you may be able
to search for the certificate by using the certificate server’s forms.

NOTE Not everyone who requests a certificate from a commercial CA is given
one. Many CAs require you to prove your identity before issuing you a
certificate. Also, it can take anywhere from one day to two months to get
approval. You are responsible for promptly providing all the necessary
information to the CA.

Once you receive the certificate, you can install it. In the meantime, you can still use your
server without SSL.
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Installing Other Server Certificates

When you receive your certificate back from the CA, it will be encrypted with your public
key so that only you can decrypt it. Only by entering the correct password for your trust
database, can you decrypt and install your certificate.

There are three types of certificates:

* Your own server’s certificate to present to clients
* A CA’s own certificate for use in a certificate chain
+ Atrusted CA’s certificate

A certificate chain is a hierarchical series of certificates signed by successive certificate
authorities. A CA certificate identifies a certificate authority (CA) and is used to sign
certificates issued by that authority. A CA certificate can in turn be signed by the CA
certificate of a parent CA, and so on, up to a root CA.

NOTE If your CA doesn’t automatically send you their certificate, you should
request it. Many CAs include their certificate in the email with your
certificate, and your server installs both certificates at the same time.

When you receive a certificate from the CA, it will be encrypted with your public key so

that only you can decrypt it. The server will use the key-pair file password you specify to
decrypt the certificate when you install it. You can either save the email somewhere
accessible to the server, or copy the text of the email and be ready to paste the text into the
Install Certificate form, as described here.

Installing a Certificate
To install a certificate, perform the following steps:

1. Access either the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Click the Install Certificate link.
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3. Check the type of certificate you are installing:
o This Server isfor asingle certificate associated only with your server.
o Server Certificate Chain is for a CA’s certificate to include in a certificate chain.

o Trusted Certificate Authority (CA) is for a certificate of a CA that you want to
accept as a trusted CA for client authentication.

4. Select the Cryptographic Module from the drop-down list.
5. Enter the Key-Pair File Password.

6. Leave the a name for the certificate field blank if it will be the only one used for this
server instance, unless:

o Multiple certificates will be used for virtual servers
Enter a certificate name unique within the server instance
o Cryptographic modules other than internal are used

Enter a certificate name unique across all server instances within a single
cryptographic module

If a name is entered, it will be displayed in the Manage Certificates list, and should be
descriptive. For example, “United States Postal Service CA” is the name of a CA, and
“VeriSign Class 2 Primary CA” describes both a CA and the type of certificate. When
no certificate name is entered, the default value is applied.

7. Select either:
o Message is in this file and enter the full pathname to the saved email
o Message text (with headers) gpakte the email text

If you copy and paste the text, be sure to include the headers “Begin Certificate”
and “End Certificate”—including the beginning and ending hyphens.

8. Click OK.
9. Select either:
o Add Certificate if you are installing a new certificate.
o Replace Certificate if you are installing a certificate renewal.

10. For the Server Manager, click Apply, and then Restart for changes to take effect.
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The certificate is stored in the server’s certificate database. The filename will be
<al i as>-cert 7. db. For example:

htt ps- serveri d- host nanme-cert7. db

Migrating Certificates When You Upgrade

94

If you are upgrading from iPlanet Web Server 4.x, your files, including your trust and
certificate databases, will be updated automatically.

If you are upgrading from an Enterprise Server 3.x, you will need to migrate your trust and
certificate databases. Make sure that iPlanet Web Server 6.0 Administration Server user has
read and write permissions on the old 3.x database files. The fileslares>- cert . db

and<al i as>- key. db, located in the3. x_server_r oot >/ al i as directory.

Key-pair files and certificates are migrated only if your server has security enabled. You
can also migrate keys and certificates by themselves using the Security tabs in the
Administration Server page and the Server Manager page.

In previous versions, a certificate and key-pair file was referred to by an alias which could
be used by multiple server instances. The Administration Server managed all the aliases and
their constituent certificates. In iPlanet Web Server 6.0, the Administration Server and each
server instance has its own certificate and key-pair file, referred to as a trust database
instead of an alias.

You manage the trust database and its constituent certificates, including the server
certificate and all the included Certificate Authorities, from the Administration Server for

its self, and from the Server Manager for server instances. The certificate and key-pair
database files are now named after the server instance that uses them. If in the previous
version, multiple server instances shared the same alias, when migrated the certificate and
key-pair file are renamed for the new server instance.

The entire trust database associated with the server instance is migrated. All the Certificate
Authorities listed in your previous database are migrated to the iPlanet Web Server 6.0
database. If duplicate CAs occur, use the previous CA until it expires. Do not attempt to
delete duplicate CAs.
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Migrating a Certificate
To migrate a certificate, perform the following steps:

1. From your local machine, access either the Administration Server or the Server
Manager and choose the Security tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Choose:

o Migrate 3.X Certificates link from the Administration Server
o Migrate Certificate link from the Server Manager.

Enter the 3.6 Server Root.

Enter the Alias.

Enter the Password.

Click OK.

o o > W

7. For the Server Manager, click Apply, and then Restart for changes to take effect.

Using the Built-in Root Certificate Module

The dynamically loadable root certificate module included with iPlanet Web Server 6.0
contains the root certificates for many CAs, including VeriSign. Theroot certificate module
allows you to upgrade your root certificates to newer versionsin a much easier way than
before. In the past, you were required to delete the old root certificates one at atime, then
install the new ones one at atime. To install well-known CA certificates, you can now
simply update the root certificate module file to a newer version as it becomes available
through future versions of iPlanet Web Server, or in Service Packs.

Because the root certificate isimplemented as a PK CS#11 cryptographic module, you can
never delete the root certificatesit contains, and the option to delete will not be offered
when managing these certificates. To remove the root certificates from your server
instances, you can disable the root certificate module by deleting the following in the
server'sal i as file:

* libnssckbi.so (on most Unix platforms)
e libnssckbi.sl (on HP-UX)
e nssckbi.dll (on NT)
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If you later wish to restore the root certificate module, you can copy the extension from
bi n/ https/lib (Unixand HP) or bi n\ ht t ps\ bi n (NT) back into theal i as
subdirectory.

Y ou can modify the trust information of the root certificates. The trust information is
written to the certificate database for the server instance being edited, not back to the root
certificate module itself.

Managing Certificates

Y ou can view, delete, or edit the trust settings of the various certificates installed on your
server. Thisincludes your own certificate and certificates from CAs.

To manage certificate lists, perform the following steps:

1. Accesseither the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.
2. Click the Manage Certificates link.
o If you are managing acertificate for a default configuration using the internal
cryptographic module, alist of al installed certificates with their type and

expiration date is displayed. All certificates are stored in the directory
server_root/ ali as.

o Ifyouareusing an external cryptographic module, such as a hardware accelerator,
you will first need to enter your password for each specific module and click OK.
The certificate list will update to include certificates in the module.

3. Click the Certificate Name you wish to manage.

An Edit Server Certificate page appears with management options for that type of
certificate. Only CA certificates will allow you to set or unset client trust. Some
external cryptographic modules will not allow certificates to be deleted.
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dit Server Certificate - Metscape
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ValiCert Class 1 Policy Vahdation Authonty

WaliCert, Inc.

WValiCert Validation Networl:
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Thiz Certificate Authonty iz not trusted to sign client certificates.

This Certificate Authority 15 trusted to sign serwer certificates.

Cluit |
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4. Inthe Edit Server Certificate window you may select:
o Delete Certificate or Quit for certificates obtained internally
o Set client trust, Unset server trust, or Quit for CA certificates
5. Click OK.

Managing Certificates

6. For the Server Manager, click Apply, and then Restart for changes to take effect.

Certificate information includes the owner and who issued it.

Trust settings allow you to set client trust or unset server trust. For LDAP server certificates

the server must be trusted.
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Installing and Managing CRLs and CKLs

Certificate revocation lists (CRLs) and compromised key lists (CKLs) make known any
certificates and keys that either client or server users should no longer trust. If datain a
certificate changes, for example, auser changes offices or leaves the organi zation before the
certificate expires, the certificate is revoked, and its data appearsin aCRL. If akey is
tampered with or otherwise compromised, the key and its data appear in aCKL. Both CRLs
and CKLs are produced and periodically updated by a CA.

Installing a CRL or CKL

To obtain a CRL or CKL from a CA, perform the following steps:

1. Obtain the CA’s URL for downloading CRLs or CKLs.

2. Enter the URL in your browser to access the site.

3. Follow the CA's instructions for downloading the CRL or CKL to a local directory.

4. Access either the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

5. Click the Install CRL/CKLs link.
6. Select either:
o Certificate Revocation List
o Compromised Key List
7. Enter the full path name to the associated file.
8. Click OK.

o If you selected Certificate Revocation List, the Add Certificate Revocation List
page will appear listing CRL information.

o If you selected Compromised Key List, the Add Compromised Key List page will
appear listing CKL information.

NOTE If a CRL or CKL list already exists in the database, a Replace Certificate
Revocation List or Replace Compromised Key List page will appear.
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9. Click Add.
10. Click OK.
11. For the Server Manager, click Apply, and then Restart for changes to take effect.

Managing CRLs and CKLs

To manage CRLs and CKLs, perform the following steps.

1. Accesseither the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Click the Manage CRL/CKLslink.

The Manage Certificate Revocation Lists /Compromised Key Lists page appears with
al installed Server CRLs and CKLs listed along with their expiration dates.

3. Select aCertificate Name from either the Server CRLs or Server CKLs list.

4. Choose:
o Delete CRL
o Delete CKL

5. For the Server Manager, click Apply, and then Restart for changes to take effect.

Setting Security Preferences

Once you have a certificate, you can begin securing your server. Several security elements
are provided by iPlanet Web Server.

Encryption is the process of transforming information so it is unintelligible to anyone but
the intended recipient. Decryption is the process of transforming encrypted information so
that it isintelligible again. iPlanet Web Server 6.0 includes supports SSL and TLS
encryption protocols.

A cipher is acryptographic algorithm (a mathematical function), used for encryption or
decryption. SSL and TL S protocols contain humerous cipher suites. Some ciphers are
stronger and more secure than others. Generally speaking, the more bits a cipher uses, the
harder it isto decrypt the data.
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In any two-way encryption process, both parties must use the same ciphers. Because a
number of ciphers are available, you need to enable your server for those most commonly
used.

During a secure connection, the client and the server agree to use the strongest cipher they
can both have for communication. Y ou can choose ciphers from the SSL2, SSL.3, and TLS
protocols.

NOTE Improvements to security and performance were made after SSL version
2.0; you should not use SSL 2 unless you have clients that are not capable
of using SSL 3. Client certificates are not guaranteed to work with SSL 2
ciphers.

The encryption process alone isn’t enough to secure your server’s confidential information.
A key must be used with the encrypting cipher to produce the actual encrypted result, or to
decrypt previously encrypted information. The encryption process uses two keys to achieve
this result: a public key and a private key. Information encrypted with a public key can be
decrypted only with the associated private key. The public key is published as part of a
certificate; only the associated private key is safeguarded.

For description of the various cipher suites, and more information about keys and
certificates, seintroduction to SSL.

To specify which ciphers your server can use, check them in the list. Unless you have a
compelling reason not to use a specific cipher, you should check them all. However, you
may not wish to enabling ciphers with less than optimal encryption.

CAUTION Do not select “No Encryption, only MD5 message authentication”. If no
other ciphers are available on the client side, the server will default to this
setting and no encryption will occur.

SSL and TLS Protocols

iPlanet Web Server 6.0 supports the Secure Sockets Layer (SShgafrdnsport Layer
Security (TLS) protocols for encrypted communication. SSL and TLS are application
independent, and higher level protocols can be layered transparently on them.
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SSL and TL S protocols support avariety of ciphers used to authenticate the server and
client to each other, transmit certificates, and establish session keys. Clients and servers
may support different cipher suites, or sets of ciphers, depending on factors such as which
protocol they support, company policies on encryption strength, and government
restrictions on export of encrypted software. Among other functions, the SSL and TLS
handshake protocol s determine how the server and client negotiate which cipher suites they
will use to communicate.

Using SSL to Communicate with LDAP

Y ou should require your Administration Server to communicate with LDAP using SSL. To
enable SSL on your Administration Server, perform the following steps:

1. Accessthe Administration Server and choose the Global Settings tab.
2. Click the Configure Directory Service link.

3. Select Yesto use Secure Sockets Layer (SSL) for connections.

4. Click Save Changes.

5. Click OK to change your port to the standard port for LDAP over SSL.

Enabling Security for Connection Groups

You can secure your server's connection groups by:
e Turning the security on
« Selecting a server certificate for a connection group

e Selecting ciphers

Turning Security On

You must turn security on before you can configure the other security settings for your
connection group. You can turn security on when you create a new listen socket, or when
you edit an existing listen socket.
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Turning Security On When Creating a Listen Socket
To turn security on when creating a new listen socket, perform the following steps:

1. Accessthe Server Manager and select the server instance the listen socket will be
created in from the drop-down list.

2. Select the Preferencestab, if not already displayed.

3. Choosethe Add Listen Socket link.

The Create a Listen Socket page is displayed.

Enter the required information and select a default virtual server.
Turn Security on using the drop-down list.

Click OK

o o &

7. Click Apply, and then Restart for changes to take effect.

NOTE Y ou will need to use the Edit Listen Sockets link to configure the security
settings after alisten socket is created.

Turning Security On When Editing a Listen Socket

Y ou can also turn security on when editing alisten socket from either the Administration
Server or the Server Manager. To turn security on when editing a listen socket, perform the
following steps:

1. Accesseither the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Select the Preferencestab, if not already displayed.
3. Choosethe Edit Listen Sockets link.
The Listen Sockets Table page is displayed.

4. Usethe drop-down Action list to select Edit, if not already displayed, for the
connection group you want to secure.

5. Usethe drop-down list in the Security column to turn security on for the connection
group.
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6. Click OK.
The Attributes link will now be displayed in the Security column.
7. For the Server Manager, click Apply, and then Restart for changes to take effect.

Selecting a Server Certificate for a Connection Group

Y ou can configure connection groups in either the Administration Server or the Server
Manager to use server certificates you have requested and installed.

NOTE Y ou must have at least one certificate is installed.

To select aserver certificate for your connection group to use, perform the following steps:

1. Access either the Administration Server or the Server Manager and choose the
Preferences tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Click the Edit Listen Sockets link.
The Listen Socket Table page appears.

3. Usethedrop-down Action list to select Edit, if not already displayed, for the
connection group you are selecting a certificate for.

4. Usethe drop-down list to turn Security on for that connection group, if it is off.
5. Click the Attributes link.
The Security Settings of Listen Socket page appears.

NOTE If you have an external module installed, the Manage Server Certificates
page will appear requiring the external module’s password before you can
continue.

6. Select aserver certificate from the drop-down CertificateName list for the connection
group.
Thelist contains al internal and external certificates installed.

7. Click OK

8. For the Server Manager, click Apply, and then Restart for changes to take effect.
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Selecting Ciphers

To protect the security of your web server, you should enable SSL. Y ou can enable the SSL
2.0, SSL 3.0, and TL S encryption protocols and select the various cipher suites. SSL and
TLS can be enabled on the connection group for the Administration Server. Enabling SSL
and TL S on a connection group for the Server Manager will set those security preferences
for al virtual servers associated with that connection group.

If you wish to have unsecured virtual servers, they must all be configured to the same
connection group with security turned off.

The default settings allow the most commonly used ciphers. Unless you have a compelling
reason why you don’t want to use a specific cipher suite, you should allow them all. For
more information regarding specific ciphers, B#soduction to SSL

NOTE You must have at least one certificate installed.

To enable SSL and TLS, perform the following steps:

1. Access either the Administration Server or the Server Manager and choose the
Preferences tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Click the Edit Listen Sockets link.
The Listen Socket Table page appears.

3. Use the drop-down Action list to select Edit, if not already displayed, for the
connection group you are enabling security for.

4. Use the drop-down list to turn Security on for that connection group, if it is off.
5. Click OK.

The Attributes link now appears.
6. Click the Attributes link.

The Security Settings of Listen Socket page appears.

NOTE If you have an external module installed, the Manage Server Certificates
page will appear requiring the external module’s password before you can
continue.
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7. Select either:
o Cipher Default
o SSL2
o SSL3/TLS
8. (Optiona) If you selected SSL2 or SSL3/TLS, in the Security Features window either:
o Accept Allow and the default ciphers
o Accept Allow and check only desired ciphers, or uncheck unwanted ciphers

o Uncheck Allow to disable this protocol and all its ciphers

NOTE Check both TLS and SSL3 for Netscape Navigator 6.0. Use the TLS
Rollback option for Microsoft Internet Explorer 5.0 and 5.5. TLS must
also be enabled on the browser seeking access to your server. For TLS
Rollback also check TLS, and make sure both SSL3 and SSL2 are
disabled.

9. Click OK to close the Security Features window.
10. Click OK
11. For the Server Manager, click Apply, and then Restart for changes to take effect.

NOTE When you apply changes after turning on security for a connection group,
themagnus. conf file is automatically modified to show security on, and
all virtual servers associated with the connection group are automatically
assigned the default security parameters.

Once you have enabled SSL on aserver, its URLs use ht t ps instead of ht t p. URLsthat
point to documents on an SSL-enabled server have this format:

https:// servernane. [ domai n.[ dom ] :[ port#

For example, htt ps: // admi n. i pl anet. com 443,

If you use the default secure http port number (443), you don’t have to enter the port
number in the URL.
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Configuring Security Globally

Installing an SSL-enabled server creates directive entriesin the magnus. conf file (the

server's main configuration file) for global security parameters. Security must be set to ‘on’
for virtual server security settings to work. SSL properties for virtual servers can be found
on a per-server basis in tBBLPARAMS element of theer ver. xm file.

To set values for your SSL configuration file directives, perform the following steps:

1. Access the Server Manager and select the server instance of the virtual server from the
drop-down list.

Select the Preferences tab, if not already selected.
Choose the Edit Listen Sockets link.
Turn Security On for the listen socket you will set values for, if it isn’t already on.

Click OK.

o o > w DN

Go to the Magnus Editor link.

~

Select SSL Settings from the drop-down list and click Manage.
8. Enter the values for:
o SSLSessionTimeout
o SSLCacheEntires
o SSL3SessionTimeout
9. Click OK
10. Click Apply, and then Restart for changes to take effect.

These SSL Configuration File Directives are described below:

SSLSessionTimeout
TheSSLSessi onTi neout directive controls SSL2 session caching.

Syntax
SSLSessi onTi meout seconds

seconds is the number of seconds until a cached SSL session becomes invalid. The default
value is 100. If th&sSLSessi onTi neout directive is specified, the value of seconds is
silently constrained to be between 5 and 100 seconds.
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SSLCacheEntries
Specifies the number of SSL sessions that can be cached.

SSL3SessionTimeout
The SSL3SessionTimeout directive controls SSL3 and TL S session caching.

Syntax
SSL3Sessi onTi neout seconds

seconds isthe number of seconds until a cached SSL 3 session becomesinvalid. The
default value is 86400 (24 hours). If the SSL3Sessi onTi neout directiveis specified, the
value of secondsis silently constrained to be between 5 and 86400 seconds.

NOTE A single connection group on a listen socket must have the same
SSLPARAMS; multiple groups can have different SSLPARAMS.

Using External Encryption Modules

iPlanet Web Server 6.0 supports the following methods of using external cryptographic
modules such as smart cards or token rings:

«  PKCS#11
.«  FIPS-140

You will need to add the PKCS #11 module before activating the FIPS-140 encryption
standard.

Installing the PKCS#11Module

iPlanet Web Server supports Public Key Cryptography Standard (PKCS) #11, which
defines the interface used for communication between SSL and PKCS#11 modules.
PKCS#11 modules are used for standards-based connectivity to SSL hardware accelerator:
Imported certificates and keys for external hardware accelerators are stored in the

secnod. db file, which is generated when the PKCs#11 module is installed.

Using modutil to Install a PKCS#11 Module

You can install PKCS#11 modules in the form pér files or object files using the
moduti | tool.
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Toinstall the PKCS#11 module using nodut i |, perform the following steps:
1. Makesureal servers, including the Administration server, are turned off.
2. Gototheserver_root/alias directory containing the databases.
Add server _root/ bi n/ htt ps/adni n/ bi n to your PATH.

Locatenoduti | inserver _root/bin/https/admn n/bin.

a > w

Set the environment. For example:
o OnUnix: set env
LD LI BRARY_PATH server _root/bin/https/lib: ${LD_LI BRARY_PATH}
o OnIBM-AIX: LI BPATH
o OnHP-UX: SHLI B_PATH
o OnNT, add it to the PATH
LD_LI BRARY_PATH server _root/bin/https/bin

Y ou can find the PATH for your machine listed under:
server_root/https-admn/start.

6. Enter the command: nodutii | .
The options will belisted.
7. Perform the actions required.
For exampl e, to add the PCKS#11 module in Unix you would enter:

modut i | - add (the name of PCKS#11file)-1i bfil e (yourli bfil e for PCKS#11)
-nocertdb -dbdir . (your db directory)

Using pk12util

Thepk12util allowsyou to export certificates and keys from your internal database and
to import them into an internal or external PK CS#11 module. Y ou can always export
certificates and keys to your internal database, but most external tokens will not allow you
to export certificates and keys. By default, pk12uti | uses certificate and key databases
named cert 7. db and key3. db.
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Exporting with pk12util
To export a certificate and key from an internal database, perform the following steps:

1. Gototheserver_root/alias directory containing the databases.
2. Addserver_root/bin/https/adm n/bin toyour PATH.
3. Locatepkl2util inserver _root/bin/https/adm n/bin.
4. Set the environment. For example:
o OnUnix: set env
LD LI BRARY_PATH server _root/bin/https/lib: ${LD_LI BRARY_PATH}
o OnIBM-AIX: LI BPATH
o OnHP-UX: SHLI B_PATH
o OnNT, add it to the PATH
LD_LI BRARY_PATH server _root/bin/ https/bin

Y ou can find the PATH for your machine listed under:
server_root/https-admn/start.

5. Enter the command: pk12uti | .
The options will be listed.
6. Perform the actions required.
For example, in Unix you would enter:

pkl2util -o certpkl2 -n Server-Cert [-d /server/alias] [-P
htt ps-test-host]

7. Enter the database password.
8. Enter pkcs12 password.
Importing with pk12util

To import a certificate and key into an internal or external PK CS#11 module, perform the
following steps:

1. Gototheserver_root/alias directory containing the databases.
2. Addserver_root/bin/https/adm n/bin toyour PATH.

3. Locatepkl2util inserver _root/bin/https/adm n/bin.
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4. Set the environment. For example:
o OnUnix: set env
LD LI BRARY_PATH server _root/bin/https/lib: ${LD LI BRARY_PATH}
o OnIBM-AIX: LI BPATH
o OnHP-UX: SHLI B_PATH
o OnNT, add it to the PATH
LD_LI BRARY_PATH server _root/bin/ https/bin

Y ou can find the PATH for your machine listed under:
server_root/https-admn/start.

5. Enter the command: pk12util .
The options will be listed.
6. Perform the actions required.
For example, in Unix you would enter:

pkl12util -i pk12_sunspot [-d certdir][-h “nCipher”][-P
https-jones.redplanet.com-jones-]

-P must follow the -h and be the last argument.

Enter the exact token name including capital letters and spaces between quote marks.
7. Enter the database password.
8. Enter pkcs12 password.Starting the Server with an External Certificate

If you install acertificate for your server into an external PK CS#11 module (for example, a
hardware accel erator), the server will not be able to start using that certificate until you edit
the server.xml , or specify the certificate name as described below.

The server always tries to start with the certificate named “Server-Cert.” However,
certificates in external PKCS#11 modules include one of the module’s token names in their
identifier. For example, a server certificate installed on an external smartcard reader called
“smartcard0” would be named “smartcard0:Server-Cert.”

To start a server with a certificate installed in an external module, you'll need to specify the
certificate name for the connection group it runs on.
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Selecting the Certificate Name for a Connection Group
To select the certificate name for the connection group, perform the following steps:

1.

8.
9.

Access either the Administration Server or the Server Manager and choose the
Preferences tab.

For the Server Manager you must first select the server instance from the drop-down
list.

Select the Preferencestab, if not already selected.
Click the Edit Listen Sockets link.
The Listen Socket Table page appears.

Use the drop-down Action list to select Edit, if not already displayed, for the
connection group you are enabling security for.

Use the drop-down list to turn Security on for that connection group, if it is off.
Click OK.

The Attributes link now appears.

Click the Attributes link.

The Security Settings of Listen Socket page appears.

Use the drop-down CertificateName list to select the external server certificate.

Click OK

10. For the Server Manager, click Apply, and then Restart for changes to take effect.

Y ou could also tell the server to start with that server certificate instead, by manually
editing theserver. xnl file. Changetheser ver cert ni cknane attributein the
SSLPARAMS to:

$TOKENNAME: Ser ver - Cer t

To find what value to use for $TOKENNANME, go to the server’'s Security tab and select the
Manage Certificates link. When you log in to the external module where Server-Cert is
stored, its certificates are displayed in the list in{th@<ENNANME: $NI CKNAME form.

NOTE If you did not create a trust database, one will be created for you when you

request or install a certificate for an external PKCS#11 module. The
default database created has no password and cannot be accessed. Your
external module will work, but you will not be able to request and install
server certificates. If a default database has been created without a
password, use the Security tab Create Database page to set the password.

Chapter 5  Securing Your Web Server 111



Using External Encryption Modules

FIPS-140 Standard

PKCS#11 APIs enable communication with software or hardware modules that perform
cryptographic operations. Once PKCS#11 isinstalled on your server, you can configure
iPlanet Web Server to be Federal Information Processing Standards (FIPS)-140 compliant.
These libraries are included only in SSL version 3.0.

To enable FIPS-140, perform the following steps:
1. Install the plug-in following the FIPS-140 instructions.

2. Access either the Administration Server or the Server Manager and choose the
Preferences tab.

For the Server Manager you must first select the server instance from the drop-down
list.

3. Click the Edit Listen Sockets link.
The Listen Socket Table page appears.

4. Usethe drop-down Action list to select Edit, if not already displayed, for the
connection group you are enabling FIPS-140 on.

5. Usethedrop-down list to turn Security on for that connection group, if it is off.
6. Click OK.
The Attributes link now appears.
7. Click the Attributes link.
8. The Security Settings of Listen Socket page appears.
9. Click the SSL3/TLSIink.
The Security Feature window appears.
10. Check Allow: SSL version 3, if it is not already checked.
11. Select the appropriate FIPS-140 cipher suite;
o (FIPS) DES with 56 bit encryption and SHA message authentication
o (FIPS) Triple DES with 168 bit encryption and SHA message authentication
12. Click OK to close the Security Features window.
13. Click OK
14. For the Server Manager, click Apply, and then Restart for changes to take effect.
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Setting Client Security Requirements

After you have performed al of the steps to secure your servers, you can set additional
security requirements for your clients.

Requiring Client Authentication

Y ou can enable the connection groups for your Administration Server and each server
instance to require client authentication. When client authentication is enabled, the client’s
certificate is required before the server will send a response to a query.

iPlanet Web Server supports authenticating client certificates by matching the CA in the
client certificate with a CA trusted for signing client certificates. You can view a list of CAs
trusted for signing client certificates in the Manage Certificates page under Security in the
Administration Server. There are four types of CAs:

e Untrusted CA (will not be matched)

e Trusted Server CA (will not be matched)

e Trusted Client CA (will be matched)

e Trusted Client/Server CA (will be matched)

You can configure the web server to refuse any client that doesn’t have a client certificate
from a trusted CA. To accept or reject trusted CAs, you must have set client trust for the
CA. For more information, see “Managing Certificates,” on page 96.

iPlanet Web Server will log an error, reject the certificate, and return a message to the client
if the certificate has expired. You can also view which certificates have expired in the
Administration Servers Manage Certificates page.

You can configure your server to gather information from the client certificate and match it
with a user entry in an LDAP directory. This ensures that the client has a valid certificate
and an entry in the LDAP directory. It can also ensure that the client certificate matches the
one in the LDAP directory. To learn how to do this, see “Mapping Client Certificates to
LDAP,” on page 114.

You can combine client certificates with access control, so that in addition to being from a
trusted CA, the user associated with the certificate must match the access control rules
(ACLs). For more information, see “Using Access Control Files,” on page 161.

You can also process information from client certificates. For more information, see the
NSAPI Programmer’s Guide.
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To Require Client Authentication
To require client authentication, perform the following steps:

1. Accesseither the Administration Server or the Server Manager and choose the
Preferences tab.
For the Server Manager you must first select the server instance from the drop-down
list.

2. Click the Edit Listen Sockets link.
The Listen Socket Table page appears.

3. Usethedrop-down Action list to select Edit, if not already displayed, for the
connection group you are requiring client authentication for.

4. Usethe drop-down list to turn Security on for that connection group, if it is off.

5. Click the Attributes link.
The Security Settings of Listen Socket page appears.

6. Click Off for Client Auth to turniit on.

7. Click OK.

8. For the Server Manager, click Apply, and then Restart for changes to take effect.

NOTE Currently, there is asingle certificate trust database per web server instance. All

the secure virtual servers running under that server instance share the same list of
trusted client CAs. If two virtual servers require different trusted CAs, then these
virtual servers should be run in different server instances with separate trust
databases.

Mapping Client Certificates to LDAP

This section describes the process i Planet Web Server uses to map a client certificate to an
entry inan LDAP directory.

When the server gets a request from a client, it asks for the client’s certificate before
proceeding. Some clients send the client certificate to the server along with the request.

NOTE Before mapping client certificates to LDAP, you also need to set up the

required ACLs; for more information, see Chapter 8, “Controlling Access
to Your Server.”
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The server tries to match the CA to thelist of trusted CAsin the Administration Server. If
there isn’'t a match, iPlanet Web Server ends the connection. If there is a match, the server
continues processing the request.

After verifying the certificate is from a trusted CA, the server maps the certificate to an
LDAP entry by:

* Mapping the issuer and subject DN from the client certificate to a branch point in the
LDAP directory.

e Searching the LDAP directory for an entry that matches the information about the
subject (end-user) of the client certificate.

« (Optional) Verifying the client certificate with one in the LDAP entry that corresponds
to the DN.

The server uses a certificate mapping file cadled map. conf to determine how to do the
LDAP search. The mapping file tells the server what values to take from the client
certificate (such as the end-user’'s name, email address, and so on). The server uses these
values to search for a user entry in the LDAP directory, but first the server needs to
determine where in the LDAP directory it needs to start its search. The certificate mapping
file also tells the server where to start.

Once the server knows where to start its search and what it needs to search for (step 1), it
performs the search in the LDAP directory (step 2). If it finds no matching entry or more
than one matching entry, and the mappingpisset to verify the certificate, the search fails.

For a complete list of the expected search result behavior, see the following Table 5-1 table.
Note that you can specify the expected behavior in the ACL; for example, you can specify
that iPlanet Web Server accepts only you if the certificate match fails. For more information
regarding how to set the ACL preferences, see “Using Access Control Files,” on page 161.

Table 5-1 LDAP Search Results

LDAP Search Result Certificate Verification ON Certificate Verification OFF
No entry found Authentication fails Authentication fails

Exactly one entry found Authentication fails Authentication succeeds
More than one entry found  Authentication fails Authorization fails

After the server finds a matching entry and certificate in the LDAP directory, it can use that
information to process the transaction. For example, some servers use certificate-to-LDAP
mapping to determine access to a server.
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Using the certmap.conf File

Certificate mapping determines how a server looks up a user entry in the LDAP directory.
Youcanusecert map. conf to configure how a certificate, designated by name, is mapped
to an LDAP entry. Y ou edit thisfile and add entries to match the organization of your
LDAP directory and to list the certificates you want your users to have. Users can be
authenticated based on userid, email, or any other value used in the subj ect DN.
Specifically, the mapping file defines the following information:

* Where in the LDAP tree the server should begin its search

« What certificate attributes the server should use as search criteria when searching for
the entry in the LDAP directory

«  Whether or not the server goes through an additional verification process
The certificate mapping file is located in the following location:
server_root/ userdb/ cert map. conf

The file contains one or more named mappings, each applying to a different CA. A mapping
has the following syntax:

certmap <nanme> <i ssuer DN>
<name>: <property> [ <val ue>]

The first line specifies a hame for the entry and the attributes that form the distinguished
name found in the CA certificate. The name is arbitrary; you can define it to be whatever
you want. Howevel,ssuer DN must exactly match the issuer DN of the CA who issued the
client certificate. For example, the following tiesuer DN lines differ only in the spaces
separating the attributes, but the server treats these two entries as different:

certmap iplanetl ou=i Planet Certificate Authority, o=i Pl anet, c=US
certmap i planet2 ou=i Pl anet Certificate Authority, o=i Pl anet, c=US

TIP If you are using iPlanet Directory Server and experiencing problems in matching
thei ssuer DN, check the Directory Server error logs for useful information.

The second and subsequent lines in the named mapping match properties with values. The
cert map. conf file has six default properties (you can use the certificate API to customize
your own properties):

e DNConps is a list of comma-separated attributes used to determine where in the LDAP
directory the server should start searching for entries that match the user’s information
(that is, the owner of the client certificate). The server gathers values for these
attributes from the client certificate and uses the values to form an LDAP DN, which
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then determines where the server startsits search in the LDAP directory. For example,
if you set DNConps to use the o and c attributes of the DN, the server starts the search
from the o=<or g>, c=<country> entry inthe LDAP directory, where <or g> and
<count r y> are replaced with values from the DN in the certificate.

Note the following situations:

o If there isn’'t aDNConps entry in the mapping, the server uses either the
CmaplLdapAt t r setting or the entire subject DN in the client certificate (that is, the
end-user’s information).

o If the DNConps entry is present but has no value, the server searches the entire
LDAP tree for entries matching the filter.

Fi | t er Conps is a list of comma-separated attributes used to create a filter by
gathering information from the user’s DN in the client certificate. The server uses the
values for these attributes to form the search criteria used to match entries in the LDAP
directory. If the server finds one or more entries in the LDAP directory that match the
user’s information gathered from the certificate, the search is successful and the server
optionally performs a verification.

For example, ifi | t er Conps is set to use the email and userid attributes

(Fi I t er Conps=e, ui d), the server searches the directory for an entry whose values

for email and userid match the end user’s information gathered from the client
certificate. Email addresses and userids are good filters because they are usually unique
entries in the directory. The filter needs to be specific enough to match one and only
one entry in the LDAP database.

For a list of the xX509v3 certificate attributes, see the following table:

Table 5-2  Attributesfor x509v3 Certificates

Attribute Description

c Country

o] Organization

cn Common name

I Location

st State

ou Organizational unit
uid Unix/Linux userid
emai | Email address
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The attribute names for the filters need to be attribute names from the certificate, not
from the LDAP directory. For example, some certificates have an e attribute for the
user’s email address; whereas LDAP calls that attritaité .

e verifycert tells the server whether it should compare the client’s certificate with the
certificate found in the LDAP directory. It takes two values: on, and off. You should
only use this property if your LDAP directory contains certificates. This feature is
useful to ensure your end-users have a valid, unrevoked certificate.

e CmaplLdapAttr is a name for the attribute in the LDAP directory that contains subject
DNs from all certificates belonging to the user. The default for this property is
cert Subj ect DN. This attribute isn’t a standard LDAP attribute, so to use this
property, you have to extend the LDAP schema. For more information, see
Introduction to SSL.

If this property exists in theer t map. conf file, the server searches the entire LDAP
directory for an entry whose attribute (named with this property) matches the subject’s
full DN (taken from the certificate). If the search doesn’t find any entries, the server
retries the search using tbConps andFi | t er Conps mappings.

This approach to matching a certificate to an LDAP entry is useful when it's difficult to
match entries usingNConps andFi | t er Conps.

e Library is a property whose value is a pathname to a shared library or DLL. You only
need to use this property if you create your own properties using the certificate API.
For more information, see tiMSAPI Programmer’s Guide.

* I nitFnisaproperty whose value is the name of an init function from a custom library.
You only need to use this property if you create your own properties using the
certificate API.

For more information on these properties, refer to the examples described in “Sample
Mappings,” on page 119

Creating Custom Properties

You can use the client certificate API to create your own properties. For information on
programming and using the client certificate API, sed\tBAPI Programmer’s Guide..

Once you have a custom mapping, you reference the mapping as follows:

<name>:library <path_to_shared_Iibrary>
<nane>: | nitFn <name_of _init_function>
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For example:

certmap defaultl o=Netscape Communi cations, c=US
defaultl:library /usr/netscapel/ enterprise/userdb/plugin.so
defaultl:InitFn plugin_init_fn

defaul t 1: DNConps ou 0 ¢

defaul t 1: Fi |l t er Conps |

defaul t 1: verifycert on

Sample Mappings
Thecert map. conf file should have at least one entry. The following examplesillustrate
the different ways you can usethe cer t map. conf file.

Example #1
This example representsacer t map. conf file with only one “default” mapping:

certmap default default

def aul t : DNConmps ou, 0, ¢
default:FilterConps e, uid
defaul t:verifycert on

Using this example, the server starts its search at the LDAP branch point containing the
entryou=<or guni t >, o=<org>, c=<country>where the textir> is replaced with the
values from the subject’'s DN in the client certificate.

The server then uses the values for email address and userid from the certificate to search

for a match in the LDAP directory. When it finds an entry, the server verifies the certificate
by comparing the one the client sent to the one stored in the directory.

Example #2

The following example file has two mappings: one for default and another for the US Postal

Service:

certmap default default
def aul t : DNConps
default:FilterConps e, uid

certmap usps ou=United States Postal Service, o=usps, c=US
usps: DNConps ou, 0, C

usps: Fil terConps e

usps:verifycert on
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When the server gets a certificate from anyone other than the US Postal Service, it usesthe

default mapping, which starts at the top of the LDAP tree and searches for an entry

matching the client's email and userid. If the certificate is from the US Postal Service, the
server starts its search at the LDAP branch containing the organizational unit and searches
for matching email addresses. Also note that if the certificate is from the USPS, the server
verifies the certificate; other certificates are not verified.

CAUTION The issuer DN (that is, the CA’s information) in the certificate must be
identical to the issuer DN listed in the first line of the mapping. In the
previous example, a certificate from an issuer DN thatii t ed
States Postal Service, c=USwon't match because there isn’t a space
between the and thec attributes.

Example #3

The following example uses ti@eapLdapAt t r property to search the LDAP database for
an attribute calleder t Subj ect DN whose value exactly matches the entire subject DN
taken from the client certificate.

certmap nyco ou=My Conpany Inc, o=nyco, c=US
nmyco: CmapLdapAttr cert Subj ect DN

myco: DNConps o0, ¢

nmyco: FilterConps nmail, uid

nmyco: verifycert on

If the client certificate subject is:
ui d=walt Wit man, o=LeavesOFGrass |nc, c=US

the server first searches for entries that contain the following information:
cert Subj ect DN=ui d=Wal t Wi tman, o=LeavesOfGrass |nc, c=US

If one or more matching entries are found, the server proceeds to verify the entries. If no
matching entries are found, the server will DS€onps andFi | t er Conps to search for
matching entries. In this example, the server would searct fioval t Wi t man in all
entries undeo=Leavesf G ass I nc, c=US.

NOTE This example assumes the LDAP directory contains entries with the
attributecer t Subj ect DN.
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Setting Stronger Ciphers

The Stronger Ciphers option presents a choice of 168, 128, or 56-hit secret key size for
access or no restriction. Y ou can specify afile to be served when the restriction is not met.
If no file is specified, iPlanet Web Server returns a “Forbidden” status.

If you select a key size for access that is not consistent with the current cipher settings unde!
Security Preferences, iPlanet Web Server displays a popup dialog warning that you need tc
enable ciphers with larger secret key sizes.

The implementation of the key size restriction is now based on an NSARCheck
directive inobj . conf, rather than Serviden=key-t oosmal | . This directive is:

Pat hCheck fn="ssl-check" [secret-keysize=<nbits>]
[ bong-fil e=<fil enane>]

where<nbi t s> is the minimum number of bits required in the secret key, and
<fi | enane> is the name of a file (not a URI) to be served if the restriction is not met.

Pat hCheck returnsREQ NOACTI ON if SSL is not enabled, or if theecr et - keysi ze

parameter is not specified. If the secret key size for the current session is less than the
specifiedsecr et - keysi ze, the function returnBEQ_ABORTED with a status of
PROTOCOL_FORBI DDEN if bong-fi | e is not specified, or elSREQ PROCEED, and the

“path” variable is set to theong-fi | e <fi | ename>. Also, when a key size restriction is

not met, the SSL session cache entry for the current session is invalidated, so that a full SSI
handshake will occur the next time the same client connects to the server.

NOTE The Stronger Ciphers form removes any Serf/icekey- t oosnal |
directives that it finds in an object when it addzahCheck
f n=ssl - check.

To Set Stronger Ciphers, perform the following steps:
1. Access the Server Manager and select the server instance from the drop-down list.
2. Click the Virtual Server Class tab.
3. Select a class from the drop-down list and click Manage.
The Class Manger page appears.
4. Choose the Content Mgmt tab.

5. Select Stronger Ciphers.
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6. Chooseto edit:
o from the drop down list
o by clicking Browse
o by clicking Wildcard
7. Select the secret key size restriction:
o 168 bit or larger
o 128 bit or larger
o 56 bit or larger
o Norestrictions
8. Enter thefilelocation of the message to reject access.
9. Click OK.
10. Click Apply.
11. Select hard start /restart or dynamically apply

For more information, see Introduction to SSL.

Considering Additional Security Issues

There are other security risks besides someone trying to break your encryption. Networks
facerisks from external and internal hackers, using avariety of tacticsto gain accessto your
server and the information on it.

So in addition to enabling encryption on your server, you should take extra security
precautions. For example, put the server machine into a secure room, and don't allow
individuals you don't trust to upload programs to your server.

The following sections describe the most important things you can do to make your server
more secure:

e Limit Physical Access

e Limit Administration Access

e Choosing Solid Passwords

e Changing Passwords or PINs

e Limiting Other Applications on the Server
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e Preventing Clients from Caching SSL Files
e Limiting Ports
« Knowing Your Server’s Limits

« Making Additional Changes to Protect Servers

Limit Physical Access

This simple security measure is often forgotten. Keep the server machine in a locked room
that only authorized people can enter. This prevents anyone from hacking the server
machine itself.

Also, protect your machine’s administrative (root) password, if you have one.

Limit Administration Access

If you use remote configuration, be sure to set access control to allow administration from
only a few users and computers. If you want your Administration Server to provide
end-user access to the LDAP server or local directory information, consider maintaining
two Administration Servers and using cluster management, so that the SSL-enabled
Administration Server acts as the master server, and the other Administration Server is
available for end-users’ access.

For more information regarding clusters, see “About Clusters,” on page 131.

You should also turn on encryption for the Administration Server. If you don’t use an SSL
connection for administration, then you should be cautious when performing remote server
administration over an unsecure network. Anyone could intercept your administrative
password and reconfigure your servers. -

Choosing Solid Passwords

You use a number of passwords with your server: the administrative password, the private
key password, database passwords, and so on. Your administrative password is the most
important password of all, since anyone with that password can configure any and all
servers on your computer. Your private key password is next most important. If someone
gets your private key and your private key password, they can create a fake server that
appears to be yours, or intercept and change communications to and from your server.
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A good password is one you’ll remember but others won't guess. For example, you could
remembeMCil2!mo as “My Child is 12 months old!” A bad password is your child’s
name or birthdate.

Creating Hard-to-Crack Passwords
There are some simple guidelines that will help you create a stronger password.

It is not necessary to incorporate all of the following rules in one password, but the more of
the rules you use, the better your chances of making your password hard to crack:

« Passwords should be 6-14 characters long. (Mac passwords cannot be longer than 8
characters)

< Do not use the “illegal” characters: *, ", or spaces
« Do not use dictionary words (any language)
« Do not make common letter substitutions, like replacing E with 3, or L with 1
* Include characters from as many of these classes as possible:
o Uppercase letters
o Lowercase letters
o Numbers

o Symbols

Changing Passwords or PINs

It's a good practice to change your trust database/key pair file password or PIN periodically.
If your Administration Server is SSL enabled, this password is required when starting the
server. Changing your password periodically adds an extra level of server protection.

You should only change this password on your local machine. For a list of guidelines to
consider when changing a password, see “Creating Hard-to-Crack Passwords,” on page
124,
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Changing Passwords

To change your trust database/key-pair file password for the Administration Server or an
server instance, perform the following steps:

1. Accesseither the Administration Server or the Server Manager and choose the Security
tab.

For the Server Manager you must first select the server instance from the drop-down
list.

2. Select the Change Password link.

3. Select the security token on which you want to change the password from the
drop-down list.

By default this is ‘internal’ for the internal key database. If you have PKCS#11
modules installed, you will see all the tokens listed. Click the Change Password link.

4. Enter your current password.
5. Enter your new password
6. Enter it again.

7. Click OK.

8. For the Server Manager, click Apply, and then Restart for changes to take effect

Make sure your key-pair file is protected. The Administration Server stores key-pair files in
the directoryser ver _root/ al i as. Consider making the files and directory readable only
to iPlanet servers installed on your computer.

It's also important to know if the file is stored on backup tapes or is otherwise available for
someone to intercept. If so, you must protect your backups as completely as your server.

Limiting Other Applications on the Server

Carefully consider all applications that run on the same machine as the server. It's possible
to circumvent your server’s security by exploiting holes in other programs running on your
server. Disable all unnecessary programs and services. For example, thendinixi |

daemon is difficult to configure securely and it can be programmed to run other possibly
detrimental programs on the server machine.
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Unix and Linux

Carefully choose the processes started fromi ni t t ab and r ¢ scripts. Don't rurt el net or
rl ogi n from the server machine. You also shouldn’t hadiest on the server machine
(this can distribute files but it can also be used to update files on the server machine).

Windows NT

Carefully consider which drives and directories you share with other machines. Also,
consider which users have accounts or Guest privileges.

Similarly, be careful about what programs you put on your server, or allow other people to
install on your server. Other people’s programs might have security holes. Worst of all,
someone might upload a malicious program designed specifically to subvert your security.
Always examine programs carefully before you allow them on your server.

Preventing Clients from Caching SSL Files

You can prevent pre-encrypted files from being cached by a client by adding the following
line inside the<HEAD> section of a file in HTML:

<meta http-equi v="pragm" content="no-cache">

Limiting Ports

Disable any ports not used on the machine. Use routers or firewall configurations to prevent
incoming connections to anything other than the absolute minimum set of ports. This means
that the only way to get a shell on the machine is to physically use the server's machine,
which should be in a restricted area already.

Knowing Your Server’s Limits

The server offers secure connections between the server and the client. It can’t control the
security of information once the client has it, nor can it control access to the server machine
itself and its directories and files.

Being aware of these limitations helps you understand what situations to avoid. For
example, you might acquire credit card numbers over an SSL connection, but are those
numbers stored in a secure file on the server machine? What happens to those numbers after
the SSL connection is terminated? You should be responsible for securing any information
clients send to you through SSL.
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Making Additional Changes to Protect Servers

If you want to have both protected and unprotected servers, you should operate the
unprotected server on a different machine from the protected one. If your resources are
limited and you must run an unprotected server on the same machine as your protected
server, do the following.

« Assign proper port numbers. Make sure that the protected server and the unprotected
server are assigned different port numbers. The registered default port numbers are:

o 443 for the protected server
o 80 for the unprotected server

e For Unix or Linux, enable thehr oot feature for the document root directory. The
unprotected server should have references to its document root redirected using
chroot .

chr oot allows you to create a second root directory to limit the server to specific
directories. You'd use this feature to safeguard an unprotected server. For example, you
could say that the root directory/ig1/ ms. Then any time the web server tries to access the
root directory, it really getsd1/ ns. If it tries to acceskdev, it gets/ d1/ ns/ dev and so

on. This allows you to run the web server on your Unix/Linux system, without giving it
access to all the files under the actual root directory.

However, if you usehr oot , you need to set up the full directory structure required by
iPlanet Web Server under the alternative root directory, as shown in the following
illustration:
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Figure 5-2  Example of chroot Directory Structure

/\\

d1 http dev  bin

/
IR

http dev bin lib

Specifying chroot for a Virtual Server Class
Y ou can specify thechr oot directory for avirtual server class by performing the following

steps:
1. Accessthe Server Manager and select the server instance from the drop-down list.
2. Select the Virtual Server Class tab.
3. Click the Edit Classes link.
4. Make surethe Option is set to Edit for the class in which you wish to specify chr oot .
5. Click the Advanced button for that class.
The Virtual Servers CGl Settings page appears.
6. Enter the full pathname in the Chroot field.
7. Click OK.
8. Click Apply.
9. Choose Load Configuration Files to dynamically apply.
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Specifying chroot for a Virtual Server
Y ou can specify the chr oot directory for a specific virtual server by performing the

following steps:

1. Access the Server Manager and select the server instance from the drop-down list.

2. Select the Virtual Server Class tab.

3. Click onthelink for the virtual server you wish to specify the chr oot directory for
from the Tree View of the Server.

4. Select the Settingstab.
The Settings page appears.

5. Enter the full pathname in the Set to field next to Chroot Directory.

6. Click OK.

7. Click Apply.

8. Choose Load Configuration Filesto dynamically apply.

Y ou can also specify the chr oot directory for avirtual server using the Class Manager
Virtual Serverstab and the CGI Settings link.

For more information regarding how to specify achr oot directory for avirtual server, see
the Programmer’s Guide for iPlanet Web Server
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Chapter 6

Managing Server Clusters

This chapter describes the concept of clustering iPlanet Web server s and explains how you
can use them to share configurations among servers.

This chapter includes the following sections:
* About Clusters

e Guidelines for Using Server Clusters
e Setting Up a Cluster

e Adding a Server to a Cluster

* Modifying Server Information

* Removing Servers from a Cluster

e Controlling Server Clusters

e Adding Variables

About Clusters

A cluster is a group of iPlanet Web Servers that can be administered from a single
Administration Server. Each cluster must include one server designated as the
administration server. If you have more than one cluster, you can administer all clusters
from a single “master” Administration Server. The master administration server retrieves
the information about all the clusters and provides the interface for managing the iPlanet
Web Servers installed in their respective clusters.
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Here are some of the tasks you can accomplish by organizing your serversinto clusters:
« Create a central place for administering all iPlanet Web Servers

e Share one or more configuration files between servers

«  Start and stop all servers from one “master” Administration Server

« View the access and error logs for the servers you selected

By clustering your iPlanet Web Servers, you're able to specify a nfssteinistration
Server for administering all of your clusters.

NOTE The individual servers can be installed on any computer in a network, but
the Administration Server that you designate as the “master” contains
information about all clustered servers, and must have access to each
cluster’s individual Administration Server.

Guidelines for Using Server Clusters

When you configure a cluster, the master Administration Server containing the information
about all clusters communicates with each individual cluster's Administration Server. The
administration server for each cluster must be given the same administration user name and
password that the master Administration Server will have.

Before you can create a cluster, all of the servers you want to include in the cluster must be
installed. For example, if you want three clusters of five iPlanet Web Servers per cluster,
you would need to:

1. Install all of the servers on the computers where they'll run using the same
administration user name and password as the master Administration Server.

2. Configure one of the iPlanet Web Servers in each cluster as the Administration Server.

3. Configure one single cluster's administration server as the master Administration
Server for all clusters. It doesn’t matter which server you choose as the master
administration server.

CAUTION Clusters can only be homogeneous. All servers in the cluster must be either
Unix or NT. Combining Unix and NT servers in the same cluster may cause
the server to hang or crash.
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The following list provides some guidelines for configuring groups of serversinto clusters:

Install all of the servers you want to include in a particular cluster prior to creating any
clusters.

Make sure all servers in a cluster must be version 6.0 iPlanet Web Servers.

Make sure all cluster-specific Administration Servers have the same userid and
password as the master administration server. You can use distributed administration to
set up multiple administrators on each Administration Server.

Install servers on any computer in a network, as long as all computers in the cluster are
NT or Unix.

You can designate any cluster-specific Administration Server as the master
administration server.

Make sure the master Administration Server has access to each cluster-specific
Administration Server. The master Administration Server retrieves information about
all installed iPlanet Web Servers.

Make sure all Administration Servers are iPlanet Web Server version 6.0 and use the
same protocol, HTTP or HTTPS. Only iPlanet Web Server 6.0 servers are supported
for addition to clusters.

If you change the protocol of one Administration Server in a cluster, you must change
the protocols for all Administration Servers. Then use the Modify Server interface to
modify the individual servers in the cluster.

Setting Up a Cluster

To set up a iPlanet Web Server cluster, perform the following steps:

1.

Install the iPlanet Web Servers on the computers you want to include in the cluster.

Make sure the Administration Server for the cluster has a username and password that
the master Administration Server can use for authentication. You can do this either by
using the default username and password or by setting up distributed administration.

Install the server that will contain the master Administration Server, making sure the
username and password matches the one set in Step 1.

Add a server to the cluster list.
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4. Administer aremote server by accessing its Server Manager forms from the cluster
form or by copying a configuration file from one server in the cluster to another.

NOTE After changing the configuration for aremote server, restart the remote
server.

Adding a Server to a Cluster

When you add a server to a cluster, you specify its Administration Server and port number.
If that Administration Server contains information about more than one server, all of its
servers are added to the cluster. Y ou can remove individual servers later.

NOTE If aremote Administration Server containsinformation about a cluster, the
serversin the remote cluster are not added. The master Administration
Server adds only those servers that are physically installed on the remote
compuiter.

To add aremote server to a cluster, perform the following steps:
1. Make sure the master Administration Server is tuned on.
2. Accessthe Administration Server and choose the Cluster Mgmt tab.
3. Click the Add Server link.
4. Choose the protocol that the remote Administration Server uses.
o httpforanorma Administration Server
o https for asecure Administration Server

5. Enter the fully qualified domain name as it appearsin the magnus. conf file of the
remote server in the Admin Server Hostname field.

For example: jodib.iplanet.com

6. Enter the port number for the remote Administration Server.
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7. Click OK.

Y our master Administration Server now attemptsto contact the remote server. Thiscan
take afew minutes. Y ou will receive a message confirming the server is added to the
cluster.

8. Click OK.

NOTE If you have two or more servers on different computers that use the same
identifier, the server identifier and the hostname for each computer are
displayed. When both server identifier and hostnames are the same, the
port number is also displayed.

Modifying Server Information

Use the Modify Server option only to update slave administration port information, after it
has been changed on the slave server. If you change the port number of aremote
Administration Server in your cluster, you also need to modify the information about that
Administration Server stored in the cluster. Any other changes to the slave administration
server require you to del ete the server, and then add it back into the cluster after the changes
have been made.

The remote administration servers will not be affected by modification to the master cluster
database, unless their files have been transferred through Cluster Control.

To modify information about a server in a cluster, perform the following steps:
1. Goto the master Administration Server and choose the Cluster Mgmt tab.
2. Click the Modify Server link.

All servers appear listed by their unique server identifier.
3. Select the server or server to modify by:

o Checking a specific server

o Clicking Select All

Click Reset to undo all selections.
4. Enter the new port number.

5. Click OK.
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Removing Servers from a Cluster

To remove a server from the cluster, perform the following steps:
1. Gotothe master Administration Server and choose the Cluster Mgmt tab.
2. Click the Remove Server link.
3. Select the remote server or servers to modify by:
o Checking a specific server
o Clicking Select All
Click Reset Selection to undo all selections.
4. Click OK.

A message appears confirming that the server is removed from the cluster. Y ou can no
longer access the removed server through the cluster; you can only access it now through
it's own Administration Server.

Controlling Server Clusters
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iPlanet Web Server 6.0 allows you to control the remote servers in your cluster by:
e  Starting and stopping them
« Viewing their access and error logs

e Transferring configuration files to them.

CAUTION Clusters must be homogeneous. All servers in the cluster must be either
Unix or NT. Transferring configuration files from a different platform may
cause the server to hang or crash.

To control servers within your cluster, perform the following steps:

1. Goto the Server Manager for the master Administration Server, and choose the Cluster
Mgmt tab.

2. Click the Cluster Control link.
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3. Select the server or serversto control by:
o Checking a specific server
o Clicking Select All to select all of the serversin the cluster
Click Reset Selection to undo all selections.

4. Select Start or Stop remote servers from the drop down menu.

5. Select View Access or View Error log records from the drop down menu and enter the
number of lines you wish to view.

6. Totransfer configuration files:
a. Select the configuration file you want to transfer in the drop down menu
b. Select server you want to transfer it from in the drop down menu

c. Click Transfer.

Adding Variables

Variables are used when serversin a cluster need to be configured with different values.
These values might be macros to define slaves using different port numbers, or plug-ins to
define different shl i b paths.

Adding variables affects only the master cluster database. The remote administration
serverswill not be affected unless their files have been transferred through Cluster Control.
When variables are defined, the Administration Server can no longer run independently.

To add variables for aremote server within your cluster, perform the following steps:
1. From the master Administration Server, and choose the Cluster Mgmt tab.
2. Click the Add Variableslink.
3. Check the specific server you wish to add variables for.
4. Inthe Namefield enter the type of variable you are adding.
For example: ‘Port’.
5. Inthe Value field enter the value you are adding.

For example: if ‘Port’ is entered in the name field, the value would be the port number.
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6. Click OK.
A message appears confirming that the server variable has been added.
7. Click OK.

The variable must also be added to the server’s configuration file you are transferring to the
slave. For example:

SERVERPORT $Port if port was the variable added.
You can set variables with different values for each slave in the configuration file.

Once added, variables can also be edited and deleted using the drop-down Option list in the
Add Variables page.
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Configuring, Monitoring, and
Performance Tuning

Chapter 7, “Configuring Server Preferences”
Chapter 8, “Controlling Access to Your Server”
Chapter 9, “Using Log Files”

Chapter 10, “Monitoring Servers”

Chapter 11, “Tuning Your Server for Performance”

Chapter 12, “Using Search”
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Chapter 7

Configuring Server Preferences

This chapter describes how to configure server preferences for your iPlanet Web Server.
This chapter contains the following sections:
e Starting and Stopping the Server

e Tuning Your Server for Performance
e Editing the magnus.conf File

e Adding and Editing Listen Sockets

e Choosing MIME Types

* Restricting Access

« Restoring Configuration Settings

e Configuring the File Cache

e Adding and Using Thread Pools

Starting and Stopping the Server

On Unix, some iPlanet Web Server installations may require access to more memory and/or
file descriptors than your operating system allows by default. If you are unable to start the
server, check the resource limits imposed by your operating system using tihe

command. Your operating systemis mi t man page should provide more information.

Once the server is installed, it runs constantly, listening for and accepting HTTP requests.
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The status of the server appears in the Server On/Off page. Y ou can start and stop the server
using one of the following methods:

e Click the Server On or Server Off in the Server On/Off page.
* Use the Services window in the Control Panel (Windows NT).

e« Usestart. If youwant to use this script wiimi t , you must include the start
commancht t p: 2: respawn: server_root/ type-identifier/start -start
-i in/etc/inittab. (Unix/Linux)

e Usest op, which shuts down the server completely, interrupting service until it is
restarted. If you setthe c/ i ni tt ab file to automatically restart (using éspawn”),
you must remove the line pertaining to the web serverdni ni t t ab before shutting
down the server; otherwise, the server automatically restarts. (Unix/Linux)

After you shut down the server, it may take a few seconds for the server to complete its
shut-down process and for the status to change to “Off.”

If your machine crashes or is taken offline, the server stops and any requests it was
servicing may be lost.

NOTE If you have a security module installed with your server, you will be required to
enter the appropriate passwords before starting or stopping the server.

NOTE On Unix, some iPlanet Web Server installations may require access to more
memory and/or file descriptors than your operating system allows by default. If
you are unable to start the server, check the resource limits imposed by your
operating systemusing theul i m t command. Y our operating system’'sul i mi t
man page should provide more information.

Setting the Termination Timeout

When the server is off, it stops accepting new connections. Then it waits for all outstanding
connections to complete. The time the server waits before timing out is configurable in the
magnus. conf file, which can be found iserver_root/ ht t ps- server_name/ confi g/ . By
default it is set to 30 seconds. To change the value, add the followingriggnios . conf :

Ter m nat eTi neout seconds

whereseconds represents the number of seconds the server will wait before timing out.
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The advantages to configuring this value is that the server will wait longer for connections
to complete. However, because servers often have connections open from nonresponsive
clients, increasing the termination timeout may increase the time it takes for the server to
shut down.

Restarting the Server (Unix/Linux)

Y ou can restart the server using one of the following methods:
e Automatically restart it from thieni t t ab file.

Note that if you are using a version of Unix/Linux not derived from System V (such as
SunOS 4.1.3), you will not be able to useithéet t ab file.

« Automatically restart it with daemonsirt c/ r c2. d when the machine reboots.
e Restart it manually.

Because the installation scripts cannot edit #tec/ rc. | ocal or/etc/inittab files,
you must edit those files with a text editor. If you do not know how to edit these files,
consult your system administrator or system documentation.

Normally, you cannot start an SSL-enabled server with either of these files because the
server requires a password before starting. Although you can start an SSL-enabled server
automatically if you keep the password in plain text in a file, thstisecommended.

CAUTION Leaving the SSL-enabled server’s password in plain text in the server’s start script is
a large security risk. Anyone who can access the file has access to the SSL-enabled
server’'s password. Consider the security risks before keeping the SSL-enabled
server’s password in plain text.

The server’s start script, key pair file, and the key password should be owned by root (or, if
a non-root user installed the server, that user account), with only the owner having read and
write access to them.
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Starting SSL-enabled Servers Automatically

If security risks are not aconcern for you, follow these steps to start your SSL-enabled
server automatically:

1. Using atext editor, open the start file, which islocated in server_root/https-server_id.
2. Locatethe-start lineinthescript and insert the following:

echo " password" |

where password is the SSL password you have chosen.

For example, if the SSL password isnet scape, the edited line might look like this:

-start)

echo "netscape"|./$PRODUCT_BIN -d $PRODUCT_SUBDI R/ confi g
$@

Restarting With Inittab (Unix/Linux)

To restart the server usingi ni t t ab, put the following text on one linein the
/etc/inittab file

http: 2: respawn: server _root/type-identifier/start -start -i

where server_root is the directory where you installed the server, and type-identifier isthe
server’s directory.

The-i option prevents the server from putting itself in a background process.

You must remove this line before you stop the server.

Restarting With the System RC Scripts (Unix/Linux)

If you use/ etc/ rc. | ocal , or your system’s equivalent, place the following line in
letc/rc.local:

server_root/type-identifier/start

Replaceserver_root with the directory where you installed the server.

Restarting the Server Manually (Unix/Linux)

To restart the server from the command line, log in as root if the server runs on ports with
numbers lower than 1024; otherwise, log in as root or with the server’s user account. At the
command-line prompt, type the following line and press Enter:

server_root/ type-identifier/start

whereserver_root is the directory where you installed the server.
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Y ou can use the optional parameter - i at the end of theline. The -i option runsthe server
ini ni ttab mode, so that if the server processis ever killed or crashed, i ni tt ab will
restart the server for you. This option also prevents the server from putting itself in a
background process.

NOTE If the server isalready running, the st art command will fail. Y ou must stop the
server first, then usethe st art command. Also, if the server startup fails, you
should kill the process before trying to restart it.

Stopping the Server Manually (Unix/Linux)

If youusedtheet c/i ni tt ab fileto restart the server you must remove the line starting the
server from/etc/inittabandtype kill -1 1 beforeyou try to stop the server.
Otherwise, the server restarts automatically after it is stopped.

To stop the server manually, log inasr oot or use the server’s user account (if that is how
you started the server), and then type the following at the command line:

server_root/ t ype-identifier/stop

Restarting the Server (Windows NT)

You can restart the server by:
* Using the Services Control Panel to restart any server.

e Using the Services Control Panel to configure the operating system to restart the servetr
or the administration server each time the machine is restarted.

For Windows NT, perform the following steps:
1. In the Control Panel double-click the Services icon.
2. Scroll through the list of services and select the service for your server.

3. Check Automatic to have your computer start the server each time the computer starts
or reboots.

4. Click OK.

NOTE Y ou can also use the Services dialog box to change the account the server uses. For
more information about changing the account the server uses, see “Changing the
User Account (Unix/Linux),” on page 50.
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By default, the web server prompts the administrator for the key database password before
starting up. If you want to be able to restart an unattended web server, you need to save the
password in apasswor d. conf file. Only do thisif your system is adequately protected so
that this file and the key databases are not compromised.

Using the Automatic Restart Utility (Windows NT)

The server is automatically restarted by a server-monitoring utility if the server crashes. On
systems that have debugging tools installed, a dialog box with debugging information
appears if the server crashes. To help debug server plug-in API programs (for example,
NSAPI programs), you can disable the auto-start feature by setting a very high timeout
value. Y ou can aso turn off the debugging dialog boxes by using the Registry Editor.

Changing the Time Interval (Windows NT)

To change the time interval that el apses between startup and the time the server can
automatically restart, perform the following steps:

1. Start the Registry Editor.

2. Select your server’s key (in the left side of the Registry Editor window, located in
HKEY_LOCAL_MACHI NE\ SOFTWARE\ Net scape\ Ent er pri se\ 6. 0).

Choose Add Value from the Edit menu. The Add Key dialog box appears.
In Value Name, typ&brtal i t yTi meSecs.

Select REG_DWORD from the Data Type pull-down list.

Click OK. The DWORD Editor dialog box appears.

o o > w

7. Type the time interval (in seconds) that will elapse between startup and the time the
server can restart automatically.

The interval can be in binary, decimal, or hexadecimal format.

8. Click the numerical format for the value you entered in the previous step (binary,
decimal, or hexadecimal).

9. Click OK.
TheMortal i tyTi meSecs value appears in hexadecimal format at the right side of the
Registry Editor window.

Turning Off the Debugging Dialog Box (Windows NT)

If you've installed an application (such as a compiler) that has modified the system
debugging settings and the server crashes, you might see a system-generated application
error dialog box. The server will not restart until you click OK.
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To turn off the debugging dialog box that appears if the server crashes, perform the
following steps:

1. Start the Registry Editor.

2. Select the AeDebug key, located in the left side of the Registry window in
HKEY LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows NT\ Curr ent Ver si on.

3. Double-click the Auto valuein the right side of the window.
The String Editor dialog box appears.
4. Changethe string valueto 1.

Tuning Your Server for Performance

There are two ways to tune the thread limit: through editing the magnus. conf file and
through the Server Manager.

If you edit the magnus. conf file, RqThr ot t| eM nPer Socket isthe minimum value and
RqThr ot t | e isthe maximum value.

The minimum limit is agoal for how many threads the server attempts to keep in the

Wi ti ngThr eads state. This number is just agoal. The number of actual threadsin this
state may go dightly above or below thisvalue. The default value is 48. The maximum
threads represents a hard limit for the maximum number of active threads that can run
simultaneously, which can become a bottleneck for performance. The default valueis 512.

If you use the Server Manager, follow these steps:

1. Goto the Preferences tab.

2. Click the Performance Tuning link.

3. Enter the desired value in the Maximum simultaneous requests field.

For additional information, see the online help for the Performance Tuning page.

Editing the magnus.conf File

When the iPlanet Web Server starts up, it looksin afile called magnus. conf inthe
server_root/server_id/ conf i g directory to establish a set of global variable settings that
affect the server’s behavior and configuration. iPlanet Web Server executes all the
directives defined imagnus. conf . You can edit certain settings in tin@gnus. conf file
using the Magus Editor in the Server Manager.
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For a complete description of the magnus.conf file and information about editing the file
using atext editor, see the NSAPI Programmer’s Guide

To access the Magnus Editor, perform the following steps:

1. Accessthe Server Manager and choose the Preferences tab.

2. Click the Magnus Editor link.

3. Select the settingsto edit from the drop-down list and click Manage.
The Server Manager displays the editor for the settings you specified.

4. Makethe desired changes to the settings and click OK.

For more information about each Settings page, see The Magnus Editor Page in the online
help.

Adding and Editing Listen Sockets

Before the server can process arequest, it must accept the request via a listen socket, then
direct the request to the correct connection group and virtual server. When you install
iPlanet Web Server, one listen socket, Isl, is created automatically. This listen socket uses
the IP address 0.0.0.0 and the port number you specified as your HTTP server port number
during installation (the default is 80). Y ou cannot del ete the default listen socket.

You can edit your server’s listen socket settings using the Server Manager’s Listen Sockets
Table. To access the table, perform the following steps:

1. Access the Server Manager and click the Preferences tab.
2. Click the Edit Listen Sockets link.
3. Make the desired changes and click OK.

Choosing MIME Types

The Mime Types page allows you to edit your server's MIME files.

MIME (Multi-purpose Internet Mail Extension) types control what types of multimedia
files your mail system supports. MIME types also specify what file extensions belong to
certain server file types, for example to designate what files are CGI programs.
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You don't need to create a separate MIME types file for each virtual server. Instead, you
create as many MIME types files as you need and associate them with a virtual server. One
MIME types file,nmi ne. t ypes, exists by default on the server, and cannot be deleted. This
file can be the absolute path.

To access the MIME Types page, perform the following steps:
1. Access the Server Manager and click the Preferences tab.
2. Click the MIME Types link.

3. Make the desired changes and click OK.

For more information, see The Mime Settings Page in the online help and Chapter 13,
“Using Virtual Servers.”

Restricting Access

You can control access to the entire server or to parts of the server (that is, directories, files,
file types) using the Server Manager’s Restrict Access page. When the server evaluates an
incoming request, it determines access based on a hierarchy of rules called access-control
entries (ACEs), and then it uses the matching entries to determine if the request is allowed
or denied. Each ACE specifies whether or not the server should continue to the next ACE in
the hierarchy. The collection of ACEs is called an access-control list (ACL). When a
request comes in to the server, the server looksciass.obj . conf (wherevsclassis the

virtual server class name) for a reference to an ACL, which is then used to determine
access. By default, the server has one ACL file that contains multiple ACLs.

You can set access control globally for all servers through the Administration Server or for
a resource within a specific server instance through the Server Manager. For more
information about setting access control for a resource, see “Setting Access Control,” on
page 164 in Chapter 8, “Controlling Access to Your Server.”

NOTE Y ou must turn on distributed administration before you can restrict server access.

To restrict access to your iPlanet Web Servers, perform the following steps:
1. Access the Server Manager and choose the Preferences tab.
2. Click the Restrict Access link.

For more information, see Chapter 8, “Controlling Access to Your Server” and The Restrict
Access Page in the online help.
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Restoring Configuration Settings

The Restore Configuration page allows you to view a backup copy of your configuration
files and revert to the configuration data saved on a specific date.

NOTE On Windows NT, use this page only to roll back your own changesto the
configuration files. Do not roll back to backup versions created during installation;
they may not be complete.

For more information, see The Restore Configuration Page in the online help.

Configuring the File Cache

TheiPlanet Web Server uses afile cache to serve static information faster. In the previous
version of the server, there was al so an accelerator cache which routed requests to thefile
cache, but the accelerator cache is no longer used. The file cache contains information about
files, and static file content. The file cache also caches information that is used to speed up
processing of server-parsed HTML.

Thefile cacheisturned on by default. The file cache settings are contained in afile called
nsf c. conf . You can use the Server Manager to change the file cache settings.

For more information, see the online Performance Tuning and Sizing Guide on
http://docs.iplanet. coni docs/ nanual s/ enterprise. htn .

Adding and Using Thread Pools
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Y ou can use thread pools to allocate a certain number of threads to a specific service.

Another use for thread poolsis for running thread-unsafe plugins. By defining a pool with
the maximum number of threads set to 1, only one request is allowed into the specified
service function.

When you add a thread pool, the information you specify includes the minimum and
maximum number of threads, the stack size, and the queue size.

For more information, see the online Performance Tuning and Szing Guide on
http://docs.iplanet. coni docs/ nanual s/ enterprise. htn .
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The Native Thread Pool and Generic Thread
Pools (Windows NT)

On Windows NT, you can use two types of thread pools: the native thread pool
(Nat i vePool ) and additional generic thread pools.

To edit the native thread pool, access the Native Thread Pool page in the Server Manager.

Y ou can create as many generic thread pools as you want, for as many purposes as you
want. To create generic thread pools, access the Generic Thread Pools page in the Server
Manager.

Thread Pools (Unix/Linux)

Since threads on Unix/Linux are always OS-scheduled (as opposed to user-scheduled)
Unix/Linux users do not need to use the Nat i vePool , and do not have a Server Manager
page for editing its settings. However, Unix/Linux users can still create thread pools. To
create thread pools, access the Thread Pools page in the Server Manager.

Editing Thread Pools

Once you have added a thread pool, you can change the values of the thread pool settings
(minimum threads, maximum threads and so on) through the Server Manager.

Y ou can also edit the thread pool settingsin vsclass.obj . conf , where vsclassisthe virtual
server class name.

A thread pool appearsin vsclass.obj . conf asfollows:

Init fn="thread-pool-init" name=nane_of the_pool MaxThreads=n
M nThr eads=n QueueSi ze=n St ackSi ze=n

Usethe following parametersto change the pool: M nThr eads, MaxThr eads, QueueSi ze,
and St ackSi ze.

Windows NT users can aways edit the settings for the native pool using the Server
Manager.

Using Thread Pools

After you've set up a thread pool, use it by designating it as the thread pool for a specific
service.
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To configure athread pool, go to the Server Manager Preferences tab and select Thread
Pool.Once athread pool is configured, then the Thread Pool list will show the thread pool
available to be used for the specific service you've designated

You can also designate a thread pool by usingdbé parameter of theoad- nodul es
function invsclass.obj . conf , wherevsclass is the virtual server class name.

pool=“name_of_pool”

In addition, you can use the pool parameter on any NSAPI function so that only that
NSAPI function runs on the pool you specify.

152 iPlanet Web Server, Enterprise Edition Administrator’s Guide * August 2001



Chapter 8

Controlling Access to Your Server

This chapter discusses the various methods you can use to control accessto the
Administration Server and to the files or directories on your web site. For example, for the
Administration Server, you can specify who has full control of all the serversinstalled on a
machine and who has partial control of one or more servers. Before you can use access
control on the Administration Server, you must enable distributed administration from and
set up an administration group in your LDAP database. This chapter assumes you have
already configured distributed administration and have defined users and groupsin your
LDAP database.

Y ou should also ensure the security of the web server as discussed in Chapter 5, “Securing
Your Web Server.”

This chapter contains the following sections:

* What Is Access Control?

* How Access Control Works

e Setting Access Control

* Selecting Access Control Options

e Limiting Access to Areas of Your Server

e Working with Dynamic Access Control Files

e Controlling Access for Virtual Servers
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Access control alows you to determine:

* Who can access iPlanet Web Administration Server

e Which programs they can access

« Who can access the files or directories on your web site

You can control access to the entire server or to parts of the server, or the files or directories
on your web site. You create a hierarchy of rules called access control entries (ACES) to
allow or deny access. Each ACE specifies whether or not the server should check the next
ACE in the hierarchy. The collection of ACEs you create is called an access control list
(ACL).

By default, the server has one ACL file that contains multiple ACLs. After determining the
virtual server to use for an incoming request, iPlanet Web Server checks if any ACLs are
configured for that virtual server. If ACLs are found that apply for the current request,

iPlanet Web Server evaluates their ACEs to determine whether access should be granted or
denied.

You allow or deny access based on:

e Who is making the request (User-Group)

e Where the request is coming from (Host-IP)

« When the request is happening (for example, time of day)

* What type of connection is being used (SSL)

Setting Access Control for User-Group

You can limit access to your web server to certain users or groups. User-Group access
control requires users to enter a username and password before gaining access to the server.
The server compares the information in a client certificate, or the client certificate itself

with a directory server entry.

The Administration Server uses only the basic authenticaton. If you wish to require client
authentication on your Administration Server, you must manually edit the ACL files in
obj . conf changing the method to SSL.
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User-Group authentication methods for server instances include:

* Default
* Basic

e« SSL

e Digest
+ Other

All of these methods require a directory server.

User-Group authentication requires users to authenticate themselves before getting access
to the Administration Server, or the files and directories on your web site. With
authentication users verify their identity by entering a username and password, using a
client certificate, or digest authentication plug-in. Using client certificates requires
encryption. For information on encryption and using client certificates, see Chapter 5,
“Securing Your Web Server.”

Default Authentication

Default authentication is the preferred method. The Default setting uses the default method
you specify in thebj . conf file, or “Basic” if there is no setting iobj . conf . If you

check Default, the ACL rule doesn't specify a method in the ACL file. Choosing Default
allows you to easily change the methods for all ACLs by editing one line @bth&onf

file.

Basic Authentication

Basic authentication requires users to enter a username and password to access your web
server or web site. It is the default setting. You must create and store a list of users and
groups in an LDAP database, such as the iPlanet Directory Server. You must use a direston
server installed on a different server root than your web server, or a directory server
installed on a remote machine.

When users attempt to access a resource that has User-Group authentication in the
Administration Server or on your web site, the web browser displays a dialog box asking
the user to enter a username and password. The server receives this information encryptec
or unencrypted, depending on whether encryption is turned on for your server.

NOTE Using Basic Authentication without SSL encryption, sends the username and
password in unencrypted text across the network. The network packets could be
intercepted, and the username and password could be pirated. Basic authentication
ismost effective when combined with SSL encryption, Host-I P authentication, or
both. Using Digest Authentication avoids this problem.
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The following dialog appears when users authenticate themsel ves to the server:

Figure 8-1  Example of Username and Password Prompt

Username and Password Required E

Enter username for Customized Prompt Goes Here at
kayaks:

[zer Wame: ||

Pazsmord: I

0K I Cancel

After clicking OK, the user will see:

« The Server Administration page, if authenticated to access iPlanet Web Administration
Server

» The file or directory listing requested, if logging in to a web site
* A message denying access if the username or password was invalid

You can customize the access denied message that unauthorized users receive in the Access
Denied Response page.

SSL Authentication
The server can confirm users’ identities with security certificates in two ways:

« Using the information in the client certificate as proof of identity
« Verifying a client certificate published in an LDAP directory (additional)

When you set the server to use certificate information for authenticating the client, the
server:

» Checks first if the certificate is from a trusted CA. If not, the authentication fails and
the transaction is ended. To learn how to turn on client authentication, see “Requiring
Client Authentication,” on page 113.

« Maps the certificate to a user’s entry usingdbet map. conf file, if the certificate is
from a trusted certificate authority (CA). To learn how to set up the certificate mapping
file see “Using the certmap.conf File” on page 116.

» Checks the ACL rules specified for that user if the certificate maps correctly. Even if
the certificate maps correctly, ACL rules can deny the user access.
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Requiring client authentication for controlling access to specific resources differs from
requiring client authentication for all connections to the server. If you set the server to

require client authentication for all connections, the client only needs to present avalid
certificate issued by a trusted CA. If you set the server’s access control to use the SSL
method for authentication of users and groups, the client will need to:

* Present a valid certificate issued by a trusted CA
e The certificate must be mapped to a valid user in LDAP
« The access control list must evaluate properly

When you require client authentication with access control, you need to have SSL ciphers
enabled for your web server. See Chapter 5, “Securing Your Web Server” to learn how to
enable SSL.

In order to successfully gain access to an SSL authenticated resource, the client certificate
must be from a CA trusted by the web server. The client certificate needs to be published in
a directory server if the web servecsrt map. conf file is configured to compare the

client’s certificate in the browser with the client certificate in the directory server. However,
thecer t map. conf file can be configured to only compare selected information from the
certificate to the directory server entry. For example, you could configure the

cert map. conf file to only compare the user ID and email address in the browser
certificate with the directory server entry. To learn more abeut map. conf and

certificate mapping, see Chapter 5, “Securing Your Web Server.”

NOTE Only the SSL authentication method requires modification to the
cert map. conf file, because the certificate is checked against the LDAP
directory. Requiring client authentication for all connectionsto the server does not.
If you choose to use client certificates, you should increase the value of the
Accept Ti meout directive inmagnus. conf .

Digest Authentication

Digest authentication allows the user to authenticate based on username and password
without sending the username and password as cleartext. The browser uses the MD5
algorithm to create a digest value using the user's password and some information provided
by the Web Server. This digest value is also computed on the server side using the Digest
Authentication plug-in, and compared against the digest value provided by the client. If the
digest values match, the user is authenticated.

In order for this to work, your directory server needs access to the user's password in
cleartext. iPlanet Directory Server 5.0 includes a reversible password plug-in using a
symmetric encryption algorithm to store data in an encrypted form, that can later be
decrypted to its original form. Only the Directory Server holds the key to the data.
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For digest authentication, you need to enable the reversible password plug-in and the
digestauth-specific plug-in included with iPlanet Web Server 6.0. To configure your web
server to process digest authentication, set the digestauth property of the database definition
indbswi t ch. conf.

The server tries to authenticate against the LDAP database based upon the ACL method
specified, as shown in Table 8-1. If you do not specify an ACL method, the server will use
either digest or basic when authentication is required, or basic if authentication is not
required. Thisis the preferred method.

Table 8-1 Digest Authentication Challenge Generation

ACL Method Digest Authentication Digest Authentication Not
Supported by Authentication Supported by Authentication
Database Database

“default” digest and basic basic

none specified
“basic” basic basic

“digest” digest ERROR

When processing an ACL with met hod = di gest , the server attemptsto authenticate by:

e Checking for Authorization request header. If not found, a 401 response is generated
with a Digest challenge, and the process stops.

e Checking for Authorization type. If Authentication type is Digest the server then:

o Checks nonce. If not a valid, fresh nonce generated by this server, generates 401
response, and the process stops. If stale, generates 401 response with
st al e=t rue, and process stops.

o Checks realm. If it does not match, generates 401 response, and process stops.

o Checks existence of user in LDAP directory. If not found, generates 401 response,
and process stops.

o Gets request-digest value from directory server and checks for match to client's
request-digest. If not, generates 401 response, and process stops.

o Constructs Authorization-Info header and inserts into server headers.
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Installing the Digest Authentication Plug-in on Unix
The Digest Authentication plug-in consists of a shared library found in both:

e Jlibdigest-plugin.lib
e libdigest-plugin.ldif
To install the Digest Authentication plug-in on Unix, perform the following steps:

1. Make sure this shared library resides on the same server machine that the iPlanet
Directory Server is installed on.

2. Make sure you know the Directory Manager password.

3. Modify thel i bdi gest - pl ugi n. I di f file changing all references t@at h/ t o to
the location where you installed the digest plug-in shared library.

4. To install the plug-in, enter the command:

% | dapnodi fy -D "cn=Directory Manager" -w password -a <
I'i bdi gest-plugin.ldif

Installing the Digest Authentication Plug-in on NT

You will need to copy severatll | files from the iPlanet Web Server installation to your
iPlanet Directory Server server machine in order for iPlanet Directory Server to start
properly with the Digest plug-in.

To install the Digest Authentication plug-in on NT, perform the following steps:
1. Access the shared libraries in the iPlanet Web Server installation in:
[ server_root] \ bi n\ htt ps\ bin
2. Copy the files:
o nsldap32v50. dl |
o libspnr4.dll
o libplds4.dll
3. Paste them into either:
o \Wnnt\systenB2

o iPlanet Directory Server install directofyserver_root] \ bi n\ sl dap\ ser ver
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Setting the iPlanet Directory Server to Use the DES Algorithm
The DES agorithm is needed to encrypt the attribute where the digest password is stored.

To set the iPlanet Directory Server to use the DES algorithm, perform the following steps:
1. LaunchtheiPlanet Directory Server Console.

2. Openyour iDS 5.0 instance.

3. Select the Configuration tab.

4. Click onthe + sign next to plug-ins.

5. Select the DES plug-in.

6. Choose Add to add a new attribute.

7. Enteri pl anet Rever si bl ePasswor d.

8. Click Save.

9. Restart your iPlanet Directory Server instance.

NOTE In order to set a digest authentication password in the
i pl anet Rever si bl ePasswor d attribute for a user, your entry must
includethei pl anet Rever si bl ePasswor dobj ect object.

Other Authentication
Y ou can create a custom authentication method using the access control API.

Setting Access Control for Host-1P

Y ou can limit access to the Administration Server, or the files and directories on your web
site by making them available only to clients using specific computers. You specify
hostnames or |P addresses for the computers that you want to allow or deny. You can use
wildcard patterns to specify multiple computers or entire networks. Accessto afile or
directory using Host-1P authentication appears seamless to the user. Users can access the
files and directories immediately without entering a username or password.

Since more than one person may use a particular computer, Host-1P authentication is more
effective when combined with User-Group authentication. If both methods of
authentication are used, a username and password will be required for access.
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Host-1P authentication does not require DNS to be configured on your server. If you choose
to use Host-I P authentication, you must have DNS running in your network and your server
must be configured to useit. Y ou can enable DNS on your server through the Performance
Tuning page in the Preferences tab on your Server Manager.

Enabling DNS degrades the performance of iPlanet Web Server since the server isforced to

do DNS look-ups. To reduce the effects of DNS look-ups on your server’s performance,
resolve IP addresses only for access control and CGI instead of resolving the IP address fo
every request. To do thisponl y=1 toAddLog fn="fl ex-10g" nane="access" in

yourobj . conf file:

AddLog fn="flex-1o0g" nane="access" iponly=1

Using Access Control Files

When you use access control on the Administration Server or the files or directories on your
web site, the settings are stored in a file with the extengioh. Access control files are

stored in the directorserver_install/ ht t pacl with server_install being the location where

the server is installed. For example, if you installed the server in

/usr/i Pl anet/ Servers, the ACL files for both the Administration Server and each

server instance configured on your server would be located in

[usr/i Pl anet/ Servers/ httpacl/.

The main ACL file name igener at ed- ht t ps- server-id. acl ; the temporary working

file is calledgenwor k- ht t ps- server-id.acl . If you use iPlanet Administration Server to
configure access, you'll have these two files. However, if you want more complex
restrictions, you can create multiple files, and reference them frosether . xn file.

There are also a few features available only by editing the files such as restricting access tc
the server based on the time of day or day of the week.

You can also manually create and edit! files to customize access control using APIs.
For more information on using access control APIs, seBithgrammer’s Guide

For more information on access control files and their syntax, see Appendix C, “ACL File
Syntax”.

Configuring the ACL User Cache

By default, the iPlanet Web Server caches user and group authentication results in the ACL
user cache. You can control the amount of time that ACL user cache is valid by using the
ACLCacheli f et i me directive in theragnus. conf file. Each time an entry in the cache is
referenced, its age is calculated and checked ageihstchelLi f et i me. The entry is not

used if its age is greater than or equal toAfieCachelLi f et i me. The default value is 120
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seconds. Setting the value to 0 (zero) turns the cache off. If you use alarge number for this
value, you may need to restart iPlanet Web Server every time you make changes to the
LDAP entries. For example, if thisvalueis set to 120 seconds, iPlanet Web Server might be
out of sync with the LDAP directory for aslong as two minutes. Only set alarge value if
your LDAP directory is not likely to change often.

Using the magnus. conf parameter of ACLUser CacheSi ze, you can configure the
maximum number of entries that can be held in the cache. The default value for this
parameter is 200. New entries are added to the head of thelist, and entries at the end of this
list are recycled to make new entries when the cache reaches its maximum size.

Y ou can also set the maximum number of group memberships that can be cached per user
entry using the magnus. conf parameter, ACLG oupCacheSi ze. Thedefault valuefor this
parameter is 4. Unfortunately non-membership of a user in agroup is not cached, and will
result in several LDAP directory accesses on every request.

For more information on ACL file directives, see the NSAPI Programmer’s Guide

How Access Control Works

When the server gets arequest for a page, the server usestherulesin the ACL fileto
determine if it should grant access or not. The rules can reference the hostname or IP
address of the computer sending the request. The rules can also reference users and groups
stored in the LDAP directory.

For example, the following ACL file contains the two default entries for the Administration
Server (admi n- serv), plus an additional entry that allows users in the “admin-reduced”
group to access the Preferences tab in the Administration Server.

version 3.0;
# The following "es-internal” rules protect files such
# as icons and images related to i Pl anet Wb Server.
# These "es-internal" rules should not be nodified.
acl "es-internal";
allow (read, list, execute,info) user = "anyone";
deny (write, delete) user = "anyone";

# The followi ng "default” rules apply to the entire docunent

# directory of iPlanet Web Server. In this exanple, the rules

# are set up so that "all" users in the directory server are

# allowed to read, execute, list, and get infornation.

# The "all" users are not allowed to wite to or delete any files.
# Al clients that accesses the document directory of the web

# server will be required to submt a usernane and password

#

#

since this exanple is using the "basic" method of
aut hentication. A client nust be in the directory server
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# to gain access to this default directory since "anyone"
# not in the directory server is denied, and "all" in the
# directory server are allowed.

acl "default";

aut henticate (user, group) {

dat abase = "default";
met hod = "basic";
3
deny (all)
(user = "anyone");
al | ow (read, execute,list,info)
(user = "all");

The follow ng rul es deny access to the directory "web"
to everyone not in the directory server and deny everyone
in the directory server who is not in G oupB.
Only the users in GoupB are allowed read, execute, list,
and info perm ssions. GoupA can not gain access to the
directory "web" even though (in the ACL rul e bel ow) they
# can access the directory “my_stuff”. Furthermore, members
# of GroupB can not write or delete files.
acl "path=/export/user/990628.1/docs/my_stuff/web/";
authenticate (user,group) {

database = "default";

method = "basic";

HHHFHHH

I
deny (all)
(user = "anyone");

allow (read,execute,list,info)
(group = "GroupB");

# The following rule denies everyone not in the directory

# server and denies everyone in the directory server except

# user with the ID of "SpecificMemberOfGroupB". The ACL rule
# in this setting also has a requirement that the user

# connect from a specific IP address. The IP address setting

# in the rule is optional; it has been added to for extra

# security. Also, this ACI rule has a Customized prompt

# of "Presentation Owner". This Customized prompt appears

# in the username and password dialog box in the client's

# browser.

acl
"path=/export/user/990628.1/docs/my_stuff/web/presentation.html"

authenticate (user,group) {
database = "default";
method = "basic";
prompt = "Presentation Owner";

deny (all)

(user = "anyone" or group = "my_group");
allow (all)

(user = "SpecificMemberOfGroupB") and
(ip ="208.12.54.76");
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# The followi ng ACL rule denies everyone not in the directory
# server and everyone in the directory server except for
# GroupA and GroupB access to the directory “my_stuff”
acl "path=/export/user/990628.1/docs/my_stuff/";
authenticate (user,group) {
database = "default";
method = "basic";

h

deny (all)

(user = "anyone");

allow (read,execute,list,info)
(group = "GroupA,GroupB");

For example, if auser requeststhe URL ;
http:// server_nanel my_stuf f/web/ presentati on. ht m

iPlanet Web Server would first check access control for the entire server. If the ACL for the
entire server was set to continue, the server would check for an ACL for the directory
nmy_stuff.If an ACL exists, the server checks the ACEs within the ACL, and then moves
on to the next directory. This process continues until an ACL isfound that denies access, or
until the final ACL for the requested URL (in this case, thefilepresent ati on. ht m ) is
reached.

To set up access control for this example using the Server Manager, you could create an
ACL for thefile only, or for each resource leading to the file. That is, one for the entire
server, one for the ny_st uf f directory, onefor the ny_st uf f/ web directory, and one for
thefile.

Setting Access Control

This section describes the process of restricting access to the files or directories on your
web site. You can set global access control rulesfor all servers, and also individually for
specific servers. For instance, a human resources department might create ACLs alowing
all authenticated users to view their own payroll data, but restrict access to updating datato
only human resource personnel responsible for payroll.

Y ou can set access control globally for all servers through the Administration Server. Each
option is described in detail in the following section, Selecting the Access Control Options.

NOTE Distributed administration must be configured and activated before global
access control can be created.
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Setting Access Control Globally

To create or edit access control globally for al servers, perform the following steps:
1. Accessthe Administration Server and choose the Global Settings tab.

2. Click the Restrict Accesslink.

3. Select the administration server (https-admserv) from the drop-down list.

4. Click either:
o Create ACL
o Edit ACL.

The Access Control Rules for uri=/https-admserv/bin/* page appears:

Figure 8-2  Access Control Rules Page.

Action Users/Groups From Host  Righis Exira.. Continue
B o1 Allow Aryone anyplace  rx-li b v

~

4

B 2 Allgw all anyplace  -w-d--

W Access control is on Mew Line |

| Current Access deny response 15 the default file (redirection off) Response when denied

Subrmit | Revert | Help |

The Administration Server has two lines of default access control rules which cannot be
edited.

144

5. Check Access control ison, if not already selected.
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6. Tocreateor edit theglobal ACL, click on Deny in the Action column.
The Allow /Deny page is displayed in the lower frame:

Figure 8-3  Allow /Deny Page

& Allaw
 Deny

Update | Eeset | Help |

7. Select Allow, if it isn’t already selected as the default, and click Update.
8. Click on anyone in the Users/Groups column.

The User/Group page appears in the lower frame:

Figure 8-4  User/Group Page

& Anyane (No Authentication)

" Authenticated people anly

€ Al in the authentication database
' Only the following peaple

Graup - | List

User | List

Prampt for authentication : |

Updatel Eeset | Help |

9. Select which users and groups you will allow access to and click Update.

Clicking List for Group and User will provide lists for you to choose from.
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10. Click on anyplacein the From Host column.
11. Enter Host Names and I P Addresses allowed access and click Update.

12. Click on all programs in the Programs column.

Figure 8-5  Programs

& All Pragrams
0 Only the fallowing

Program Groups Frogram ltems

----Mone---- o |
SEIVErS

Preferences

Global Settings

Users & Groups =]

Updatel Eeset | Help |

13. Select the Program Groups or enter the specific file name in the Program Items field

you will allow access to, and click Update.

14. (Optional) Click the x under the Extra column to add a customized ACL expression.

15. Put a check in the Continue column, if it isn’t already selected as the default.

The server will evaluate the next line before determining if the user is allowed access.
When creating multiple lines, work from the most general restrictions to the most

specific ones.

16. (Optional) Click Response when denied to direct the user to a different URL or URI.

17. Enter the path to the absolute URL or a relative URI and click update.

18. Click Submit to store the new access control rules in the ACL file.

NOTE Clicking Revert will remove all of the settings you've just created.
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Setting Access Control for a Server Instance

Y ou can create, edit, or delete access control for a specific server instance using the Server
Manager.

NOTE If deleting, you should not delete all the ACL rules from the ACL files. At
least one ACL file containing a minimum of one ACL ruleisrequired to
start the server. Deleting all ACL rules and restarting the server will result
in asyntax error.

To create access control for a server instance, perform the following steps:

1. Accessthe Server Manager and select the server instance you wish to create or edit
ACLsfor.

2. Choose the Preferences tab from the Server Manager.
3. Click the Restrict Accesslink.
4. Under the Option column choose one of the following:
o Add and enter the ACL file location
o Edit and select the ACL file from the drop-down menu
o Delete from the drop-down menu and select the ACL file
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The Access Control List Management Page offering three options appears:

Figure 8-6  Access Control List Management Page

Select an ACL using one of the three methods below:

A. Pick aresource

Editing: | The entire server x| | Browse Wildcard |
Edit Access Cantrol
B. Pick an existing ACL
Editing: | default hd
Edit Access Cantrol
C. Type in the ACL name
Editing: |
Edit Access Cantral

5. Select one of the following:

o Pick aresourceto specify awildcard pattern for files or directories (such as
*. ht m ), choose a directory or afilename to restrict, or browse for afile or
directory.

o Pick anexisting ACL to select from alist of al the ACLs you have enabled.
Existing ACLs you have not enabled will not appear inthislist.

o Enter the ACL name allows to create named ACLs. Use this option only if you're

familiar with ACL files. You'll need to manually edibj . conf if you want to

apply named ACLSs to resources.

Table 8-2 describes the resource wildcards you can use.

Table 8-2  Server Resource Wildcards

Resource wildcard What it means

default A named ACL created during installation that restricts write
access so only usersin the LDAP directory can publish
documents.
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Table 8-2  Server Resource Wildcards

Resource wildcard What it means

Entire Server One set of rules determines the access to your entire web site,
including any virtual serversyou haverunning. To restrict access
to avirtual server, specify the path of its document root.

lusr/iplanet/server4/ Controlsaccessto al filesand directoriesinthecgi - bi n
docs/ cgi - bin/ * directory. Y ou must specify an absolute path. On NT, the path
must include the drive letter.

uri="/sales” Controls accessto thesales directory in the document root. To
specify URIs, create anamed ACL.

6. Click Edit Access Control.

The Access Control Rules for: (server instance) appears.

Figure 8-7  Access Control Rules Page

Action Users/Groups FromHost Righis Exira.. Continue

peli oz F [l

1 Allow atyone anyplace t-3-li
2 Allow all anyplace  -werk- X M

4

W Access control is on MNew Line |

| Current Access deny response is the default file (redirection off) FEesponse when denied

Suhimit | Revert | Help |

7. Check Access control ison, if not already selected.
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8. Tocreateor edit the ACL for this server instance, click on Deny in the Action column.

The Allow /Deny page is displayed in the lower frame:

Figure 8-8  Allow /Deny Page

& Allow
' Deny

Updatel Feset | Help |

9. Select Allow, if it isn’t already selected as the default, and click Update.

10. Click on anyone in the Users/Groups column.

The User/Group page appears in the lower frame:

Figure 8-9  User/Group Page

& Anyone (Mo Authentication)

0 Authenticated people anly

Al in the authentication database
© Cnly the following people

Group | List |
User | List |

Prampt for authentication : [webSenver Senver
Authentication Methods
& Default © Basic © SS5L € Digest © Other

I

Authentication Database:
@ Default & Other: |

o IDefauIt LDAP "l

Update | Reset | Help |
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11.

12.

13.

14.

Select which users and groups you will allow access to and click Update.
Clicking List for Group and User will provide lists for you to choose from.
Click on anyplace in the From Host column.

Enter Host Names and | P Addresses allowed access and click Update.

Click on all in the Rights column.

Figure 8-10 Access Rights Page

Access Rights

0 All Access Rights
& Only the fallowing rights

¥ Read
T Write
¥ Execute
[ Deleta
¥ List

¥ Info

Updatel Eeset | Help |

15.

16.
17.

18.
19.

Select one of the following and then click Update:

o All Access Rights

o Only the following rights and check all appropriate rights for this user
(Optional) Click the x under the Extra column to add a customized ACL expression.
Put a check in the Continue column, if it isn’t already selected as the default.

The server will evaluate the next line before determining if the user is allowed access.
When creating multiple lines, work from the most general restrictions to the most
specific ones.

(Optional) Click Response when denied to direct the user to a different URL or URI.
Enter the path to the absolute URL or a relative URI and click update.
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20. Click Submit to store the new access control rulesin the ACL file.

NOTE Clicking Revert will remove all of the settings you've just created.

21. Repeat all steps above for each server instance you wish to establish access control for.
22. When finished, click Apply.
23. Select hard start /restart or dynamically apply.

ACL settings can also be enabled on aper virtual server basis. To learn how thisisdone, see
“Editing Access Control Lists for Virtual Servers,” on page 195.

Selecting Access Control Options

The following sections describe the various options that you can select when setting access
control. For the Administration Server, the first two lines are set as defaults, and cannot be
edited.

Setting the Action

You can specify the action the server takes when a request matches the access control rule
« Allow means users or systems can access the requested resource
« Deny means users or systems cannot access the resource

The server goes through the list of access control expressions (ACESs) to determine the
access permissions. For example, the first ACE is usually to deny everyone. If the first ACE
is set to “continue,” the server checks the second ACE in the list, and if it matches, the next
ACE is used. If continue isot checked, everyone would be denied access to the resource.
The server continues down the list until it reaches either an ACE that doesn’t match, or that
matches but is set to not continue. The last matching ACE determines if access is allowed ol
denied.

Specifying Users and Groups

With user and group authentication, users are prompted to enter a username and passwortc
before they can access the resource specified in the access control rule.
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iPlanet Web Server checks lists of users and groups stored in an LDAP server, such as
iPlanet Directory Server.

Y ou can allow or deny access to everyone in the database, you can allow or deny specific
people by using wildcard patterns, or you can select who to allow or deny from lists of users
and groups.

« Anyone (No Authentication) is the default and means anyone can access the resource
without having to enter a username or password. However, the user might be denied
access based on other settings, such as host name or IP address. For the Administration
Server, this means that anyone in the administrators group that you specified with
distributed administration can access the pages.

e Authenticated people only

o Allin the authentication databasematches any user who has an entry in the
database.

o Only the following peoplelets you specify which users and groups to match. You
can list users or groups of usersindividually by separating the entries with
commas, or with awildcard pattern, or you can select from the lists of users and
groups stored in the database. Group matches all usersin the groups you specify.
User matches the individual users you specify. For the Administration Server, the
users must also be in the administrators group you specified for distributed
administration.

« Prompt for authentication allows you to enter message text that appears in the
authentication dialog box. You can use this text to describe what the user needs to
enter. Depending on the operating system, the user will see about the first 40 characters
of the prompt. Netscape Navigator and Netscape Communicator cache the username
and password, and associate them with the prompt text. When the user accesses files
and directories of the server having the same prompt, the usernames and passwords
won't need to be entered again. If you want users to authenticate again for specific files
and directories, you simply need to change the prompt for the ACL on that resource.

« Authentication Methods specifies the method the server uses for getting
authentication information from the client. The Administration server offers only the
Basic method of authentication.

o Default uses the default method you specify indbg. conf file, or “Basic” if
there is no setting iobj . conf . If you check Default, the ACL rule doesn’t
specify a method in the ACL file. Choosing Default allows you to easily change
the methods for all ACLs by editing one line in thg . conf file.

o Basicuses the HTTP method to get authentication information from the client. The
username and password are only encrypted if encryption is turned on for the
server.
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o SSL usesthe client certificate to authenticate the user. To use this method, SSL
must be turned on for the server. When encryption is on, you can combine Basic
and SSL methods.

o Digest uses the an authentication mechanism that provides away for a browser to
authenticate based on username and password without sending the username and
password as cleartext. The browser uses the MD5 algorithm to create a digest
value using the user’s password and some information provided by the Web
Server. Thisdigest valueis also computed on the server side using the Digest
Authentication plug-in and compared against the digest value provided by the
client.

o Other uses a custom method you create using the access control API.

< Authentication Database lets you select a database the server will use to authenticate
users. This option is only available through the Server Manager. If you choose Default,
the server looks for users and groups in an LDAP directory. If you wish configure
individual ACLs to use different databases, select Other, and choose the database from
the drop-down list. Non-default databases and LDAP directories need to have been
specified in the fileserver_root/ user db/ dbswi t ch. conf . If you use the access
control API for a custom database, such as Oracle or Informix, select Other, and enter
the database name.

Specifying the From Host

You can restrict access to the Administration Server or your web site based on which
computer the request comes from.

« Anyplace allows access to all users and systems
« Only from allows you to restrict access to specific Host Names or IP Addresses

If you select the Only from option, enter a wildcard pattern or a comma-separated list in the
Host Names or IP Addresses fields. Restricting by hostname is more flexible than by IP
address: if a user’s IP address changes, you won't need to update this list. Restricting by IP
address, however, is more reliable: if a DNS lookup fails for a connected client, hosthname
restriction cannot be used.

You can only use the wildcard notation for wildcard patterns that match the computers’
host names or IP addresses. For example, to allow or deny all computers in a specific
domain, you would enter a wildcard pattern that matches all hosts from that domain, such as
*_ i pl anet. com You can set different hostnames and IP addresses for superusers
accessing the Administration Server.
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For hostnames, the * must replace an entire component of the name. That is,

*.i pl anet . comisacceptable, but *user s. i pl anet . comisnot. When the* appearsina
hostname, it must be the left-most character. For example, *. i pl anet . comis acceptable,
but users. *. comis not.

For the IP address, the * must replace an entire byte in the address. For example,

198. 95. 251. * isacceptable, but 198. 95. 251. 3* isnot. When the * appearsinan IP
address, it must be the right-most character. For example, 198. * is acceptable, but not
198. *. 251. 30.

Restricting Access to Programs

Access to programs can only be restricted by the Administration Server. Restricting access
to programs allows only specified usersto view the Server Manager pages and determinesif
they can configure that server. For example, you might allow some administrators to
configure the Users & Groups section of the administration server and not allow them
access to the Global Settings.

e All Programs allows or denies access to all programs. By default administrators have
access to all programs for a server.

e Only thefollowing Program Groups allows you to specify which programs the user
has access to. Select the program from the drop-down list. You can choose multiple
program groups by pressing the Control key while clicking on the groups. You can
restrict access to the following programs groups:

o None (default)

o Servers

o Preferences

o Global Settings
o Users & Groups
o Security

o Cluster Mgmt

The Program Groups listed reflect the tabs of the Administration Server, for example,
Preferences and Global Settings, and represent access to those pages. When an
administrator accesses the Administration Server, the server uses their username, host,
and IP to determine what pages they can view.
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Program Items allows you to enter a page name in the Program Items field to control

access to a specific page within a program.

To determine the name of a page, place your pointer over the link in the left frame of
the Administration Server and then view the text in the status bar on the bottom of your
browser. The last word after the last %2b is the name for that page.

For example, if you want the person who administers an iPlanet Directory Server to
have access only to the “Configure Directory Service” page, you would set up a rule
that applies only to them (host, IP, and so on), and estemf i g in the Program

Items field

Figure 8-11 Page Name/Program Item

@ ={[= | |http:.n"a’kayaks:2380a’hltps-admserw’binfindex?optinns°/o2bglob°/c.2bdsconfig

|

Setting Access Rights

Access rights can only be set by the Server Manager for a server instance. Access rights
restrict access to files and directories on your web site. In addition to allowing or denying
all access rights, you can specify a rule that allows or denies partial access rights. For
example, you allow users read-only access rights to your files, so they can view the
information, but not change the files.

e All Access Rightsis the default and will allow or deny all rights

e Only the following rights allows you to select a particular combination of rightsto be
allowed or denied

u]

Readallows usersto view files, including includes the HTTP methods GET,
HEAD, POST, and INDEX

Write alows usersto change or delete files, including the HTTP methods PUT,
DELETE, MKDIR, RMDIR, and MOVE. To delete afile, a user must have both
write and delete rights

Executeallows users to execute server-side applications, such as CGI programs,
Java applets, and agents

Deleteallows users who also have write privileges to delete files or directories.
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o List allows users to access lists of the files in directories that don’t contain an
i ndex. ht M file.

o Info allows users to receive information about the URI, for exahple_head.

Writing Customized Expressions

You can enter custom expressions for an ACL. Only select this option if you are familiar
with the syntax and structure of ACL files. There are a few features available only by
editing the ACL file or creating custom expressions. For example, you can restrict access to
your server depending on the time of day, day of the week, or both.

The following customized expression shows how you could restrict access by time of day
and day of the week. This example assumes you have two groups in your LDAP directory:
the “regular” group gets access Monday through Friday, 8:00am to 5:00pm. The “critical”
group gets access all the time.

al  ow (read)

{
(group=regular and dayofweek="mon,tue,wed,thu,fri");
(group=regular and (timeofday>=0800 and timeofday<=1700));
(group=critical)

}

For more information on valid syntax and ACL files, see Appendix C, “ACL File Syntax”
and “Referencing ACL Files in obj.conf,” on page 396.

Turning Off Access Control

When you uncheck the option labeled “Access control is on,” you'll get a prompt asking if
you want to erase records in the ACL. When you click OK, the server deletes the ACL entry
for that resource from the ACL file.

If you want to deactivate an ACL, you can comment out the ACL lines in the file
gener at ed- htt ps-server-id. acl by putting # signs at the beginning of each line.

From the Administration Server, you could create and turn on access control for a specific
server instance and leave it off (which is the default) for other servers. For example, you
could deny all access to the Server Manager pages from the Administration Server. With
distributed administration on and access control off by default for any other servers,
administrators could still access and configure the other servers, but they cannot configure
the Administration Server.
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NOTE This access control is in addition to the user being in the administrators
group set for distributed administration. The Administration Server first
checks that a user (other than superuser) is in the administrators group, and
then evaluates the access control rules.

Responding When Access is Denied

iPlanet Web Server provides the following default message when accessis denied:

“FORBIDDEN. Your client is not allowed access to the restricted object.” You can choose
a different response when denied access. You can also create a different message for eact
access control object.

To change the message sent for a particular ACL, perform the following steps:

1. Click the Response when denied link in the ACL page.

2. Check Respond with the following file in the lower frame.

3. Enter the path to the absolute URL or a relative URI and click update.
Make sure users have access to the URL or URI they are redirected to.

4. Click Update.

5. Click Submit in the top frame to submit the access control rule.

Limiting Access to Areas of Your Server

This section describes some commonly used access restrictions to a web server and its
contents. The steps for each procedure detail the specific actions you need to take; howevel
you will still need to complete all of the steps described under “Setting Access Control for a
Server Instance,” on page 168.

The following procedures are described in this section:
* Restricting Access to the Entire Server

* Restricting Access to a Directory (Path)

« Restricting Access to a URI (Path)

e Restricting Access to a File Type
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e Restricting Access Based on Time of Day

» Restricting Access Based on Security

Restricting Access to the Entire Server

You may wish to allow access to users in a group called who access the server from
computers in a subdomain. For instance, you may have a server for a company department
that you only want users to access from computers in a specific subdomain of your network.

Using the steps described for setting access control for a server instance, you would:

1. Use the Server Manager to select the server instance.

2. Choose the Preferences tab.

3. Click the Restrict Access link.

4. Choose the ACL File to edit.

5. Pick the entire server resource, and click Edit Access Control.

6. Add a new rule to deny access to all.

7. Add another new rule to allow access to a specific group.

8. Enter a wildcard pattern for the host names of the computers to be allowed.
For example, *.employee.iplanet.com

9. Unselect Continue.

10. Submit and Apply your changes.

Restricting Access to a Directory (Path)

You can allow users in a group to read or run applications in directories, and its
subdirectories and files, that are controlled by an owner of the group. For example, a project
manager might update status information for a project team to review.

To limit access to a directory on the server, using the steps described for setting access
control for a server instance, you would:

1. Use the Server Manager to select the server instance.
2. Choose the Preferences tab.

3. Click the Restrict Access link.
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4. Choosethe ACL Fileto edit.
5. Browsethe Pick a Resource section and select the directory you want to restrict.

The directories in the server’'s document root are displayed. Once selected, the Editing
drop-down list displays the absolute path to the directory.

NOTE If you want to view all filesin your server root, click Options and then check List
filesaswell as directories.

6. Click Edit Access Control.
7. Create a new rule and leave the defaults to deny access to everyone from everywhere.

8. Create another new rule allowing users in a specific group to have read and execute
rights only.

9. Create a third line to allow a specific user to have all rights.
10. Unselect Continue for the second and third lines and click Update.
11. Submit and Apply your changes.

An absolute path to the file or directory would be created in the docroot directory. The entry
in the ACL file would appear as follows:
acl “path=d:\iPlanet\suitespot\docrootl\sales/";

Restricting Access to a URI (Path)

You can use a URI to control access to a single user’s content on the web server. URIs are
paths and files relative to the server's document root directory. Using URIs is an easy way
to manage your server’s content if you frequently rename or move all or part of it (for
example, for disk space). It's also a good way to handle access control if you have
additional document roots.

To limit access to a URI, using the steps described for setting access control for a server
instance, you would:

1. Use the Server Manager to select the server instance.
2. Choose the Preferences tab.

3. Click the Restrict Access link.
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4. Enter the URI you want to restrict in the Type in the ACL name section.
For example: uri =/ nmy_directory.

Click Edit Access Control.

Create anew ruleto allows all users read access.

7. Create another new ruleto alow access for the owner of the directory.
8. Uncheck Continue for both thefirst and second rules.

9. Click Submit and Apply your changes.

A path for the URI is created relative to the document root. The entry inthe ACL file would
appear asfollows: acl “uri=/my_directory”;

Restricting Access to a File Type

Y ou can limit access to file types on your server or web site. For example, you might wish
to allow only specific users to create programs that run on your server. Anyone would be
ableto run the programs, but only specified users in the group would be able create or
delete them.

To limit accessto afile type, using the steps described for setting access control for a server
instance, you would:

1. Usethe Server Manager to select the server instance.
2. Choose the Preferences tab.
3. Click the Restrict Accesslink.
4. Click Wildcard in the Pick a resource section and enter awildcard pattern.
For example, *.cgi.
5. Click Edit Access Control.
6. Createanew ruleto allow read accessto all users.
7. Create another rule that allows write and del ete access only to a specified group.
8. Submit and Apply your changes.

For filetype restriction, you would |eave both continue boxes checked. If arequest for afile
comesin, the server will then check the ACL for the file type first.

A Pathcheck function iscreated in obj.conf  that may include wildcard patternsfor files or
directories. The entry in the ACL file would appear asfollows: acl “*.cgi”;
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Restricting Access Based on Time of Day

Y ou can restrict write and del ete access to the server or during specified hours or on
specified days. Y ou might use this to prevent people from publishing documents during
working hours when people might be accessing the files.

To limit access based on time of day, using the steps described for setting access control for
aserver instance, you would:

1. Usethe Server Manager to select the server instance.
2. Choose the Preferences tab.

3. Click the Restrict Accesslink.
4

Select the entire server from the drop-down list in Pick a Resource and click Edit
Access Control.

5. Createanew rule alowing read and execute rights to all.

This meansthat if a user wantsto add, update, or delete afile or directory, thisrule
won't apply and the server will search for another rule that matches.

6. Create another new rule denying write and delete rights to all.
7. Click X link to create a customized expression.

8. Enter the days of the week and the times of day to be allowed.

Example:
user = "anyone" and
dayof week = "sat, sun" or

(timeofday >= 1800 and
ti meof day <= 600)

The message “Unrecognized expressions” will be displayed in the Users/Groups and
From Host fields when you create a custom expression.

9. Submit and Apply your changes.

Any errors in the custom expression will generate an error message. Make corrections and
submit again.
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Restricting Access Based on Security

Asof iPlanet Web Server 6.0 you can configure SSL and non-SSL listen sockets for the
same server instance. Restricting access based on security allows you to create protection
for resources that should only be transmitted over a secure channel.

To limit access based on security, using the steps described for setting access control for a
server instance, you would:

1. Usethe Server Manager to select the server instance.
2. Choosethe Preferences tab.

3. Click the Restrict Accesslink.
4

Select the entire server from the drop-down list in Pick a Resource and click Edit
Access Control.

5. Createanew rule alowing read and execute rights to all.

This meansthat if a user wantsto add, update, or delete afile or directory, thisrule
won't apply and the server will search for another rule that matches.

6. Create another new rule denying write and delete rights to all.
7. Click X link to create a customized expression.
8. Enterssl="on”

Example:

user = "anyone" and ssl="on”

9. Submit and Apply your changes.

Any errors in the custom expression will generate an error message. Make corrections and
submit again.

Working with Dynamic Access Control Files

Server content is seldom managed entirely by one person. Y ou may need to allow end users
to access a subset of configuration options so that they can configure what they need to,
without giving them access to the iPlanet Web Server. The subset of configuration options
are stored in dynamic configuration files.
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The following topics are described in this section:
* Using .htaccess Files
e Supported .htaccess Directives

« .htaccess Security Considerations

Using .htaccess Files

iPlanet Web Server suppartg access dynamic configuration files. You can enable

. ht access files either through the user interface or by manually changing the
configuration files. The files that suppotit access are in the

server_root/ pl ugi ns/ ht access directory. These files include a plug-in that enables
you to use ht access files and a script for convertingisconf i g files to. ht access

files.

You can use ht access files in combination with the server’s standard access control. The
standard access controls are always applied beforehamy cess access control,

regardless of the ordering Bdit hCheck directives. Do not require user authentication with
both standard ancht access access control when user-group authentication is ‘Basic’
You could use SSL client authentication via the standard server access control, and also
require HTTP ‘Basic’ authentication via aht access file.

This section includes the following topics:

e Enabling .htaccess from the User Interface

e Enabling .htaccess from magnus.conf

e Converting Existing .nsconfig Files to .htaccess Files
» Using htaccess-register

« Example of an .htaccess File

Enabling .htaccess from the User Interface
To configure your iPlanet Web Server to use access, perform the following steps:

1. Access the Server Manager and select the server instance you wish to enable
. ht access for.

2. Click on the Class Manager link at the top of the screen.
3. Select the Content Mgmt tab.

4. Click on the. ht access Configuration link.
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5. Select the server to edit by:
o Choosing the entire server or a specific server from the drop-down list
o Choosing the directory and files to edit by clicking Browse
o Choosing awildcard pattern to edit by clicking Wildcard
6. Select Yesto activate .htaccess.
7. Enter the file name where you want the .ht access configuration to be added.
8. Click OK.
9. When finished, click Apply.
10. Select hard start /restart or dynamically apply.

Enabling .htaccess from magnus.conf

To manually enable your sever to usethe. ht access, you need to first modify the server's
magnus. conf file to load, initialize, and activate the plug-in.

1. Openmagnus. conf intheserver_root! https-server_nanel confi g file.
2. After the othel ni t directives, add the following lines:
o For Unix/Linux:

Init fn="load-modules” funcs="htaccess-init,htaccess-find”
shlib="  server_root/plugins/htaccess/htaccess.so”
NativeThread="no"

Init fn="htaccess-init”

o For Windows NT:

Init fn="load-modules”
funcs="htaccess-init,htaccess-find,htaccess-register”
shlib="" server_root/plugins/htaccess/htaccess.dll”
NativeThread="no"

Init fn="htaccess-init”

o For HP:

Initfn="load-modules”
funcs="htaccess-init,htaccess-find,htaccess-register
shlib="<server_root>/plugins/htaccess/htaccess.sl”
NativeThread="no"

Init fn="htaccess-init”

”
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3. (Optional) Make thefinal line read:
Init fn="htaccess-init"[groups-with-users=yes]
4. Click File/Save.
5. Open obj.conf
6. Add the PathCheck directive as the last directive in the object.

a. Toactivate.htaccess file processing for all directories managed by avirtual
server, add the PathCheck directive to the default object in the object.conf
file

<Object name="default">

PathCheck fn="htaccess-find"
</Object>
.htaccess  processing should be the last PathCheck directive in the object.

b. Toactivate .htaccess file processing for particular server directories, place the
PathCheck directive in the corresponding definition in magnus.conf

7. Tonameyour .htaccess files something other than .htaccess , you must specify
the filename in the PathCheck directive using the following format:

PathCheck fn="htaccess-find" filename=" filename"

NOTE The next time you use the Administration Server, you will be warned that
manual edits have been applied. Click Apply to accept your changes.

Subsequent access to the server will be subject to .htaccess  access control in the
specified directories. For example, to restrict write accessto .htaccess  files, create a
configuration style for them, and apply access control to that configuration style. For more
information, see Chapter 17, “Applying Configuration Styles.”

Converting Existing .nsconfig Files to .htaccess Files

iPlanet Web Server 6.0 includes titeconvert plug-in for converting your existing
.nsconfi g files to. ht access files. The . nsconf i g files are no longer supported. If you
have been usingisconfi g files, you should convert them toit access files.
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When activated, ht convert searchesthegivenserver. xm files for pf x2di r and
document - r oot directives. Each . nsconfi g filefound will be translated into an
. ht access file. Multiple obj.conf files can be converted depending on configuration.

NOTE If thereisan existing . ht access file, ht convert will produce an
.ht access. newfile, and give awarning. If . ht access and
. ht access. new already exist, the new file will be named
.ht access. new. new. The. newwill be repeatedly appended.

Theht convert plug-in currently only supportsthe Rest ri ct Access and Requi r eAut h
directives, and the <Fi | es> wrapper. If <Fi | es> other than <Fi | es* > are presented, the
script will give awarning and behave as though all filesin the directory are to be
access-controlled.

To convert your files, at the command prompt, enter the path to Perl on your system, the
path to the plug-in script, and the path to your ser ver . xn file. For example:

server_root\ i nstal I\ perl server_root/plugi ns/htaccess/ ht convert
server_root/ htt ps- server _nane/ confi g/ server. xn

All . nsconfi g filesare convertedto . ht access files, but not deleted.

Thegr oups-wi t h- user s option facilitates handling large numbers of usersin groups. If
you have many usersin a group, follow these steps:

1. Revisetheformat of the user file format to list all the groups a user belongs to:
user name: passwor d: groupl, group2, group3, ... groupn
2. Revisethe Aut hGroupFi | e directiveto point to the samefile asthe Aut hUser Fi | e.
Alternatively, you can:
1. Removethe Aut hGroupFi | e directive entirely.
2. Addthefollowingtothel nit fn=htaccess-init lineinthemagnus. conf file

groups-w t h-users="yes"

Using htaccess-register

Theht access-regi st er isanew function allowing you to create your own
authentication methods. Like Apache you can create external authentication modules and
plug them into the . ht access module viaht access- r egi st er . Two sample modules
areprovided in server_root/ pl ugi ns/ nsapi / ht access.
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Y ou can use external modules to create one or more new directives. For example, you might
specify the user database for authentication. The directives may not appear within<Li mi t >
or <Li m t Except > tags.

Example of an .htaccess File
The following example shows an . ht access file:

<Limt> GET PCST

order deny, al | ow

deny from all

allow fromall

</[Limt>

<Lim t> PUT DELETE

order deny, al | ow

deny fromall

</[Limt>

Aut hNarme nxyzpt | k. kawai i . com

Aut hUser Fil e /server _root/ nxyz-docs/service. pwd
Aut hGroupFi | e /server_root/ nmkyz-docs/service.grp

Supported .htaccess Directives

Thefollowing . ht access directives are supported in this release:

allow

Syntax

Allows from host where:

* hostis all, to allow access from all client hosts
* hostis all or the last part of a DNS host nhame
e hostis a full or partial IP address

Does not need to be enclosed withikLami t > or <Li mi t Except > range but usually is.

Effect
Allows access to the specified hosts. Normally appears insitena t > range.
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deny

Syntax

Deny from host where;

e hostis all, to deny access from all client hosts
* hostis all or the last part of a DNS host nhame
e hostis a full or partial IP address

Does not need to be enclosed kLani t > <Li mi t Except > range but usually is.

Effect
Denies access to the specified hosts. Normally appears insideriat > range.

AuthGroupFile

Syntax
Aut hG oupFi | e filename where filename is the name of file containing group definitions
in the form: groupname: user user.

Must not appear within aLi mi t > or <Li mi t Except > range.

Effect

Specifies that the named group file is to be used for any group definitions referenced in a
require group directive. Note that if the filename specified ialamG oupFi | e directive

is the same as the filename infan hUser Fi | e directive, the file is assumed to contain
users and groups in the format:

user nane: DES- encr ypt ed- passwor d: conmre- separ at ed- | i st - of - gr oups

AuthUserFile

Syntax
Aut hUser Fi | e filename where:

« filename is the name of file containing user definitions in the form:
user nane: passwor d

e username is a user login name, and password is the DES-encrypted password.

Must not appear within aLi mi t > or <Li mi t Except > range.
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Effect
Specifies that the named user fileisto be used for any user names referenced in arequire
user or require valid-user directive.

Note that the use of gr oups-wi t h-users=yes inthelnit fn=htaccess-init
directiveinobj . conf , or specifying an Aut hGr oupFi | e directive with the same filename,
causes that file to be assumed to be in the format:

user namne: DES- encr ypt ed- passwor d: comra- separ at ed- | i st - of - gr oups

AuthName

Syntax
Aut hNarre authentication realm where authentication realm is a string identifying an
authorization realm to be associated with any request for user authentication.

Must not appear within a<Li mi t > or <Li ni t Except > range.
Effect

The authentication realm string typically appears in the prompt for username and password
on the client side. It may affect caching of username and password on the client.

AuthType

Syntax
Aut hType Basic. Must not appear within a<Li mi t > or <Li m t Except > range.

Effect
Specifies the user authentication method as HTTP Basic Authentication, the only method
currently supported.

<Limit>

Syntax

<Limt nethod nethod ...>

al l ow, deny, order, or require directives
</Limt>

where method is an HTTP method such as GET, POST, or PUT. Any method that the web
server understands can be used here.
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Effect
Applies the enclosed directives only for requests using the specified HTTP methods.

<LimitExcept>

Syntax
<Li m t Except nethod nethod ...>

al l ow, deny, order, or require directives
</ Li mt Except >

where method is an HTTP method such as GET, POST, or PUT. Any method that the web
server understands can be used here.

Effect
Applies the enclosed directives only for requests types not matching the specified HTTP
methods.

order

Syntax

Order ordering where ordering is one of:
« allow, deny

e deny, allow

*  mutual-failure

Does not need to be enclosed withikLami t > or <Li mi t Except > range, but usually is.

Effect
- allows, denies, evaluates allow directives and then deny directives

* denies, allows, evaluates deny directives and then allow directives

* mutual-failure denies access for a host listed in both allow and deny directives,
regardless of their ordering
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require

Syntax

*  requires group groupname groupname
*  requires user username username

e requires valid-user

Does not need to be enclosed withilLani t > or<Li m t Except > range, but usually is.

Effect
e requires group requires the authenticated user to be a member of one of the specified
groups.

e requires user requires the authenticated user to be one of the specified users.

e requires valid-user requires an authenticated user

.htaccess Security Considerations

By default, server support for HTTP PUT is disabled. You can activate HTTP PUT using
the Remote File Manipulation page of Content Mgmt in the Class Manager. Great care
should be taken in allowing PUT access to directories contaihingccess files, since it

will allow them to be replaced. PUT access can be prevented on all files in a directory by
restricting access. See “Restricting Access to a Directory (Path),” on page 180.

Controlling Access for Virtual Servers

Access control information in iPlanet Web Server 6.0 can come from a per-virtual server
ACL file and. ht access files in the document directories. Thiet access system is
unchanged from iPlanet Web Server 4.x.

Yourserver. xnm file can contain one or more ACLFILE tags which define an ID
associated to a particular standard iPlanet Web Server 6.x ACL file. For example:

<ACLFI LE i d="standard" fil e="standard. acl ">

For virtual servers to use access control you must create a reference to one or more ACL file
IDs in their ‘aclids’ property. Example:

<VS aclids="standard">
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This configuration allows multiple virtual serversto sharethe same ACL file. If youwant to
reguire user-group authentication for avirtual server, you must add one or more USERDB
tagsto its definition. These USERDB tags create a connection between the database names
in your ACL file and the actual databases found indbswi t ch. conf .

The following example maps the ACLs with no ‘database’ attribute to the ‘default’ database
in dbswi t ch. conf:

<VS>
<USERDB id="default” database="default"/>
</VS>

Accessing Databases from Virtual Servers

Y ou can globally define user authentication databases in the dbswitch.conf ~ file. Itis
only read at server startup.

The baseDN of the LDAP URL in dbswitch.conf  definesthe global root of all accesses
to the database. This maintains backward compatibility. For most new installations, the
baseDN would be empty.

desuffix  isanew attribute for LDAP databases in dbswitch.conf  that defines the root

of the DC tree according to the iPlanet LDAP schema. It is relative to the baseDN in the
LDAP URL. Whenthedcsuffix  attributeis present, the LDAP database isiPlanet LDAP
schema compliant, and the behaviour of some operations changes. For more information
about the iPlanet LDAP schema, and an example see “The iPlanet LDAP Schema” in
Chapter 8 of th&lSAPI Programmer’s Guide

For every virtual server, you can define one or more USERDB blocks that point to one of the
directories, and you can define additional information. The USERDB blocks ID can be
referenced in the database parameter of the ACL. If avirtual server has no USERDB blocks,
user or group-based ACLswill fail.

USERDB tags define an additional layer of indirection between the database attribute of an
ACL and dbswi t ch. conf . Thislayer of indirection adds the necessary protection for the
server administrator to have full control over which databases virtual server administrators
have access to.

For more information on USERDB, see “User DB Selection” in Chapter 8 &iSABI
Programmer’s Guide
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Specifying LDAP Databases in the User Interface

After you have defined one or more user authentication databasesin dbswi t ch. conf, you
can use the Class Manager to configure which databases each of your virtual servers will
use for authentication. Y ou can also use the Class Manger to add a newly created database
definition from dbswi t ch. conf for the virtual server to authenticate against

To specify which LDAP database or databases a virtual server should use, perform the
following steps:

1. Accessthe Server Manager and select the Virtual Server Classtab.

2. Click on the virtual server class link where you wish to specify the LDAP database
listed under Tree View of the Server.

3. Select the Virtual Serverstab, if not already displayed.
4. Click the ACL Settingslink.
5. Choose ACL Settings from the Select a Setting drop-down list.
The ACL Settings for Virtual Servers pageis displayed.
6. Choose Edit from the drop-down list in the Option column, if not already displayed.

7. Select adatabase configuration from the drop-down list in the Database column of the
virtual server you are editing.

8. Click OK.

9. Closethe Edit ACL Fileswindow.
10. Click Apply.

11. Choose dynamically apply.

Editing Access Control Lists for Virtual Servers

ACLsfor virtual servers are created for the server instance that the virtual server residesin.
Virtual server ACL settings default to those created for the server instance. However,
access control for each virtual server can be edited through the Class Manager. Y ou would
also use this method to add a newly created ACL fileto avirtua server.
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To edit ACL settings for avirtual server, perform the following steps:
1. Accessthe Server Manager and select the Virtual Server Class tab.

2. Click on the virtual server class link where you wish to specify the LDAP database
listed under Tree View of the Server.

3. Select the Virtual Serverstab, if not already displayed.
4. Click the ACL Settingslink.

5. Choose Edit or Delete from the drop-down list in the Option field for each virtual
server you wish to change.

6. Click the Edit link in the ACL Filefield to display the available ACL files.
7. Select one or more ACL filesto add or delete for the virtual server.

A virtual server can have multiple ACL files because they may have multiple document
roots.

8. Choose the database to associate the ACL list with from the drop-down list.
9. (Optional) Enter the BaseDN.

10. Click OK when you have finished making changes.

11. Click Apply.

12. Select dynamically apply.
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Using Log Files

You can monitor your server’s activity using several different methods. This
chapter discusses how to monitor your server by recording and viewing log files.
For information on using the built-performance monitoring services, quality of
service features, or SNMP, see Chapter 10, “Monitoring Servers.”

This chapter contains the following sections:
= About Log Files

= Viewing an Access Log File

= Viewing the Error Log File

= Archiving Log Files

= Setting Log Preferences

< Running the Log Analyzer

= Viewing Events (Windows NT)

About Log Files

Server log files record your server’s activity. You can use these logs to monitor
your server and to help you when troubleshooting. The error log file, located in

ht t ps- server_name/ | ogs/ err or s in the server root directory, lists all the errors the
server has encountered. The access log, located in

ht t ps- server_name/ | ogs/ access in the server root directory, records information
about requests to the server and the responses from the server. You can configure
the information recorded in the iPlanet Web Server access log file. You use the log
analyzer to generate server statistics. You can back up server error and access log
files by archiving them.
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NOTE Due to limitations in the operating system, iPlanet Web Server
cannot work with log files larger than 2GB on Linux. As soon as the
maximum file size is reached, logging will cease.

Viewing an Access Log File

You can view the server’s active and archived access log files.

To view the Administration Server’s access log from the Administration Server,
choose the Preferences tab, and then choose the View Access Log page..

To view an access log for the server instance from the Server Manager, choose the
Logs tab, and then choose the View Access Log page

To view an access log for an individual virtual server from the Class Manager,
select a virtual server to manage from the highlighted Manage Virtual Servers
page, then click the link under the heading Access Log on the Virtual Server
Manager page. You can specify the number of entries to view or entries with a
conditional qualifier of your choice.

The following is an example of an access log in the Common Logfile Format (you
specify the format in the Log Preferences window; see “Setting Log Preferences” on
page 202 for more information):

wiley.a.com - - [16/Feb/2001:21:18:26 -0800] “GET / HTTP/1.0” 200 751

wiley.a.com - - [17/Feb/2001:1:04:38 -0800] “GET /docs/grafx/icon.gif HTTP/1.0” 204 342
wiley.a.com - - [20/Feb/2001:4:36:53 -0800] “GET /help HTTP/1.0” 401 571

arrow.a.com - john [29/Mar/2001:4:36:53 -0800] “GET /help HTTP/1.0” 401 571

Table 9-1 describes the last line of this sample access log.

Table 9-1 The fields in the last line of the sample access log file

Access Log Field Example

Hostname or IP address of  arrow.a.com. (In this case, the hostname is shown because

client the web server’s setting for DNS lookups is enabled; if DNS
lookups were disabled, the client’s IP address would
appear.
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Table 9-1 The fields in the last line of the sample access log file (Continued)

Access Log Field Example

RFC 931 information - (RFC 931 identity not implemented)

Username john (username entered by the client for authentication)
Date/time of request 29/Mar/1999:4:36:53 -0800

Request GET Zhelp

Protocol HTTP/1.0

Status code 401

Bytes transferred 571

The following is an example of an access log using the flexible logging format (you
specify the format in the Log Preferences page; see “Setting Log Preferences” on
page 202 for more information):

wiley.a.com- - [25/Mar/2001:12:55:26 -0800] "GET /index.htm HTTP/1.0" "GET"
"[2-" "HITP/ 1.0" 304 0 - Mozilla/2.0 (WnNT; 1)

wley.a.com- - [25/Mar/2001:12:55:26 -0800] "GET / HTTP/1.0" "GET" "/?-"
"HTTP/ 1. 0" 304 O - Mzilla/2.0 (WnNT; 1)

wiley.a.com- - [25/Mar/2001:12:55:26 -0800] "GET / HTTP/1.0" "GET" "/?-"
"HTTP/ 1. 0" 304 O - Mzilla/2.0 (X11; |; IRIX 5.3 1P22)

Viewing the Error Log File

The error log file contains errors the server has encountered since the log file was
created; it also contains informational messages about the server, such as when the
server was started. Unsuccessful user authentication is also recorded in the error
log. Use the error log to find broken URL paths or missing files.

To view the Administration Server’s error log file, from the Administration Server,
choose the Preferences tab, and choose the View Error Log page.

To view a server instance’s error log file, from the Server Manager, choose the Logs
tab, and choose the View Error Log page.
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To view an error log for an individual virtual server, from the Class Manager,
select a virtual server to manage from the highlighted Manage Virtual Servers
page, then click the link under the heading Error Log on the Virtual Server
Manager page. You can specify the number of entries to view or entries with a
conditional qualifier of your choice.

The following are two examples of entries in the error log; the first example shows
an informational message indicating successful start up of the server, the second
example indicates that the client wi | ey. a. comrequested the filereport. ht m , but
the file wasn’t in the primary document directory on the server.

[[22/Jan/ 2001: 14: 31: 41] info (39700): successful server startup

[ 22/ Jan/ 2001: 14: 31: 41] info (39700): i Pl anet-WbServer-Enterprise/6.0

BB1- 01/ 22/ 2001 01: 45

[ 22/ Jan/ 2001: 14: 31: 42] warning (13751): for host wiley.a.comtrying to GET
/report.htm, send-file reports: can’t find

/usr1/irenem ES60- 0424/ docs/ report.htm (File not found)

Archiving Log Files

You can set up your access and error log files to be automatically archived. At a
certain time, or after a specified interval, your logs will be rotated. iPlanet Web
Server saves the old log files and stamps the saved file with a name that includes
the date and time they were saved. For example, you can set up your access log
files to rotate every hour, and iPlanet Web Server saves and names the file
“access. 199907152400,” where name of the log file, year, month, day, and
24-hour time is concatenated together into a single character string. The exact
format of the log archive file varies depending upon which type of log rotation you
set up.

iPlanet Web Server offers the two types of log rotation for archiving files:
Internal-daemon log rotation and Cron-based log rotation.

Internal-daemon Log Rotation

This type of log rotation happens within the HTTP daemon, and can only be
configured at startup time. Internal daemon log rotation allows the server to rotate
logs internally without requiring a server restart. Logs rotated using this method
are saved in the following format:
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access. <4 digit year><2 digit nonth><2 digit day><4 digit 24-hour tine>
error.<4 digit year><2 digit nonth><2 digit day><4 digit 24-hour tine>

You can specify the time used as a basis to rotate log files and start a new log file.
For example, if the rotation start time is 12:00 a.m., and the rotation interval is 1440
minutes (one day), a new log file will be created immediately upon save regardless
of the present time and collect information until the rotation start time. The log file
will rotate every day at 12:00 a.m., and the access log will be stamped at 12:00 a.m.
and saved as access. 199907152400. Likewise, if you set the interval at 240
minutes (4 hours), the 4 hour intervals begin at 12:00 a.m. such that the access log
files will contain information gathered from 12:00 a.m. to 4:00 a.m., from 4:00 a.m.
to 8:00 a.m., and so forth.

If log rotation is enabled, log file rotation starts at server startup. The first log file to
be rotated gathers information from the current time until the next rotation time.
Using the previous example, if you set your start time at 12:00 a.m. and your
rotation interval at 240 minutes, and the current time is 6:00 a.m., the first log file to
be rotated will contain the information gathered from 6:00 a.m. to 8:00 a.m, and the
next log file will contain information from 8:00 a.m. to 12:00 p.m. (noon), and so
forth.

Cron-based Log Rotation

This type of log rotation is based on the time stored in the cr on. conf file in the
server_root/ https-adnmserv/ confi g/ directory. This method allows you to
archive log files immediately or have the server archive log files at a specific time
on specific days. The server’s cron configuration options are stored in

ns-cron. conf inthe server_root/ https-adnserv/ confi g/ directory. Logs
rotated using the cron based method are saved as the original filename followed by
the date and time the file was rotated. For example, access might become

access. 24Apr - 0430PMwhen it is rotates at 4:30 p.m.

Log rotation is initialized at server startup. If rotation is turned on, iPlanet Web
Server creates a time-stamped access log file and rotation starts at server startup.

Once the rotation starts, iPlanet Web Server creates a new time stamped log file
when there is a request or error that needs to be logged to the access or error log file
and it occurs after the prior-scheduled “next rotate time”.

NOTE You should archive the server logs before running the log analyzer.
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To archive log files and to specify whether to use the Internal daemon method or
the cron based method, use the Archive Log page in the Server Manager.

Setting Log Preferences

During installation, an access log file named access was created for the server.
You can customize access logging for any resource by specifying whether to log
accesses, what format to use for logging, and whether the server should spend time
looking up the domain names of clients when they access a resource.

To use one log file for multiple virtual servers, that log file should have %si d%in
its format string for the access log and LogVsi d should be turned on in the
magnus. conf file for the error log. Follow the steps below to access the

magnus. conf file and the logging preferences in the Administration Server Ul to
make the needed changes. The changes are effected following restart of the
Administration server.

To turn on LogVsld:
1. Access the Server Manager and choose the Preferences tab.
2. Click the Magnus Editor link.

3. Select the Logging Settings from the Select a Setting drop-down list and click
Manage.

4. Select On for the LogVsld value
5. Click the OK button.
To add %vsid% to the log file format string:

1. Access the Server Manager and choose the Logs tab.

2. Click the Log Preferences link.
3. Enter a new log file location and filename in the Log File: text box.
4. Click the Only Log: radio button.
5. Click the Vsid check box. Alternatively to this, you can click the Custom
Format: radio button and add the string ‘%vsid%.
NOTE When adding the custom format string ‘%vsid%, you must use a

new access log file.
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For information on the LogVsld directive in nagnus. conf, see the section “Error
Logging and Statistic Collection” in the NSAPI Programmer’s Guide.

When changing the format of an existing log file, you should first delete/rename
the existing log file OR use a different file name.

Server access logs can be in Common Logfile Format, flexible log format, or your
own customizable format. The Common Logfile Format is a commonly supported
format that provides a fixed amount of information about the server. The flexible
log format allows you to choose (from iPlanet Web Server) what to log. A
customizable format uses parameter blocks that you specify to control what gets
logged. For a list of customizable format parameters, see the NSAPI Programmer’s
Guide.

Once an access log for a resource has been created, you cannot change its format
unless you archive it or create a new access log file for the resource.

You can specify logging preferences using the Log Preferences page in the Server
Manager, or you can manually configure the following directives in the obj . conf
(or magnus. conf) file. In magnus. conf, the server calls the function f | ex-i ni t
to initialize the flexible logging system and the function f | ex- | og to record
request-specific data in a flexible log format. To log requests using the common log
file format, the server callsi ni t - cl f to initialize the Common Log subsystem
which is used in obj . conf, and common- | og to record request-specific data in the
common log format (used by most HTTP servers).

For more information on the NSAPI logging functions, including valid directives
and parameters, see the NSAPI Programmer’s Guide.

Easy Cookie Logging

iPlanet Web Server has an easy way to log a specific cookie using the flexlog
facility. Add “Req- >header s. cooki e. cooki e_nane” to the line that initializes the
f1 ex-1 og subsystem in the configuration file obj . conf . This logs the value of the
cookie variable cooki e_nane if the cookie variable is present in the request’s
headers, and logs “-” if it is not present.
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Running the Log Analyzer

The server-root/extras/| og_anly directory contains the log analysis tool that
runs through the Server Manager user interface. This log analyzer analyzes files in
common log format only. The HTML document in the | og_anl y directory that
explains the tool’s parameters. The server - root/ extras/ f1 ex_anl g directory
contains the command-line log analyzer for the flexible log file format. However,
the Server Manager defaults to using the flexible log file reporting tool, regardless
of whether you’ve selected common or flexible log file format.

Use the log analyzer to generate statistics about your default server, such as a
summary of activity, most commonly accessed URLSs, times during the day when
the server is accessed most frequently, and so on. You can run the log analyzer
from iPlanet Web Server or the command line. The log analyzer cannot generate
statistics for virtual servers other than the default server. However, statistics can be
viewed for each virtual server as described in “Viewing an Access Log File” on
page 198

NOTE Before running the log analyzer, you should archive the server logs.
For more information about archiving server logs, see “Archiving
Log Files” on page 200.

To run the log analyzer from the Server Manager, follow these steps:
1. From the Server Manager, click the Logs tab.
2. Click Generate Report.
3. Fillin the fields.
4. Click OK.
The report appears in a new window.
For more information, see the Generate Report Page in the online help.

To analyze access log files from the command line, run the tool, f | exanl g, which is
in the directory server-installlextras/fl ex_anlg.

To run f | exanl g, type the following command and options at the command
prompt:

[-n name] [-x] [-r] [-p order] [-i file]* [ -m

flexanlg [ -P ]
[ ofile]l][ c opts] [-t opts] [-] opts]

metafile ]*
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The following describes the syntax.

flexanlg -h.):

-P: proxy | og format Default: no
-n servernanme: The name of the server
-x @ Qutput in HTM. Default: no
-r : Resolve | P addresses to hostnanes Default: no
-p [c,t,1]: Qutput order (counts, tinme stats, lists) Default: ct
-i filenane: Input log file(s) Def aul t: none
-o filenane: Qutput log file Def aul t: stdout
-mfilenane: Meta file(s) Def aul t: none
-c [h,n,r,f,e,u,0,k,c,z]: Count these item(s) - Def aul t: hnreuokc
h: total hits
n: 304 Not Modified status codes (Use Local Copy)
r: 302 Found status codes (Redirects)
f: 404 Not Found status codes (Document Not Found)
e: 500 Server Error status codes (M sconfiguration)
u: total unique URL's
o: total unique hosts
k: total kil obytes transferred
c: total kil obytes saved by caches

z: Do not count any itens.
-t [sx, mx, hx, xx,z]: Find general stats - Default:s5nmbh24x10
s(nunber): Find top (number) seconds of |og
m(nunber): Find top (nunber) mnutes of |og
h(nunber): Find top (nunber) hours of |og
u(nunber): Find top (nunber) users of |og
a(nunber): Find top (nunber) user agents of |og
r(nunber): Find top (nunmber) referers of |og
x(nunber): Find top (nunber) for mscell aneous keywords
z: Do not find any general stats
-1 [cx,hx]: Make a list of - Default: c+3h5
c(x, +x): Most comonly accessed URLsS
(x: Only list x entries)
(+x: Only list if accessed nore than x times)
h(x, +x): Hosts (or |P addresses) nobst often accessing your server
(x: Only list x entries)
(+x: Only list if accessed nore than x tines)
z: Do not make any lists
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Viewing Events (Windows NT)
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In addition to logging errors to the server error log (see “Viewing the Error Log
File” on page 199), iPlanet Web Server logs severe system errors to the Event
Viewer. The Event Viewer lets you monitor events on your system. Use the Event
Viewer to see errors resulting from fundamental configuration problems, which
can occur before the error log can be opened.

To use the Event Viewer, perform the following steps:

1. From the Start menu, select Programs and then Administrative Tools. Choose
Event Viewer in the Administrative Tools program group.

2. Choose Application from the Log menu.

The Application log appears in the Event Viewer. Errors from iPlanet Web Server
has a source label of ht t ps- serveri d or WebSer ver 6. 0.

3. Choose Find from the View menu to search for one of these labels in the log.
Choose Refresh from the View menu to see updated log entries.

For more information about the Event Viewer, consult your system
documentation.
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Monitoring Servers

This chapter contains information on ways to monitor your server, including the built-in
monitoring tool, the quality of service features, and Simple Network Management Protocol
(SNMP).

Y ou can use SNMP together with iPlanet management information bases (M1B) and

network management software such as HP OpenView to monitor your serversin real-time

just as you monitor other devices in your network. If you're using Windows NT, SNMP is
built in and already enabled.

You can view the server’s status in real time by using the statistics feature or the SNMP. If
you're using Unix or Linux, you must configure your iPlanet server for SNMP if you plan

to use it. This chapter provides the information you need to use SNMP on Unix or Linux
with your iPlanet server.

The following topics are included in this chapter:
e Monitoring the Server Using Statistics

« Using Quality of Service

*  SNMP Basics

e TheiPlanet Web Server MIB

e Setting Up SNMP

e Using a Proxy SNMP Agent (Unix/Linux)

« Reconfiguring the SNMP Native Agent

* Installing the SNMP Master Agent

« Enabling and Starting the SNMP Master Agent
«  Configuring the SNMP Master Agent
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< Enabling the Subagent
* Understanding SNMP Messages

Monitoring the Server Using Statistics
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You can use the statistics feature to monitor your server’s current activity. The statistics
show you how many requests your server is handling and how well it is handling these
requests. You can view some statistics for individual virtual servers, and others for the
entire server instance. If the interactive server monitor reports that the server is handling a
large number of requests, you may need to adjust the server configuration or the system’s
network kernel to accommodate the requests. For more information, see the online
Performance Tuning and Szing Guide on

http://docs.ipl anet. coni docs/ nanual s/ enterprise. htn .

Once you enable statistics, you can view statistics in the following areas:

e connections

« DNS
« KeepAlive
* cache

e virtual servers

For a description of the various server statistics for which the interactive server monitor
reports the totals, see the Monitor Current Activity page in the online help.

CAUTION  When you enable statistics/profiling, statistics information will be available to any
user of your server. See the description of stats-xml inthe NSAPI Programmer’s
Guidefor more information.

Enabling Statistics

To enable statistics, follow these steps:
1. From the Server Manager, click the Monitor tab.
2. Click Monitor Current Activity

3. Click Yes to enable statistics.
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Using Quiality of Service

Click OK.
Click Apply to apply your changes. Y ou do not need to restart the server.

For more information on enabling statistics, see the online help.

Using Statistics

Once you've enabled statistics, you can get a variety of information on how your server
instance and your virtual servers are running. The statistics are broken up into functional
areas.

To access statistics, follow these steps:

1.
2.
3.

From the Server Manager, click the Monitor tab.
Click Monitor Current Activity.
From the pull-down list, choose the poll interval.

The poll interval is the number of seconds between updates of the statistics information
displayed.

From the pull-down list, choose the kind of statistics you want displayed.
Click OK.

If your server instance is running, and you have enabled statistics/profiling, you see a
page displaying the kind of statistics you selected. The page is updated every 5-15
seconds, depending upon what you chose for the poll interval.

You can use the data you see in statistics to tune your server. For more information, see the
online Performance Tuning and Szing Guide on
http://docs.ipl anet. conf docs/ manual s/ enterprise. htn .

Using Quality of Service

Quality of Service refers to the performance limits you set for a server instance virtual
server class, or virtual server. For example, if you are an ISP, you might want to charge
different amounts of money for virtual servers depending on how much bandwidth you
allow them. You can limit two areas: the amount of bandwidth and the number of
connections.
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Y ou can enabl e these settings for the entire server or for a class of virtual serversin the
Server Manager from the Monitor tab. However, you can override these server or

class-level settings for an individual virtual server. For more information on setting quality
of servicelimitsfor anindividual server, see“Configuring Virtual Server Quality of Service
Settings,” on page 319.

Two settings govern how traffic is counted and how often the bandwidth is recomputed: the
recompute interval and the metric interval. The recompute is how often (in milliseconds)
the bandwidth is computed. The metric interval is the period of time for which data is used
in traffic calculations.

This section includes the following topics:
e Quality of Service Example

e Setting Up Quality of Service

« Required Changes to obj.conf

« Known Limitations to Quality of Service

Quality of Service Example

The following example shows how the quality of service information is collected and
computed:

The server has metric interval of 30 seconds.
The server starts up at a time of 0 seconds.
At time 1 second, an HTTP connection generates 5000 bytes of traffic to/from the server.

No more connections are made after that. At 30 seconds, the total traffic for the last 30
seconds is 5000 bytes.

At 32 seconds, the traffic sample from 1 second is discarded, since it is older than the 30
seconds of the metric interval. The total traffic for the last 30 seconds is now 0.

The recompute interval works similarly. The server’'s recompute interval is 100ms.

Continuing with the example, the bandwidth gets recomputed periodically every 100
milliseconds. The calculation is based on the amount of traffic as well as the metric interval.

At time 0 seconds, the bandwidth is calculated for the first time. The total traffic is zero,
divided by the metric interval of 30 seconds, gives a bandwidth of zero.
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At 1 second, the bandwidth is calculated for the 10th time (1000 milliseconds/ 100
milliseconds). Thetotal traffic is 5000 bytes, which is divided by 30 seconds. The
bandwidth is 5000/30 = 166 bytes per second.

At 30 seconds, the bandwidth is calculated for the 300th time. The total traffic is 5000
bytes, which is divided by 30 seconds. The bandwidth is 5000/30 = 166 bytes per second.

At 32 seconds, the bandwidth is computed again for the 320th time. The traffic isnow O
(since the one connection that generated traffic is too old to be counted), divided by 30,
gives a bandwidth of 0 bytes/second.

Setting Up Quiality of Service

To configure the quality of service settings for aserver instance or aclass of virtual servers,
you need to configure the settings in through the user interface. To actually enforce your
quality of service settings, you must also set up Server Application Functions (SAFS) in
your obj.conf file.

To configure quality of service, follow these steps:
1. From the Server Manager, click the Monitor tab.
2. Click Quality of Service.

A page appears listing general settings for quality of service, followed by alist
containing the server instance as awhole and each class of virtual servers.

3. Toenablequality of service asawhole, click Enable.

By default quality of serviceisdisabled. Enabling quality of serviceincreases server
overhead dlightly.

4. Choose the Recompute Interval.

The recomputeinterval isthe number of milliseconds between each computation of the
bandwidth for all servers, classes, and virtual servers. The default is 100 milliseconds.

5. Choose the Metric Interval.

The metric interval isthe interval in seconds during which the traffic is measured. The
default is 30 seconds. All bandwidth measured during thistime is averaged to give the
bytes per second.

Chapter 10 Monitoring Servers 211



Using Quiality of Service

10.

11.

12.

If your site has alot of largefile transfers, use alarge value (several minutes or more)

or thisfield. A large file transfer might take up all the allowed bandwidth for a short

metric interval, and result in connections being denied if you've enforced the
maximum bandwidth setting. Since the bandwidth is averaged by the metric interval, a
longer interval smooths out spikes caused by large files.

If the bandwidth limit is much lower than available bandwidth (for example, 1
MB-per-second bandwidth limit but with a 1 GB-per-second connection to the
backbone), the metric interval should be shortened.

Please note that if you have large static file transfers and a bandwidth limit that is much
lower than available bandwidth, you have to decide which situation to tune for, since
the problems require opposite solutions.

Enable quality of service for the server instance and/or the virtual server classes.

The lower portion of the screen lists the server instance and server classes. Choose
Enable as the action next to the items for which you want to enable quality of service.

Set the maximum bandwidth, in bytes per second.
Choose whether or not to enforce the maximum bandwidth setting.

If you choose to enforce the maximum bandwidth, once the server reaches its
bandwidth limit additional connections are refused.

If you do not enforce the maximum bandwidth, when the maximum is exceeded the
server logs a message to the error log.

Choose the maximum number of connections allowed.
This number is the number of concurrent requests processed.
Choose whether or not to enforce the maximum connections setting.

If you choose to enforce the maximum connections, once the server reaches its limit
additional connections are refused.

If you do not enforce the maximum connections, when the maximum is exceeded the
server logs a message to the error log.

Click OK.

Required Changes to obj.conf

To enable quality of service, you must include directives in gbjr conf to invoke two
Server Application Functions (SAFs): an AuthTrgos- handl er and an Error
gos-error.
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The gos- handl er AuthTrans directive must be the first Aut hTr ans configured in the
default object in order to work properly. The role of the quality of service handler isto
examine the current statistics for the virtual server, virtual server class, and global server,
and enforce the limits by returning an error.

iPlanet Web Server includes a built-in sample quality of service handler SAF, called
gos- handl er . This SAF logs when limits are reached, and returns 503 " Server busy" to
the server so that it can be processed by NSAPI.

iPlanet Web Server also includes a built-in sample error SAF called qos- er r or which
returns an error page stating which limits caused the 503 error and the value of the statistic
that triggered the limit. Y ou may want to alter the sample code to provide different error
information.

These samples are available at server_root/plugins/nsapi/examples/qos.c. Y ou can use
these samples, or you can write your own SAFs.

For more information on these SAFs and how to use them, see the NSAPI Programmer’s
Guide

Known Limitations to Quality of Service

When you use the quality of service features, keep in mind the following limitations:

The connection or bandwidth statistics are not shared across server processes becaus
of performance. In other words, the setting/efPr oc is not accounted for. So all the
limits apply individually to a server process, not to the aggregate of all processes. For
more information omvaxPr ocs and multiple processes, see the onfedormance

Tuning and Sizing Guide on

http://docs.ipl anet. conf docs/ manual s/ enterprise. htn .

The quality of service features only measure the HTTP bandwidth at the application
level. The HTTP bandwidth can differ from the actual TCP network bandwidth for a
variety of reasons:

o If SSLis enabled, handshakes and client certificate exchanges add to the traffic but
are not measured.

o If chunked encoding is enabled in either or both directions, the chunking layer
removes the chunk headers and they are not counted in the traffic. Other headers ol
protocol items are counted.

The quality of service features cannot accurately measure traffic from

PR _Transni t Fi | e calls. For basic I/O operations suchP&sSend()/ net _write

or PR_Recv()/ net _r ead, the data transferred can be quickly accounted for by the
bandwidth manager, since the number of bytes transferred in one system call is usually
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the size of abuffer and the I/O call returns quickly. This works very well to measure
the instantaneous bandwidth of dynamic content applications. However, because the
amount of data transferred from PR_Tr ansni t Fi | e isonly known at the end of the
transfer, it can’t be measured before it completes.

If the PR_Tr ansni t Fi | e is short, then the quality of service features will perform
adequately. However, If tHeR_Transni t Fi | e is long, such as in the case of a long

file downloaded by a dialup user, the whole amount of data transferred will be counted
at completion time. When the bandwidth manager recomputes bandwidth after the next
recompute interval period starts, the bandwidth computed will go up significantly
because of that recent large_Tr ansni t Fi | e. This case could cause the server to

deny all requests until the next metric interval, when the bandwidth manager will
"expire" the transmit file operation, since it is too old, and thus the bandwidth value

will go back down. If your site has a lot of very long static file downloads , the you
should increase the metric interval from the default 30 seconds.

The bandwidth computed is always an approximation because it is not measured
instantaneously, but is recomputed at regular intervals and over a certain period. For
example, if the metric interval is the default 30 seconds and the server is idle for 29
seconds, then the next second, a client could potentially use 30 times the bandwidth
limit in one second.

The quality of service bandwidth statistics are lost whenever the server is reconfigured
dynamically. In addition, the quality of service limitations are not enforced in threads
that have connections on an older, inactive configuration, because the bandwidth
manager thread only computes bandwidth statistics for the active configuration.
Potentially, a client that doesn’t close its socket for a long time and remains active so
that the server doesn’t time it out would not be subject to the quality of service
limitations after a server dynamic reconfiguration.

The concurrent connections are computed with a different granularity for virtual
servers than for virtual server classes and the global server instance. The connection
counter for an individual virtual server is incremented atomically immediately after the
request is parsed and routed to the virtual server. It is also decremented atomically at
the end of the response processing for that request. This means that the virtual server
connection statistics are always exact at any instant.

However, the connection statistics for the virtual server class and global server instance
are not updated instantly. They are updated by the bandwidth manager thread every
recompute interval. The connection count for the virtual server class is the sum of the
connections on all virtual servers of that class; and the global server instance
connection count is the sum of connections on all virtual server classes.
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Because of the way these values are computed, the number of connections for avirtual

server is always correct (and if you've enforced a limit to the number of connections,
you can never have more than the limit), and the virtual server class and server instance
values are not quite as accurate, since they’re only computed at intervals.

SNMP Basics

SNMP is a protocol used to exchange data about network activity. With SNMP, data travels
between a managed device and a network management station (NMS). A managed device i
anything that runs SNMP: hosts, routers, your web server, and other servers on your
network. The NMS is a machine used to remotely manage that network. Usually, the NMS
software will provide a graph to display collected data or use that data to make sure the
server is operating within a particular tolerance.

The NMS is usually a powerful workstation with one or more network management
applications installed. A network management application such as HP OpenView
graphically shows information about managed devices, such as your web servers. For
example, it might show which servers in your enterprise are up or down, or the number and
type of error messages received. When you use SNMP with an iPlanet server, this
information is transferred between the NMS and the server through the use of two types of
agents, the subagent and the master agent.

The subagent gathers information about the server and passes the information to the
server's master agent. Every iPlanet server, except for the Administration Server, has as
subagent.

NOTE After making any SNMP configuration changes, you must click the Apply button,
then restart SNM P subagent.

The master agent exchanges information between the various subagents and the NMS. Th
master agent is installed with the Administration Server.

You can have multiple subagents installed on a host computer, but only one master agent.
For example, if you had Directory Server, iPlanet Web Server, and the Messaging Server
installed on the same host, the subagents for each of the servers would communicate with
the same master agent.
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iPlanet Web Server stores variables pertaining to network management. Variables the

master agent can access are called managed objects. These objects are defined in atree-like
structure called the management information base (M1B). The MIB provides access to the

web server’s network configuration, status, and statistics. Using SNMP, you can view this
information from the network management workstation (NMS).

The top level of the MIB tree shows that the internet object identifier has four subtrees:
directory (1), mgmt (2), experimental (3), and private (4). The private (4) subtree contains
the enterprises (1) node. Each subtree in the enterprises (1) node is assigned to an individual
enterprise, which is an organization that has registered its own specific MIB extensions. An
enterprise can then create product-specific subtrees under its subtree. MIBs created by
companies are located under the enterprises (1) node. The iPlanet MIBs are located under
the enterprises (1) node.

Each iPlanet server subagent provides a MIB for use in SNMP communication. The server
reports significant events to the network management station (NMS) by sending messages
or trapscontaining these variables. The NMS can also query the server's MIB for data, or
can remotely change variables in the MIB.

Each iPlanet server has its own management information base (MIB). All iPlanet MIBs are
located at:

server_root/ pl ugi ns/ snnp

The iPlanet Web Server’'s MIB is a file calleds. ni b. This MIB contains the definitions
for various variables pertaining to network management for iPlanet Web Server.

The iPlanet Web Server 6.0 MIB has an object identifier of
http 60 (iws60 OBJECT IDENTIFIER ::= {http 60 }) and is located in the
server_root/ pl ugi ns/ snnp directory.

You can see administrative information about your web server and monitor the server in
real time using the iPlanet Web Server MIB. Table 10-1 lists and describes the managed
objects stored in thiews. mi b.

Table 10-1 iws. m b managed objects and descriptions

Managed object Description

i wsl nst anceTabl e iPlanet Web Server instances.
i wsl nstanceEntry iPlanet Web Server instance.
i wsl nst ancel ndex Server instance index.

i wsl nst ancel d Server instance identifier
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Table 10-1 iws. m b managed objects and descriptions (Continued)

Managed object

Description

i wsl nst anceVer si on

wsl nst anceDescri ption

wsl nst anceOr gani zat i on

wsl nst anceCont act

wsl| nst ancelLocati on

wsl nst anceSt at us

wsl nst anceUpt i nme

ws| nst anceDeat hCount

wsl nst anceRequest s

wsl nst ancel nCct et s

wsl nst anceQut Cct et s

wsl nst anceCount 2xx

wsl nst anceCount 3xx

wsl nst anceCount 4xx

wsl nst anceCount 5xx

ws| nst anceCount O her

ws| nst anceCount 302

String, such as

i Pl anet - WebSer ver-Enterprise/
6.0 BB1-01/24/2001 17:15
(SunOS DOVESTI C)

Description of the server instance.

Organization responsible for the server
instance.

Contact information for person(s)
responsible for server instance.

Where the server is located.
Status of the server instance.
How long the server has been running.

Number of times server instance processes
have gone down.

Number of requests processed by the server
instance.

Number of octets received by the server
instance. Will show 0 if information is not
available.

Number of octets transmitted by the server
instance. Will show 0 if information is not
available.

Number of 200-level (Successful) responses
issued by the server instance.

Number of 300-level (Redirection)
responses issued by the server instance.

Number of 400-level (Client Error)
responses issued by the server instance.

Number of 500-level (Server Error)
responses issued by the server instance.

Number of other (neither 2xx, 3xx, 4xx, nor
5xx) responses issued by the server instance.

Number of 302 (Moved Temporarily)
responses issued by the server instance.

Chapter 10 Monitoring Servers 217



The iPlanet Web Server MIB

218

Table 10-1 iws. m b managed objects and descriptions (Continued)

Managed object

Description

i wsl nst anceCount 304

ws| nst anceCount 400

wsl nst anceCount 401

wsl nst anceCount 403

wsl nst anceCount 404

wsVsTabl e

WsSVsSEntry

wsVs| ndex

wsVsl d

wsVsRequest s

wsVsl nCct et s

wsVsQut Cctet s

wsVsCount 2xx

wsVsCount 3xx

wsVsCount 4xx

ws Vs Count 5xx

wsVsCount O her

wsVsCount 302

wsVsCount 304

Number of 304 (Not Modified) responses
issued by the server instance.

Number of 400 (Bad Request) responses
issued by the server instance.

Number of 401 (Unauthorized) responses
issued by the server instance.

Number of 403 (Forbidden) responsesissued
by the server instance.

Number of 404 (Not Found) responses
issued by the server instance.

iPlanet Web Server virtual servers.
iPlanet Web Server virtual server.
Virtual server index.

Virtua server identifier.

Number of requests processed by the virtual
server.

Number of octets received by the virtual
server.

Number of octets transmitted by the virtual
Server.

Number of 200-level (Successful) responses
issued by the virtual server.

Number of 300-level (Redirection)
responses issued by the virtual server.

Number of 400-level (Client Error)
responses issued by the virtual server.

Number of 500-level (Server Error)
responses issued by the virtual server.

Number of other (neither 2xx, 3xx, 4xx, nor
5xx) responses issued by the virtual server.

Number of 302 (Moved Temporarily)
responses issued by the virtual server.

Number of 304 (Not Modified) responses
issued by the virtual server.

iPlanet Web Server, Enterprise Edition Administrator’s Guide ¢ August 2001



The iPlanet Web Server MIB

Table 10-1 iws. m b managed objects and descriptions (Continued)

Managed object

Description

wsVsCount 400

wsVsCount 401

wsVsCount 403

wsVsCount 404

wsProcessTabl e
wsProcessEntry
wsProcessl| ndex
wsProcessl d

wsPr ocessThr eadCount

wsProcessThreadl dl e

wsProcessConnect i onQueueCount

wsPr ocessConnect i onQueuePeak

wsProcessConnect i onQueueMax

wsProcessConnect i onQueueTot al

wsProcessConnecti onQueueQver fl ows

wsProcessKeepal i veCount

wsPr ocessKeepal i veMax

wsLi st enTabl e
wsLi stenEntry
wsLi st enl ndex

wsLi stenld

Number of 400 (Bad Request) responses
issued by the virtual server.

Number of 401 (Unauthorized) responses
issued by the virtual server.

Number of 403 (Forbidden) responsesissued
by the virtual server.

Number of 404 (Not Found) responses
issued by the virtual server.

iPlanet Web Server processes.

iPlanet Web Server process.

Process index.

Operating system process identifier.
Number of request processing threads.

Number of request processing threads
currently idle.

Number of connections currently in
connection queue.

Largest number of connections that have
been queued simultaneoudly.

Maximum number of connectionsallowed in
connection queue.

Number of connections that have been
accepted.

Number of connections rejected due to
connection queue overflow.

Number of connections currently in
keepalive queue.

Maximum number of connectionsallowed in
keepalive queue.

iPlanet Web Server listen sockets.
iPlanet Web Server listen socket.
Listen socket index.

Listen socket identifier.
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Table 10-1 iws. m b managed objects and descriptions (Continued)

Managed object Description

i wsLi st enAddr ess Address where socket listens.

i wsLi st enPort Port where socket listens.

i wsLi stenSecurity Encryption support.

i wsThr eadPool Tabl e iPlanet Web Server thread pools.

i wsThr eadPool Entry iPlanet Web Server thread pool.

i wsThr eadPool | ndex Thread pool index.

i wsThr eadPool Entry Thread pool identifier.

i wsThr eadPool Entry Number of requests queued.

i wsThr eadPool Entry Largest number of requests that have been
queued simultaneously.

i wsThr eadPool Entry Maximum number of requests allowed in
queue.

i wsl nst anceSt at usChange Ani wsl nst anceSt at usChange trap
signifiesthati wsl nst anceSt at us has
changed.

i wsVsCount 503 Number of 503 (Unavailable) responses
issued.

i wsl nst anceCount 503 Number of 503 (Unavailable) responses
issued.

Setting Up SNMP

In general, to use SNMP you must have a master agent and at least one subagent installed
and running on ayour system. Y ou need to install the master agent before you can enable a
subagent.

The procedures for setting up SNMP are different depending upon your system. Table 8.1
provides an overview of procedures you will follow for different situations. The actual
procedures are described in detail later in the chapter.
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Before you begin, you should verify two things:

* Is your system already running an SNMP agent (an agent native to your operating
system)?

» If so, does your native SNMP agent support SMUX communication? (If you're using
the AIX platform, your system supports SMUX.)

See your system documentation for information on how to verify this information.

NOTE After changing SNMP settings in the Administration Server, installing a new
server, or deleting an existing server, you must perform the following steps:

* (Windows NT) Restart the Windows SNMP service or reboot the machine.

* (Unix) Restart the SNMP master agent using the Administration Server.

Figure 10-1 Overview of procedures for enabling SNMP master agents and subagents.

If your server meets these conditions.... ...follow these procedures. These are
discussed in detail in the following sections.

No native agent is currently running 1. Start the master agent.

2. Enable the subagent for each server installed
on the system.

» Native agent is currently running 1. Stop the native agent when you install the
master agent for your Administration

. No SMUX g y
Server.

* No need to continue using native agent

n

Start the master agent.

3. Enable the subagent for each server installed
on the system.

« Native agent is currently running 1. Install a proxy SNMP agent.
«  No SMUX 2. Start the proxy SNMP agent.

* Needs to continue using native agent 3. Restart the native agent using a port number
other than the master agent port number.

4. Start the master agent.

5. Enable the subagent for each server installed
on the system.
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If your server meets these conditions.... ...follow these procedures. These are
discussed in detail in the following sections.

» Native agent is currently running 1. Reconfigure the SNMP native agent.

e SMUX supported 2. Enable the subagent for each server installed
on the system.

Using a Proxy SNMP Agent (Unix/Linux)

Y ou need to use aproxy SNMP agent when you already have a native agent running, and
you want to use continue using it concurrently with an iPlanet Web Server master agent.
Before you start, be sure to stop the native master agent. (See your system documentation
for detailed information.)

NOTE To use a proxy agent, you'll need to install it and then start it. You'll also have to
restart the native SNMP master agent using a port number other than the one the
iPlanet Web Server master agent is running on.

This section includes the following topics:
o Instaling the Proxy SNMP Agent
o Starting the Proxy SNMP Agent
o Restarting the Native SNMP Daemon

Installing the Proxy SNMP Agent

If an SNMP agent is running on your system and you want to continue using the native
SNMP daemon, follow the stepsin these sections:

1. Install the SNMP master agent. See “Installing the SNMP Master Agent” on page 224.

2. Install and start the proxy SNMP agent and restart the native SNMP daemon. See
“Using a Proxy SNMP Agent (Unix/Linux)” on page 222.

3. Start the SNMP master agent. See “Enabling and Starting the SNMP Master Agent” on
page 225.

4. Enable the subagent. See “Enabling the Subagent” on page 230.
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Toinstal the SNMP proxy agent, edit the CONFI Gfile (you can give thisfile a different
name), located in pl ugi ns/ snnp/ sagt inthe server root directory, so that it includes the
port that the SNMP daemon will listen to. It also needs to include the MIB trees and traps
that the proxy SNMP agent will forward.

Hereis an example of a CONFI Gfile:

TH COWUNI TY publ i c
1

il N

NN NN
e

W
.1
2
3
4
5
6
7
.8

.12,
FORWARD ALL TRAPS;

Starting the Proxy SNMP Agent

To start the proxy SNMP agent, at the command prompt, enter:
# sagt -c CONFI G&

Restarting the Native SNMP Daemon

After starting the proxy SNMP agent, you need to restart the native SNMP daemon at the
port you specified in the CONFI Gfile. To restart the native SNM P daemon, at the command
prompt, enter

# snnpd -P port_nunber

where port_number is the port number specified in the CONFI Gfile. For example, on the
Solaris platform, using the port in the previously mentioned example of a CONFI Gfile,
you’d enter:

# snnpd -P 1161
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Reconfiguring the SNMP Native Agent

If your SNMP daemon is running on AlX, it supports SMUX. For this reason, you don’t
need to install a master agent. However, you do need to change the AIX SNMP daemon
configuration.

AIX uses several configuration files to screen its communications. One of them,

snmpd. conf , needs to be changed so that the SNMP daemon accepts the incoming
messages from the SMUX subagent. For more information, see the online manual page for
snnpd. conf . You need to add a line to define each subagent.

For example, you might add this line to tvepd. conf :
smux 1.3.6.1.4.1.1.1450.1 ““ IP_address net_mask

IP_addressisthe |P address of the host the subagent is running on, and net_mask is the
network mask of that host.

NOTE Do not use the loopback address 127.0.0.1; use the real I1P address instead.

Installing the SNMP Master Agent

Y ou cannot use the Server Manager to install and start the master SNMP agent unless the
server isrunning asroot .

Toinstal the master SNMP agent using the Server Manager:

1. Loginasroot.

2. Check whether an SNMP daemon (snmpd) is running on port 161.
If no SNMP daemon is running, go to Step 4.

If an SNMP daemon is running, make sure you know how to restart it and which MIB
trees it supports.

3. If an SNMP daemon is running, kill its process.

4. Inthe Server Manager, choose the SNMP Master Agent Trap page from the Global
Settings tab. The Manager Entries page appears.

5. Typethe name of the system that is running your network management software.

6. Typethe port number at which your network management system listens for traps.
(The well-known port is 162.) For more information on traps, see “Configuring Trap
Destinations” on page 230.
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7. Typethe community string you want to use in the trap. For more information on
community strings, see “Configuring the Community String” on page 230.

8. Click OK.

9. Inthe Server Manager, the SNMP Master Agent Community page from the choose
Global Settings tab. The Community Strings page appears.

10. Type the community string for the master agent.
11. Choose an operation for the community.

12. Click OK.

Enabling and Starting the SNMP Master Agent

Master agent operation is defined in an agent configuration file n@angdl G. You can
edit theCONFI Gfile using the Server Manager, or you can edit the file manually. You must
install the master SNMP agent before you can enable the SNMP subagent.

If you get a bind error similar to “System Error: Could not bind to port,” when restarting the
master agent, ugs -ef | grep snnp to check ifmagt is running. If it is running, use

the commandii I | -9 pid to end the process. The CGls for SNMP will then start
working again.

This section includes the following topics:

e  Starting the Master Agent on Another Port

e Manually Configuring the SNMP Master Agent
« Editing the Master Agent CONFIG File

« Defining sysContact and sysLocation Variables
e Configuring the SNMP Master Agent

e  Starting the SNMP Master Agent
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Starting the Master Agent on Another Port

The Administration Interface will not start the SNMP master agent on ports other than 161.
However, you can manually start the master agent on another port using the following steps:

1. Edit/ server_root/ pl ugi ns/ snnp/ magt / CONFI Gto specify the desired port.
2. Runthe start script asfollows:

cd /server_root/ htt ps- adnserv

./start -shell /server_root/ pl ugi ns/ snnp/ nmagt/ magt

/ server_root/ pl ugi ns/ snnp/ magt / CONFI G

/ server_root/ pl ugi ns/ snnmp/ magt/ INI' T

The master agent will then start on the desired port. However, the user interface will be able
to detect that the master agent is running.

Manually Configuring the SNMP Master Agent

To configure the master SNM P agent manually:
1. Loginassuperuser.
2. Check to seeif thereis an SNMP daemon (snnpd) running on port 161.

If an SNMP daemon is running, make sure you know how to restart it and which MI1B
trees it supports. Then kill its process.

3. Edit the CONFI Gfilelocated in pl ugi ns/ snnp/ magt in the server root directory.
4. (Optional) DefinesysCont act and sysLocat i on variablesin the CONFI Gfile.

Editing the Master Agent CONFIG File

The CONFI Gfile defines the community and the manager that master agent will work with.
The manager value should be avalid system name or an | P address.
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Hereis an example of abasic CONFI Gfile:

COVMUNI TY public
ALLOW ALL COPERATI ONS

MANAGER manager _st at i on_nane
SEND ALL TRAPS TO PORT 162
W TH COVMUNI TY public

Defining sysContact and sysLocation Variables

Y ou can edit the CONFI Gfileto add initial values for sysCont act andsysLocati on
which specify the sysCont act and sysLocat i on MIB-II variables. The strings for
sysCont act and sysLocat i on in this example are enclosed in quotes. Any string that
contains spaces, line breaks, tabs, and so on must be in quotes. Y ou can also specify the
value in hexadecimal notation.

Hereis an example of a CONFI Gfile with sysCont ract and sysLocat i on variables
defined:

COVMUNI TY public
ALLOW ALL OPERATI ONS

MANAGER nme2
SEND ALL TRAPS TO PORT 162
W TH COVWUNI TY public

INITIAL sysLocation “Server room
501 East Middlefield Road

Mountain View, CA 94043

USA”

INITIAL sysContact “John Doe
email: jdoe@netscape.com”
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Configuring the SNMP Master Agent

To configure the SNMP master agent using the Server Manager, perform the following

steps:
1. Loginasroot.
2. Check whether an SNMP daemon (snnpd) is running on port 161.

If an SNMP daemon is running, make sure you know how to restart it and which MI1B
trees it supports. Then kill its process.

Log in to the Administration Server.

From the Administration Server, choose the Global Settings tab and click the SNMP
Master Agent Trap link to go to the SNMP Master Agent Control page. The Manager
Entries page appears. Complete the following information:

Manager Station. Enter avalid system name or an | P address for the NMS.
Trap Port. Enter the port number the NM S uses to listen for traps

With Community. Enter acommunity string you want to use for authorization. A
common default string is publ i c.

Click the SNMP Master Community link. The Community Strings page appears. Enter
the following community information:

Community. Specifies the name of the community you want to use for authentication.
A common default string is publ i c.

Operation. Specifies the permissions for the new community. Choose from the
following:

o Allow All Operations. Allows this community string to request data or reply to
messages, and set variable values.

o Allow GET Operations. Allow this community string to only request messages or
reply to messages, and not set variables.

o Allow ALL Operations. Allows this community string to only set variable values.

Starting the SNMP Master Agent

Once you have installed the SNMP master agent, you can start it manually or by using the
Administration Server.
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Manually Starting the SNMP Master Agent
To start the master agent manually, enter the following at the command prompt:

# magt CONFIG INI T&

Thel NI T fileisanonvolatilefile that contains information from the MIB-11 system group,
including system location and contact information. If I NI T doesn't already exist, starting
the master agent for the first time will create it. An invalid manager name @oitire Gfile
will cause the master agent start-up to fail.

To start a master agent on a nonstandard port, use one of two methods:

Method one: In theCONFI Gfile, specify a transport mapping for each interface over which
the master agent listens for SNMP requests from managers. Transport mappings allow the
master agent to accept connections at the standard port and at a nonstandard port. The
master agent can also accept SNMP traffic at a nonstandard port. The maximum number of
concurrent SNMP is limited by your target system’s limits on the number of open sockets or
file descriptors per process. Here is an example of a transport mapping entry:

TRANSPORT extraordi nary SNWVP
OVER UDP SOCKET
AT PORT 11161

After editing theCONFI Gfile manually, you should start the master agent manually by
typing the following at the command prompt:

# magt CONFIG INI T&

Method two: Edit the/ et c/ ser vi ces file to allow the master agent to accept connections
at the standard port as well as a nonstandard port.

Starting the SNMP Master Agent Using the Administration Server

To start the SNMP master agent using the Administration Server, perform the following
steps:

1. Log in to the Administration Server.

2. Inthe Server Manager, choose the SNMP Master Agent Control page from the Global
Settings tab. The SNMP Master Agent Control page appears.

3. Click Start.

You can also stop and restart the SNMP master agent from the SNMP Master Agent
Control page.
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Configuring the SNMP Master Agent

Once you've enabled the master agent and enabled a subagent on a host computer, you need
to configure the host's Administration Server. This entails specifying community strings
and trap destinations.

Configuring the Community String

A community string is a text string that an SNMP agent uses for authorization. This means
that a network management station would send a community string with each message it
sends to the agent. The agent can then verify whether the network management station is
authorized to get information. Community strings are not concealed when sent in SNMP
packets; strings are sent in ASCII text.

You can configure the community string for the SNMP master agent from the Community
Strings page in the Server Manager. You also define which SNMP-related operations a
particular community can perform. From the Server Manager, you can also view, edit, and
remove the communities you have already configured.

Configuring Trap Destinations

An SNMP trap is a message the SNMP agent sends to a network management station. For
example, an SNMP agent sends a trap when an interface’s status has changed from up to
down. The SNMP agent must know the address of the network management station so it
knows where to send traps. You can configure this trap destination for the SNMP master
agent from iPlanet Web Server. You can also view, edit, and remove the trap destinations
you have already configured. When you configure trap destinations using iPlanet Web
Server, you are actually editing tbenFI Gfile.

Enabling the Subagent

After you have installed the master agent that comes with the Administration Server, you
must enable the subagent for your server instance before you attempt to start it. For more
information on installing the master agent, see “Installing the SNMP Master Agent” on
page 224. You can use the Server Manager to enable the subagent.

To stop the SNMP function on Unix/Linux platforms, you must stop the subagent first, then
the master agent. If you stop the master agent first, you may not be able to stop the
subagent. If that happens, restart the master agent, stop the subagent, then stop the master
agent.
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To enable the SNMP subagent, use the SNMP Configuration page in the Server Manager,
and start the subagent from the SNMP Subagent Control page. For more information, see
the corresponding sectionsin the online help.

Once you have enabled the subagent, you can start, stop or restart it from the SNMP
Subagent Control page or the Services Control Panel for Windows NT.

NOTE After making any SNMP configuration changes, you must click the Apply button,
then restart SNM P subagent.

Understanding SNMP Messages

GET and SET are two types of messages defined by SNMP. GET and SET messages are
sent by a network management station (NMS) to a master agent. Y ou can use one or the
other, or both with the Administration Server.

SNMP exchanges network information in the form of protocol data units (PDUSs). These
units contain information about variables stored on the managed device, such as the web
server. These variables, also known as managed objects, have values and titles that are
reported to the NM S as necessary. Protocol data units sent by the server to the NMS are
known as “traps.” The use of GET, SET, and “trap” messages are illustrated in the
following examples.

NM S-initiated Communication. The NMS either requests information from the server or
changes the value of a variable store in the server’'s MIB. For example:

1. The NMS sends a message to the Administration Server master agent. The message
might be a request for data (a GET message), or an instruction to set a variable in the
MIB (a SET message).

2. The master agent forwards the message to the appropriate subagent.
3. The subagent retrieves the data or changes the variable in the MIB.

4. The subagent reports data or status to the master agent, and then the master agent
forwards the message back (a GET message) to the NMS.

5. The NMS displays the data textually or graphically through its network management
application.
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Server-initiated Communication. The server subagent sends a message or “trap” to the
NMS when a significant event has occurred. For example:

1. The subagent informs the master agent that the server has stopped.
2. The master agent sends a message or “trap” reporting the event to the NMS.

3. The NMS displays the information textually or graphically through its network
management application.
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Tuning Your Server for Performance

For information on tuning your server for performance, please see the Performance Tuning,
Sizing, and Scaling Guide for iPlanet Web Server 6.0 at:

http://docs.ipl anet. conl docs/ manual s/ enterprise. htm

233



234  iPlanet Web Server, Enterprise Edition Administrator's Guide ¢ August 2001



Chapter 12

Using Search

TheiPlanet Web Server search function allows you to search the contents and attributes of
documents on the server. Asthe server administrator, you can create a customized text
search interface tailored to your user community.

NOTE The Search function is not available on Linux platforms.

This chapter contains the following sections:
* About Search

e Configuring Text Search

* Indexing Your Documents

e Performing a Search: The Basics

« Using the Query Operators

«  Customizing the Search Interface

About Search

Server documents can be in a variety of formats, such as HTML, Microsoft Excel, Adobe
PDF, and WordPerfect, provided that there is a conversion filter available for a particular
file format. With the filters, the server converts the documents into HTML as it indexes
them, allowing you to use your web browser to view the documents found for your search.
For more information, see “About Collections” on page 245.
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Users can search through server documents for a specific word or attribute value, obtaining
aset of search results that list all documents that match the query. They can then select a
document from the list to browse it in its entirety. This provides easy accessto server
content.

Asthe server administrator you can:

« Restrict which users and groups are authorized to use text search
« Determine which documents users and groups can access

« Modify the configuration files that govern how text search operates
e Customize the search query and results pages

To enable searching capability on your server, begin by identifying the special
configuration needs of your server, and using the several search configuration windows to
input these. Then you need to identify the directory or directories of documents that you
want prepared for searching, and index the document information into a searchable
database, called a collection. The next several sections discuss the details of configuring
search and indexing collections.

Configuring Text Search
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You can configure several aspects of the search function for your server:
e Collection-specific
e Applying across all collections

Collection-specific configuration controls how documents are indexed into a particular
collection, and must be defined before you create the collection. Other configuring actions
can be defined at any time, because they only affect the searches themselves.

Collection-specific configuration actions are as follows:

« Define URL mappings for the document directories to be indexed

« Define the pattern files to display for searches on a particular collection
Configuration actions that affect all collections, are as follows:

e Establish access control for files and directories

« Define any words you want dropped from the search

» Define the search parameters
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*  Turn the search function off and on

» Restrict the amount of memory available for indexing operations
This section includes the following topics:

e Controlling Search Access

e Mapping URLs

e Eliminating Words from Search

e Turning Search On or Off

e Configuring the Search Parameters

« Configuring Your Search Pattern Files

e Configuring Files Manually

Controlling Search Access

The search function accesses the default ACL database for your server. You can restrict
access to the documents and directories on your server by defining explicit access control
list (ACL) rules, or you can rely on the default access control definitions. You can add users
to your server’s access control database through the Administration Server's Users &
Groups function. You can allow or restrict access through the Restrict Access interface in
the Server Manager. For more information about setting access control, see Chapter 8,
“Controlling Access to Your Server.

You can configure your server to check access permissions before searching the collection
root or displaying search results by using the Search Configuration interface in the Server
Manager, as described in “Configuring the Search Parameters” on page 240. When this
option is set, the server challenges the user to identify themselves, and checks a user’s
access privileges before returning the results of a search query.

Mapping URLs

When users search through a collection’s files, the resulting documents use a partial
Uniform Resource Identifier (URI), to identify them. This security feature prevents users
from knowing the complete physical pathname for a file. A URI is set up by mapping a
URL to an additional document directory.

For example, if the path for afile is:

server_root/ Docs/ mar ket i ng/ bi zpl ans/ pl anB. doc
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you could prevent users from seeing all but the last directory by defining a URL prefix of
pl ans and mapping it to:

server_root/ Docs/ mar ket i ng/ bi zpl ans

From then on, users need only enter / pl ans/ pl anB. doc to locate the file. For more
information, see Chapter 16, “Content Management.

NOTE By default, URLs that are redirected are always escaped. To prevent this, add
escape="no" . For example:

NaneTrans fn="redirect" frome"/foobar"
url -prefix="index. htm" escape="no"

The iPlanet Web Server provides three default mappings:

e | (slash) the primary document directory (sometimes called the document root),
which initially maps teser ver _r oot / docs

e [/ hel p the directory for most of the help files
e /search-ui the directory for most of the search interface files

When creating a collection, you must specify which document directory to index. You can
only choose a directory that has a URL mapping, or a subdirectory within such a mapped
directory. You can create your own mappings to define specific directories.

To map a URL, perform the following steps:
1. Open the Class Manager and select the server instance from the drop-down list.
2. Choose the Content Mgmt tab.
3. Click the Additional Document Directories link.
The web server displays the Additional Document Directories page.
4. (Optional) Add another directory by entering one of the following.
e URL prefix.
For example: plans.
« Absolute physical path of the directory you want the URL mapped to.
For example:

C. /i Pl anet/ Servers/ docs/ mar ket i ng/ pl ans
5. Click OK.
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6. Click Apply.

7. Edit one of the current additional directories listed by selecting one of the following:
o Edit
o Remove

8. If editing, select edit next to the listed directory you wish to change.

9. Enter anew prefix using ASCII format.

10. (Optional) Select astylein the Apply Style drop-down list if you want to apply a style
to the directory:

For more information about styles, seeChapter 17, “Applying Configuration Styles
11. Click OK to add the new document directory.
12. Click Apply.

13. Choose Apply Changes to hard start /restart your server.

NOTE Once you create a collection based on an additional document directory, you
cannot change the URL mapping or the collection’s entries will target the URL
mapping to the wrong physical file location.

Eliminating Words from Search

You can specify words the search engine should not index or search against. These are
typically referred to as stop words or drop womsd include articles, conjunctions, and
prepositions such a, and, be, for, andthe.

To specify stop words, edit the file nam=d/| e. st p. This file resides in each of the
subdirectoriesit nl , pdf , nai | , andnews for each collection type in the directory
server_root\ pl ugi ns\ sear ch\ common\ st yl e. Eachst yl e. st p file controls stop
words for that collection type. For example, the stytep file in

server_root\ pl ugi ns\ sear ch\ common\ st yl e\ ht nl controls stop words for HTML
files in that collection.

Add the stop words tet yl e. st p, one per line and left justified. You can use operators
such as square brackets ([ ]) to indicate character classes, periods (.) to indicate any
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character, and plus notation (+) to indicate repeats. For example, the st yl e. st p file might
contain the following lines:

at

and

be

[ 0-9a- zA- Z]
[0-9][0-9][0-9][0-9] +

In this example, thefirst line of periods (in the file by default) indicates that words with 40
or more characters are not to be indexed, as well as the words at, and, and be. [0-9a-zA-Z]
indicates that all one letter words are not to be indexed. [0-9][0-9][0-9][0-9] + indicates that
all integers with four or more digits are not to be indexed.

The words you specify are case sensitive, so you need to enter all the case variations of a
word. For instance, for the you should enter the, THE, and The.

If you want to use stop words, make sure you create the st yl e. st p file before you create a
collection. Changing the st yl e. st p file after a collection has been created, requires you
to:

1. Deletethe current collection.

2. Changethe stop list for the collection type.
3. Recreate the collection.
4,

Reindex all the documents in the collection.

Turning Search On or Off

Before users can search your server or web site, you must turn search on. The default setting
is for search to be turned off. Turn the search function on or off using the Search State
interface in the Server Manager.

Turning search off for a server where users do not use search can improve server
performance. Y ou may also want to turn off the search function when you know the server
will have heavy traffic, and back on when traffic is lighter. When search is turned off, the
search plug-in is not loaded when the HT TP server starts up.

Configuring the Search Parameters

As server administrator, you can set the default parameters that govern what users see when
they get search results.
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To configure search parameters, perform the following steps:

1. Accessthe Server Manager and choose Search.

2. Click the Search Configuration link.
The web server displays the Search Configuration page.

3. Enter the default maximum number of search result items displayed to usersat atimein
the Default Result Set Size field.
This number cannot be larger than the value for the largest possible result set size, as
defined in Step 4. The default is 20.

4. Enter the maximum number of itemsin aresult set in the Largest Possible Result Set
Sizefield.
The default is 5000. If you enter 250 as the value, and 1000 documents were found
matching the search criteria, users would only have access to either the first 250 or the
250 top-ranked documents.

5. Enter the Date/Time string in Posix format.
This entry defines how search results are displayed to users. Use the symbols listed in .

6. Enter adefault HTML title to be used when atitle tag has not been included with an
HTML document.
Thetypical HTML default is (Untitled) and appears in the search results page for
HTML files.

7. Choose Y esto check access permissions on collection root before doing asearch if you
want to restrict access to the collection.

8. Choose Y esto check access permissions on search results if you want access control
checks performed on each document in the search results.

9. Click OK to set your new search configuration.

10. Click Apply.

11. Choose Apply Changesto hard start /restart your server.

Table 12-1 Common Posix Date and Time Formats

Format Displayed result (example)

%a

%A

Abbreviated week day (for example, Wed)
Full week day (for example, Wednesday)
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Table 12-1 Common Posix Date and Time Formats

Format Displayed result (example)

%b Abbreviated month (for example, Oct)

%B Full month (for example, October)

%c Date and time formatted for current locale

%d Day of the month as a decimal number (for example, 01-31)
%H Hour as a decimal number, 24 hour military format (for example, 00-23)
%m Month as adecimal number (for example, 01-12)

%M Minute as a decima number (for example, 00-59)

%X Date

%X Time

%y Y ear without century (for example, 00-99)

%Y Y ear with century (for example, 1999)

Configuring Your Search Pattern Files

Pattern filesare HTML filesthat define the layout of the text search interface. Y ou can
associate a pattern file with a search function, and a set of pattern variables to create a
specific portion of the interface. In the pattern file you define the look, feel, and function of
the text search interface. Pattern files use pattern variables that allow you to customize
background color, help text, banners, and so on. In some cases, the values are pathnames to
files containing the actual text and graphicsthat these variabl es represent; in other cases, the
values represent text and HTML.

Y ou can use the default pattern files, or you can create your own customized set of files.
The Default start and end pattern fileswill be used if no start and end pattern files are listed
for acollection, or in amulti-collection search. For more information about how to change
the user interface, see “Customizing the Search Interface” on page 271.

To define where the search function looks for default pattern files associated with a
particular search request, you have to specify paths for the files.

To configure pattern files, perform the following steps:
1. Access the Server Manager and choose Search.
2. Click the Search Pattern Files link.

The web server displays the Search Pattern Files page.
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3. Enter the absolute path for the directory where your pattern files are stored.

The default start (header), end (footer), and query page pattern files are located in this
directory.

4. Enter therelative pathname for the Default Start Pattern File.

This entry defines the top of the search results page when a collection has no defined
header file, or when more than one collection is being searched.

5. Enter the relative pathname for the Default End Pattern File.

This entry defines the footer of the search results page when for a collection has no
defined footer file, or when more than one collection is being searched.

6. Enter the relative pathname for the Pattern File for Query Page.

This entry defines the search query page that appears when the search function is
started.

7. Click OK to configure your search pattern files.
8. Click Apply.
9. Choose Apply Changesto hard start /restart your server.

Configuring Files Manually

The search function examines several configuration files to determine how searchis

configured on your server. These files define system settings, user-defined variables, and
information about your search collections. Y ou hormally change thisinformation through

the iPlanet Web Server's Search pages, but you can also modify the files manually with
your own text editor. Some of the implications of changing the configuration files in order
to customize the user interface are discussed in “Customizing the Search Interface” on
page 271.

NOTE Manual modifications to your configuration files are not recommended. If you do
make manual modifications, remember to restart the server for your modifications
to take effect.
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The Configuration Files
The configuration files that govern searching are described in the following list:
e userdefs. i ni —This user definitions file defines the user-defined pattern variables.

It maps to theuser def s. i ni file for your language (English, German, Japanese, and
S0 on).

You can customize a search interface for all your pattern files by creating and defining
your own pattern variables in thgser def s. i ni file. For more information, see
“User-defined Pattern Variables” on page 277.

e dblist.ini —This collection contents file describes collection-specific information.
When you create and maintain collections,dhki st . i ni file is updated for you
with information about your collections.

Adjusting the Maximum Number of Attributes

Collections have different sets of default attributes depending on their file format. For
example, HTML files hav@i t | e andSour ceType attribures. You can also define
META-tagged HTML attributes in your HTML files. Some file formats, such as PDF, have
a great many default attributes. For more information about the attributes for each format,
see “About Collection Attributes” on page 246, and .

Restricting Memory for Indexing

You can set a limit on the amount of RAM available for indexing operations. To do this,
manually edit th¢ NS- | oader] file to add a line defining a maximum memory amount.
For example:

NS- max- menory = 32000000

The server default uses all of the available system memory. Typically you need to limit the
RAM used for indexing if:

e The server is installed on a machine that has less than the suggested minimum RAM

* Server administrators on Windows NT servers require a great deal of indexing, but
need memory for other server operations

Restricting Your Index File Size

You can limit how much disk space an index file can consume. To do this, you need to
manually edit th¢ NS- | oader ] file to define a maximum index file size. For example,

NS- max-i dx-fil e-size = 1500000
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An indexing operation typically requires approximately 1.5MB per file, and since there are
two files, one of which istemporary, you may need as much as 3MB of disk space for
indexing. Setting the file size to 1.5MB per file puts a cap on how large each file can
become.

Indexing Your Documents

A database of searchable dataisrequired for usersto search. Y ou must create a database,
called acollection, that indexes and stores information about the documents, such as their
content and file properties.

Searches require collections of files to target. Once the documents are indexed, their
contents and file properties, such astheir titles, creation dates, and authors, are available for
searching.

Y ou can add or delete documents from a collection: optimizing, updating, and managing
your collections as needed.

This section includes the following topics:
* About Collections

*  About Collection Attributes

e Creating a New Collection

e Configuring a Collection

e Updating a Collection

* Maintaining a Collection

* Scheduling Regular Maintenance

¢ Removing Scheduled Collection Maintenance

About Collections

When your server administrator indexes all or some of a server’s documents, information
about the documents is stored in a collection. Collections contain such information as:

* Format of the documents
e Language they are in

* Searchable attributes
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*  Number of documents in the collection

e Collection’s status

« Brief description of the collection.

For more details, see “Displaying Collection Contents” on page 263.

When creating a collection, you must define the type of files that it contains:

« HTML
+ ASCIl
* News
Emall
+ PDF

During indexing, this definition determines which attributes are indexed, and whether any
file conversion is needed.

You can index all the files in a directory, or only those with a specific extension, for
example HTML, or PDF.

A collection has records with information about each document that has been indexed. If the
document is deleted from the collection, only the collection’s entry for that document is
removed. The original document is not deleted.

When you have multiple server instances, a collection is only associated with the server
instance where it was created. Users can only search collections within that server instance.

About Collection Attributes

Certain file formats have a default set of attributes indexed for files of that type, as shown in
Table 12-2.

Table 12-2 The Default Attributes Indexed for Each File Format

File format  Attribute Type Description

ASCII (none) - -

HTML Title text The user-defined title of thefile.
Sour ceType text The original format of the document.

NEWS From text The source userID of the news item.
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Table 12-2 The Default Attributes Indexed for Each File Forrf@ontinued)

EMAIL

PDF

Subj ect

Keywor ds

Dat e

From

To

Subj ect

Dat e

I nst ancel D

Per manent | D
NunPages

DirlD

FTS_Modi ficati onDat e
FTS CreationDate
WKEVer si on

Fi | eNane
FTS Title
FTS_Subj ect
FTS Aut hor
FTS Creator
FTS Pr oducer
FTS_Keywor ds
PageMap

text
text
date
text
text
text
date
text
text
integer
text
date
date

integer

text
text
text
text
text
text
text

text

The text from the subject field of the news item.
Any keywords defined for the newsitem
The date the news item was created.

The source userID of the email.

The destination userlD of the email.

The text from the email’s subject field.
The date the email was created.

An internal ID number.

An internal ID number.

The number of pages in the document.
The directory where the PDF file exists.
The document’s last modification date.
The document’s creation date.

The version of Adobe Word Finder used to extract the
text from the PDF document.

The Adobe filename specification.
The document’s title.

The document’s subject.

The document’s author.

The document’s creator.

The document’s producer.

The document’s keywords.

The page map, describing the word instances for the
page.

By default, HTML collections have Ti t | e and Sour ceType attributes, but they can be
indexed to permit searching and sorting by up to 30 file attributes tagged with the HTML
<META> tag. Y ou can change the maximum settings for file attributes as discussed in
“Adjusting the Maximum Number of Attributes” on page 244.
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For example, a document could have these lines of HTML code:
<META NAME="Witer" CONTENT="R. Hunter">
<META NAME="Song" CONTENT="Stella Bl ue">

If this document was indexed with its META tags extracted, you could search it for specific
valuesin the writer or product fields. For example, you could enter this query: Wi t er
<cont ai ns> Hunt er or Song <cont ai ns> Bl ue.

NOTE Attribute valuesin META-tagged fields are text strings only, which means that all
numeric values, such as date and time, are sorted as text. Any illegal HTML
charactersin aMETA-tagged attribute are replaced with a hyphen.

Creating a New Collection

Y ou can only have twelve collections on your server. To use athirteenth collection, you
must first remove an existing collections using Search /Maintain Collection.

Y ou can only have entries for a maximum of 16 million documentsin your collections. A
document that isindexed in multiple collections counts as multiple documents. It is best to
create new collections of over 10,000 documents at low-traffic times, or the indexing
operation may affect your system’s performance.

You can create a collection that indexes the content of all or some of the files in a directory.
You can define collections that contain only one kind of file, or you can create a collection
of documents in various formats that are automatically converted to HTML during
indexing. When you define a multiple format collection with the auto-convert option the
indexer first converts the documents into HTML, and then indexes their contents. The
converted HTML documents are put into ther _doc directory in the server’'s search
collections folder.

The file format you choose defines which default attributes are used in the collection, and
whether automatic HTML conversion of the content is needed during indexing. For
information about the attributes for each format, see , and “About Collection Attributes” on
page 246.

Regardless of the file type chosen, the content of the file is always indexed. If you choose
HTML as the file type, the server creates the collection with the HTML default attributes,
and does not attempt to convert any non-HTML files you try to index. If you index HTML
files into an ASCII collection, even the HTML markup tags are indexed as part of the file’s
contents, and the contents are displayed as raw text.
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NOTE You need to have at least 3MB of available disk space on your system to
create a collection. For information on how you can restrict the size of the
index files, see “Restricting Your Index File Size” on page 244.

To create anew collection, perform the following steps:

1. Accessthe Server Manager and select the server to create a collection for form the
drop-down list.

2. Choose the Search tab.

3. Click the New Collection link.
The web server displays the Create a Collection page.
Select:
o The current document directory from the The Directory to Index field
o A different document directory defined for the server drop-down list
o View for alist of files and subdirectories

For more information about additional document directories, see “Mapping URLS” on
page 237.

4. Accept the default *.html for the Documents Matching field, or define your own
wildcard expression.

You can define multiple wildcards in an expression. For example:
(*.htn{*.htnd or *(.htn.htn)

For details of the syntax for wildcard patterns, see “Using Wildcards” on page 270.

NOTE Y ou cannot index afile that includes a semi-colon (;) in its name. Rename these
files.

5. Choose Yes to include subdirectories within the specified directory in the index.
6. Enter a name for your collection in the Collection Name field.

The collection name is used for collection maintenance. This is the physical file name
for the file, so follow the standard directory-naming conventions for your operating
system. You can use up to a maximum of 128 characters. Spaces are converted to
underscores.
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NOTE Do not use accented characters in the collection name. If you need accented

characters, exclude the accents from the collection name, but usethem in the label.
The label is displayed to the user from the search interface.

10.

11.

12.

(Optional) Enter a user-defined name for your collection in the Collection Label field.

This name is displayed when users perform a text search. Make your collection’s label
as descriptive and relevant as possible. You can use any characters except single or
double quotation marks, up to a maximum of 128 characters.

(Optional) Enter a description for your collection (up to a maximum of 1024
characters) in the optional Description field.

This description is displayed in the collection contents page.
Select the type of files the collection is to contain:

o ASCI

o HTML

o News

o Email

o PDF

Select whether or not to extract META-tagged attributes from HTML files during
indexing.

Only select this option for HTML collections. Extracting these attributes allows you to
search their values. You can index a maximum of 30 different user-defined META tags
in a document.

Choose the collection’s language from the drop-down list.

The default is English, labeled “English (ISO-8859-1).” For more information on
character sets, see Chapter 16, “Content Management.

Click OK to create a new collection.

NOTE Once you begin indexing a collection, you cannot stop the process until either the

indexing is complete, or you reboot the system. Shutting down your server does
not kill the process.
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13. Click Apply.
14. Choose Apply Changesto hard start /restart your server.

Configuring a Collection

After you have created a collection you can modify some of itsinitial settings. These
settings reside in the collection information file, dbl i st . i ni . When you reconfigure a
collectionthedbl i st . i ni fileisupdated to reflect your changes. For more information
about the configuration files, see “Configuring Files Manually” on page 243. You can
modify your settings to:

« Revise the description

e Change the label

» Define a different URL for the documents

« Define how to highlight displayed documents
« Define which pattern files to use

+ Define how to format dates

You should avoid making unnecessary changes to a collection’s settings.
To configure a collection, perform the following steps:

1. Access the Server Manager and select the server instance from the drop-down list that
the collection is in.

2. Choose the Search tab.
3. Click the Configure Collection link.
The web server displays the Configure Collection page.

4. Choose the collection to configure.
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10.

11.

Y ou can enter or change:

o A description using up to 1024 characters in the optional Description field.
o A user-defined namein the Label field.

o A URL inthe URL for Documentsfield, if that has changed.

For example, you might change the URL mapping from publ i sher/ hel p, tothe
simpler / hel pFi | es.

o The HTML tagging the server will use when highlighting a search query word or
phrase in a displayed document in the Highlight Begin and Highlight End fields.

The default is bold, with the <b> and </ b> tags, but you can add to this or changeit.
For example, you could add <bl i nk><FONT COLOR = #FF0000> and the
corresponding </ bl i nk></ FONT> to highlight with blinking bold red text.

Select the format for input dates.

Define or change the default pattern files for displaying the search results for:
o Header

o Footer

o Record

Enter or change the name of the pattern file displaying a single highlighted document
from the list of search results in the Result Pattern Filefield.

Click OK to change the collection configuration.
When the server finishes configuring the collection, click Apply.

Choose Apply Changes to hard start /restart your server.

Updating a Collection

After you have created a collection, you may want to add or remove files. When adding
documents, the file contents are indexed and converted, if necessary. If you are removing
documents, the entries for the files are removed from the collection along with their
metadata. The original documents are not affected, only their entriesin the collection.

NOTE If you selected the Extract Metatags option when you created a collection, then the

META-tagged HTML attributes are indexed whenever you add new documents to
it.
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To update a collection, perform the following steps:

1.

Access the Server Manager and select the server instance from the drop-down list that
the collectionisin.

Choose the Search tab.

Click the Update Collection link.

The web server displays the Update Collection page.
Choose the collection to update.

Thelist of documents displays which have index entriesin the currently selected
collection. Each list holds 100 records; use the Prev and Next buttons to display more
lists for collections greater than 100 files.

Enter asingle filename, or use wildcards to specify the type of files you want added or
removed from the collection in the Documents Matching field.

Entering awildcard such as *. ht nl , alows only files with this extension to be
updated. For files within a subdirectory enter the pathname as it appears in the list of
files. For example: f r enchDocs/ *. ht ni

CAUTION Be careful entering wildcard expressions. Enteringi ndex. ht m allows

you to add or remove the index file from the current collection, but
*/index. htm causesyou to add or removeal i ndex. ht nl filesinthe
collection.

Choose whether to include subdirectories.

Click either:

o AddDocsto add the indicated files and subdirectories
o RemoveDocs to remove the indicated files

Click Apply.

Choose Apply Changes to hard start /restart your server.

Maintaining a Collection

Periodically, you may want to maintain your collections. With normal usage, these tasks
may not be necessary, unless you index and update collections frequently.
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Y ou can perform the following collection management tasks:

e Optimize collections—You can optimize a collection to improve performance if you
frequently add, delete, or update documents or directories in your collections. An
analogy is defragmenting your hard drive. Optimizing is not done automatically; you
must manually optimize after you reindex or update a collection. You might want to
optimize a collection just before publishing it to another site, or before putting it onto a
read-only CD-ROM.

« Reindex—You can reindex a collection. Each file that already has an entry in the
collection can be located and its attributes and contents reindexed. META-tagged
attributes will be extracted if that option was selected when the files were originally
indexed into the collection. This does not return to the original criteria for creating the
collection, say*. ht nl , and add any new documents that fit the original criteria.
Collection entries are removed when the source documents have been deleted and can
no longer be found.

« Remove—You can remove a collection. This only removes the collection, not the
original source documents.

NOTE Do not use your local file manager to remove collections. When you try to execute
a search before restarting your server again, the search will fail.

To perform any of these collection management tasks, use The Maintain Collection link in
the Server Manager.

Scheduling Regular Maintenance

You can schedule collection maintenance at regular intervals, and you can set up separate
maintenance schedules for optimizing and reindexing. With normal usage, these tasks may
not be necessary, unless you index and update collections frequently. For example, some
very active web sites may require frequent reindexing if new documents are added on a
daily basis.

A common combination of tasks regularly schedules:
« Cleaning out deleted entries with reindex and update operations
« Adding entries for new documents matching your collection criteria.

< Updating a collection by entering new indexing criteria for the collection
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To optimize, reindex, or update your collection, perform the following steps:

1.

2.

7.

Choose Search from the Server Manager.

Click the Schedule Collection Maintenance link.

The web server displays the Schedule Collection Maintenance window.
Choose a collection from the drop-down list.

Thislists all the collections that you have created.

Choose an action from the drop-down list:

o Reindex
o Optimize
o Update

Y ou can set up different schedules for different actions on the same collection. If you
choose to update your collection, two extrafields are displayed for entering the
document matching criteria, and for including documents found in subdirectories that
match your criteria.

Enter the time of day when you want the schedul ed maintenance to take placein the
Schedule Time field.

Use amilitary format (HH:MM). HH must be less than 24 and MM must be less than
60. Y ou must enter atime.

Check one or more days in the section labeled Schedule Day(s) of the Week.
Y ou can select all days, but you must select at least one day.

Click OK to schedule the maintenance.

For Unix/Linux users, to make your newly scheduled maintenance take effect, you must
restart the ns- cr on process from the Administration Server.

To restart the ns- cr on process, perform the following steps:

1.

2.

3.

From the Administration Server, Choose Global Settings.
Click the Cron Control link.

If ns- cron isalready on, click Restart to restart it. If ns- cr on isnot on, click Start to
start it up.

In either case, your regularly scheduled maintenance will now be able to take place
automatically.
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Removing Scheduled Collection Maintenance

Y ou can remove scheduled regular maintenance of a collection if no longer needed.
To unschedule collection maintenance, perform the following steps:
1. Choose Search from the Server Manager.
2. Click the Remove Scheduled Collection Maintenance link.

The web server displays the Remove Scheduled Collection Maintenance window.
3. Choose acollection from the drop-down list for Choose Collection.

Thislistsall your collections for which you have set up regular maintenance.
4. Choose an action from the drop-down list: Reindex, Optimize, or Update.

In the lower part of the frame, you can see the time and days of the week when the
scheduled maintenance is currently scheduled to take place.

5. Click OK to remove the scheduled maintenance.

For Unix/Linux users, to make your newly scheduled maintenance take effect, you must
restart the ns- cr on process.

To restart the ns- cr on process, perform the following steps:
1. Fromthe Administration Server, choose Global Settings.
2. Click the Cron Control link.

3. Ifns-cronisaready on, click Restart to restart it. If ns- cr on isnot on, click Start to
start it up.

In either case, your regularly scheduled maintenance will no longer take place.

Performing a Search: The Basics

Users are primarily concerned with asking questions of the data in the search collections
and getting alist of documentsin return. When you install the iPlanet Web Server a default
set of search query and result forms are included. These allow users a simple method of
accessing the search function.
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There are four parts to text searching:
* making a query—the user enters search criteria

» displaying sear ch results—the server displays a list of the documents that match your
criteria

» viewing a document—the user can view a specific highlighted document from the
search results list

e viewing the contents of a collection—the user can look at the information that is
maintained for each of your collections.

NOTE If the search function is turned off, these query forms are not available.

This section includes the following topics:
e Search Home Page

e A Search Query

* Guided Search

* Advanced Search

* The Search Results

« Displaying Collection Contents

Search Home Page

The search home page (sket p: / / server_root: port/ search) provides individual

links to each of the three search query interfaces as well as an online QuickStart tutorial on
customizing the interface. The tutorial discusses the various pattern files and gives
examples of how they can be changed to produce different results.

A Search Query

The default installation of iPlanet Web Server includes three search query pages: standard
and advanced HTML queries and a Java-based guided query.

With the standard search query you select a collection to search against, and enter in a wor
or phrase to search for using the query language operators.

Chapter 12  Using Search 257



Performing a Search: The Basics

With the guided Java-based search interface you can use the many drop-down liststo easily
construct aquery. To do this Java must be enabled for your browser.

With the advanced HTML page, you have the additional options of selecting multiple
collections to search through, establishing a sort sequence for the results, and defining how
many documents are to be displayed on a page. Typically, clicking the Prev and Next
arrows moves you through the pages of results.

To perform a standard search, perform the following steps:
1. Enter thefollowing URL in the location field in your web browser:
htt p: // server_root:port/ sear ch

2. Inthe search query page that appears, choose the collection you want to search through
from the drop-down list in the Search In field.

3. Enter theword or phrase for your search query in the For field. Y ou can create complex
queries by combining operators. For details about the search operators, see“Using the
Query Operators” on page 263.

4. Click the Search button to execute your query.

Guided Search

You can choose to use the Java-based guided search interface, which helps you construct
the query. This is especially useful if you want to build a query that has several parts, say
searching for a word in the documents’ content as well as a specific attribute value.

Make sure Java is enabled for your browser. Use the Preferences /Languages to enable.

NOTE The attributes for Version Control and Link Management are no longer used in
iPlanet Web Server. However, note that if you perform a guided search, iPlanet
Web Server may still return them; consequently, do not use these variables.

There are two ways to obtain the guided search page:
e Through the Search home page

e Through the standard search query page
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To access the guided search interface through the Search home page, perform the following
steps:

1. Enter thefollowing URL in the location field in your web browser:

http:// server_root: port/search

2. Click the Guided Search link on the home page.

To access guided search through the standard search query page, perform the following
steps:

1. Goto the standard search query page by typing the following URL in the location field
in your web browser:

http://server_root: port/ search

2. Click Guided Search on the standard search page and the guided Java-based query page
isdisplayed.

3. Choosethe collection you want to search through from the drop-down list in the Search
Infield.

4. Usethe For drop-down list to select the type of element you wish to search for. In this
example, choose Words.

5. Enter in the word you want to search for in the blank text field.
For details about the search operator, see “Using the Query Operators” on page 263.

6. Click Add Line to add the first part of the query. The word appears in the large text
display box at the bottom of the form.

7. Choose another element from the drop-down list to add to your query. In this example,
choose Attribute.

8. Choose the attribute you want to search against from the new drop-down list of all
attributes that are available for the chosen collection.

9. Choose a query operator (Contains, Starts, Ends, Matches, Has a substring), or logical
operator (=, <, , <=, =) for your query from the drop-down list above the text input
field.

10. Enter the attribute value you want to search for in the blank text field.
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11. Choose:
o Add Lineto add another line for yor query
o Undo Lineto remove the last line you added
o Clear to remove the entire query

12. Click the Search button to execute the search.

Advanced Search

Y ou can choose to use the advanced HTML search interface, which helps you construct the
query. Thisisespecially useful if you want to create a query that searches through more
than one collection, or that produces results sorted by a specific attribute value.

There are two ways to obtain the advanced HTML search page:
o Through the Search home page
o Through the standard search query page
To access advanced HTML through the Search home page, perform the following steps:
1. Enter thefollowing URL in the location field in your web browser:
http:// server_root: port/search
2. Click the Advanced HTML Search link on the home page.

To access advanced HTML search through the standard search query page, perform the
following steps:

1. Goto the standard search query page by typing the following URL in the location field
in your web browser:

http:// server_root: port/ search
2. Disable Javafor your browser using Preferences /L anguages.

3. Click Guided Search on the standard search page and the web server displaysthe
advanced HTML query page.

4. Enter the word or phrase you want to search for in the For field.

Y ou can create complex queries by combining operators. For details about the search
operators, see “Using the Query Operators” on page 263.
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Enter in one or more attributes to sort the results by.

The default is an ascending sort order, but you can indicate a descending sort order
with aminus. For more information about sorting, see “Sorting the Results” on
page 262.

Expand or limit the number of matching documents you want the search to return
depending on how many fields are listed for each document in the search results page,
or how many you want to see at a time.

The Prev and Next buttons allow you access to additional pages of documents if there
are too many to fit on a page at once.

Use the drop-down list in the Search In field to choose the collection you want to
search through.

You can select more than one collection by holding down the Ctrl key as you click on
another collection. All collections in a query must be in the same language.

Click the Search button to execute your query.

The Search Results

There are two standard types of search results:

A list of all documents that match the search criteria

The text of a single document that you selected from the list of matching documents

Your access permissions are checked at several points during the search process:

When a user clicks on the icon displayed for a document in the search results which
displays the highlighted version

When searching on a collection that has the option NS-collection-acl-check set to yes.
NS-collection-acl-check applies to all collections. When it is set, ACLs that are set on
URIs matching the primary document directory defined for the collections (in

dbl i st. i ni) will be honored by not allowing search to be done on those collections

Listing Matched Documents

With the default installation of the iPlanet Web Server, when you execute a search from
either the simple or advanced search query pages, the server returns a list of the document
that match your search criteria. The list gives some standard information about each file,
depending on the collection’s format. For example, the default results page for email
collections give subject, to, from, and date for each entry; and news collections give subject,
from, and date for each entry.
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The file format in the collection indicates which default attributes are available for
searching. For information about the attributes for each format, see “About Collection
Attributes” on page 246.

For entries resulting from a search that checks for comparative proximity of words to each
other, or for the exactness of the match, the file’s ranking can be provided by showing a
score.

If there are more matching documents than can fit on a page, click Next to see the next
batch. You can always execute a new search by entering new query data and clicking
Search.

Sorting the Results

By default, or if you don’t enter anything in the Sort By field on the advanced HTML query
page, all documents matching the search are returned according to:

e Their relevance ranking (for queries that consider this)
e Their position in the server file database (for other queries)

If you enter an attribute name in the Sort By field, the documents are displayed in an
ascending sort sequence. You can list the documents in a descending sort sequence by
adding a minus sign (-) prefix to the attribute, as in -keywords or -title. You can do a
multiple sort, by typing in more than one field, agin hor, - PubDat e.

In a short query, sort order usually isn't critical, but in queries that result in a great many
matches, you may want to set a sort value in order to obtain useful search results. However,
using a special sort sequence may impact the search’s performance.

NOTE Attribute values in META-tagged fields are text strings only, which means that all
numeric values, such as date and time, are sorted astext. Any illegal HTML
charactersin aMETA-tagged attribute are replaced with a hyphen.

Displaying a Highlighted Document

In the default installation of iPlanet Web Server, when you obtain a list of the documents
that match your search criteria, you can select a single document to view in your web
browser. Depending on how the pattern files are set up, the word you entered as your
original search query can be highlighted in the displayed document with color, boldface
text, or blinking.

To view a highlighted document, click on the document’s entry in the search results. The
field you use to access the highlighted document depends on how your search interface has
been designed; in the default installation you click the icon shown next to the document’s
listing. Additional code behind the icon’s link defines how to format the displayed

document with the search query highlighted.
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In the default search results page, if you click the file’s URL, the file opens in your browser
without any special highlighting.

In the case of documents that have been converted into HTML, the URL points you to the
original document. To get to the converted HTML document, click the document’s title.

Displaying Collection Contents

You can display the contents of your collection database to see which attributes are set for
each collection. The default installation of iPlanet Web Server uses the

HTM.- descri pti on. pat file to display information about each of your displayable

(NS-di spl ay-sel ect = YES) collections in thelbl i st . i ni file. The collection

contents typically include these items:

e Collection name, label, and description

e Collection format

* Number of attributes in the collection and a list of their names

e Number of documents in the collection

* Collection size and status

e Language and character set

e Input and output date formats

To display your collection database contents, use the following URL:

http:// server_root: port/ sear ch?NS- sear ch- page=c

Using the Query Operators

To perform an effective search, you need to know how to use the query operators. You can
only do Boolean searches, so all the subsequent information is based on Boolean search
rules.

NOTE The query language is not case-sensitive. The examples use uppercase for clarity
only.
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The search engine interprets the search query based on a set of syntax rules. For example,
by entering the word region, the actual word region and all its stemmed variations, such as
regions and regional, are found. The search results are ranked for importance, meaning how
close the matched word comes to the originally input search criteria. In the example above,
region would rank higher than any of the stemmed variants.

Not all queries rank their results. Only those queries that can have varying degrees of
matching can be ranked. For example, <CONTAINS queries either do or do not contain the
given string, but <NEAR queries can be ranked according to how close the words are to
each other. Words closer together are listed at the top of the search results, while those that
arefar apart are put at the bottom of the resuilts.

This section includes the following topics:

e Default Assumptions

* Search Rules

e Determining Which Operators To Use

e Using Wildcards

Default Assumptions

The search query language has some implicit defaults and assumptions that dictate how
your input is interpreted. In some cases, you can circumvent the defaults, but the search
engine decides what results to return using:

e <STEM> Search finds all documents that contain any stemmed variant of the search
word or phrase. The search engine looks at the meaning of the word, not just its
spelling. For example, if you want to search plan, the results would include documents
that contain planning and plans, but not those that contain plane or planet.

< <MANY> Search considers how often the search word or phrase appear in the found
documents and ranks the results for frequency or relevancy.
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e <PHRASE> Search considers words separated by spaces to be part of a phrase. For
example, Monterey otter is interpreted as a phrase, and both words must be present ant
together to be found. Such a search would not find documents containing sea otter or
Monterey Bay.

In any case where it's not clear that two words are to be considered as a phrase, you ca
use parentheses for clarity. For example, <PHRASE> (rise "and" fall)

* OR Search considers each word or phrase in the query separated by a comma to be
optional, although at least one must be present. In effect, this is an implicit OR
operation. For exampl®]onterey, otter is interpreted as find documents that contain
eitherMonterey or otter. Note that angle brackets are not requiredfr

Search Rules

To create complex searches, you can:
e Combine query operators
e Manipulate the query syntax

¢ Include wildcard characters

Angle Brackets

With the exception of thaND, OR, NOT, and the date and numeric comparison operators,
you need to enclose query operators in angle bracketss@SNmAI NS> and
<W LDCARD>.

Combining Operators

You can combine several query operators into a single query to obtain precise results. For
example, you can input the following query to limit your search to those documents that
haveBay and Monterey, but excludes those that also menthguarium:

Mont erey AND Bay NOT <CONTAI NS> Aquari um

You can achieve even greater precision by including some implicit phrases, as in the
following query that finds documents that refer to KMhanterey Bay Aquarium by its full
name and also mentiatters but do not refer teshark:

Mont erey Bay Aquarium AND otter AND NOT shark
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Using Query Operators as Search Words

Y ou can use any of the query operators as a search word, but you must enclose the word in
quotation marks. For example, you could search for documents about the ebb and flow of
the tides with the following query:

<CONTAI NS> ebb "and" fl ow

Canceling Stemming

Y ou can cancel the implicit stemming by using quotation marks around a word. For
example, you can be exact by using a query such as this:

"pl an"

This search only results in documents that contain the exact word plan. It ignores
documents with plans or planning.

Modifying Operators

You can use AND, OR, and NOT to modify other operators. For example, you may want to
exclude documents with titles that contain the phrasetheme park. A query such asthis
would solve this problem:

Title NOT <CONTAI NS> thene park

Determining Which Operators To Use

Use the following reference to help determine which operators to use. Note that the query
language is not case-sensitive, so <st ar t s> and <STARTS> are equivalent. This document
uses uppercase for clarity only.

Table 12-3 Deciding which operator to use

Type of Search

Valid Operators Examples

Finding documents by date or numeric « greater than (>) DATE >= 06- 30- 96

value comparison.

e greater than or equal to (>=) Finds documents created on or after

+ lessthan (<) June 30, 1996.

¢ less than or equal to (<=)
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Table 12-3 Deciding which operator to use

Type of Search Valid Operators Examples

Finding words or phrases in specific e <STARTS> Title <STARTS> Hel p

document fields or in specific . .

locations in the field. ¢ <CONTAINS> \I:\;i?:zc;ocuments with titles that start
. <ENDS> P

e isequalto (=)

Finding two or more words in a AND specifications AND revi ew

document. « <NEAR/1> Finds documents that contain both

specifications andreview.

The following table describes some commonly used operators and provides examples of
how to use each one. All are relevance ranked except where explicitly noted.

Table 12-4 Query language operators

Operator Description Examples

AND ¢ Adds mandatory criteria to the search. Antarctica AND nountain clinb

« Finds documents that have all of the  Finds only documents containing both
specified words. Antarctica andmountain climb plus all the
stemmed variants, such msuntain climbing.

<CONTAI NS> * Finds documents containing the specifiedi t | e <CONTAI NS> hi gher profit
words in a document field. The words
must be in the exact same sequential al
contiguous order.

n%jnds documents containing the phrhaggher
profit in the title. Ignores documents with
profits higher in the title.
¢ You can use wildcards. Only

alphanumeric values.

¢ Does not rank documents for relevance.

<ENDS> ¢ Finds documents in which a document Titl e <ENDS> draft
field ends with a certain string of . . .
characters. Finds documents with titles endingdnaft.

* Does not rank documents for relevance.

equals (=) * Finds documents in which a document Cr eat ed = 6- 30- 96
field matches a specific date or numeric

Finds documents created on June 30, 1996.
value
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Table 12-4 Query language operatdiGontinued)

Operator Description Examples

greater than (>) .

greater than or .
equal to (>=)

less than (<)

less than or equal to «

(<3)

<NVATCHES> .
<NEAR> .
<NEAR/ N> .

Finds documents in which a document Created > 6-30-96
field is greater than a specific date or

numeric value. Finds documents created after June 30, 1996.

Finds documents in which a document Creat ed >= 6- 30-96

field is greater than or equal to a specific_.
9 . q P (i:lnds documents created on or after June 30,
date or numeric value. 1996

Finds documents in which a documentCr eat ed < 6- 30- 96
field is less than a specific date or

numeric value. Finds documents created before June 30, 1996.

Finds documents in which a document Created <= 6- 30-96
field is less than or equal to a specific

. Finds documents created on or before June 30,
date or numeric value.

1996.

Finds documents in which a string ina <MATCHES> enpl oyee
document field matches the character

string you specify. Finds documents containirgiployee or any of

its stemmed variants such exaployees.
Ignores documents that contain partial
matches.

Does not rank documents for relevance.

Finds documents that contain the st ock <NEAR> purchase

specified words. The closer the terms arg. .
to each other in the document, the highe%'nds any document containing bathck and

, hase, but gives a higher score to a

the document’s score. purc '
document that hasiock purchase than to one
that hagourchase supplies and stock up.

Finds documents in which two or more st ock <NEAR/ 1> purchase

specified words are within N number of

words from each other. N can be an

integer up to 1000. Also ranks the

documents for relevance based on the « Ignores documents containing phrases like

words’ proximity to each other. purchase supplies and stock up because
stock andpurchase do not appear next to
each other.

Finds documents containing the phrases
stock purchase andpurchase stock.

*  When N is 2 or greater, finds documents
that contain the words within the range and
gives a higher score for documents which
have the words closer together.

268 iPlanet Web Server, Enterprise Edition Administrator's Guide ¢ August 2001



Using the Query Operators

Table 12-4 Query language operatdiGontinued)

Operator Description Examples
NOT * Finds documents that do not containa surf AND NOT beach
specific word or phrase. . .
P P Finds documents containing the wardf but
Note: You can us&OT to modify theORor  not the worcbeach.
the AND operator.
R * Adds optional criteria to the search. appl es OR oranges
« Finds any document that contains at leagtinds documents containing eittegples or
one of the search values. oranges.
<PHRASE> ¢ Finds documents that contain the <PHRASE> (rise "and" fall)
specified phrase.A phrase is a grouping _. . .
of two or more words that occur in a Elnds documents thgt |.nclude the entire phrase
. riseand fall. Theand is in quotes to force the
specific order. - . .
search to interpret it as a literal, not as an
operator.
<STARTS> ¢ Finds documents in which a document Titl e <STARTS> Corp
field starts with a certain string of . o .
g Finds documents with titles starting wittorp,
characters. .
such asCorporate andCorporation.
¢ Does not rank documents for relevance.
<STEM> Finds documents that contain the specified <STEM> pl an

(English only)

<SUBSTRI NG

word and its variants.

Finds documents that contgitan, plans,
planned, planning, and other variants with the
same meaning stem. Ignores similarly spelled
words such aplanet andplane that don’t come
from the same stem.

Finds documents in which part or all of a<SUBSTRI NG> enpl oy
string in a document field matches the

. . Finds documents that can match on all or part of
character string you specify.

employ, so it can succeed wititoy.
Similar to <MATCHES>, but can match
on a partial string.

Does not work with wildcards.

Does not rank documents for relevance.
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Table 12-4 Query language operatdiGontinued)

Operator Description Examples

<W LDCARD> ¢ Finds documents that contain the <WILDCARD> plan*
wildcard characters in the search string.
You can use this to get words that have )
some similar spellings but which would
not be found by stemming the word.

Finds documents that contaitan, plane,
andplanet as well as any word that begins
with plan, such aplanned, plans, and
planetopolis.

*« Some characters, such as * and ?,

automatically indicate a wildcard-based * See the next section for more details and

search, so you don't have to include the ~ S*X@MPIes:
word <W LDCARD>.
<WORD> Finds documents that contain the specified <WORD> t herre

word. . .
Finds documents that contalreme, thematic,

themes, and other words that stem fraheme.

Using Wildcards

Y ou can use wildcards to obtain special results. For example, you can find documents that
contain words that have similar spellings but are not stemmed variants. For example, plan
stems into plans and planning, but not plane or planet. With wildcards, you can find all of
these words.

Only the * and ? wildcard charcters are supported. They automatically indicate a
wildcard-based search, and do not require you to use the <W LDCARD> operator as part of
the expression.

Table 12-5 Wildcard Operators

Character Description

* « Specifies 0 or more alphanumeric characters. For exampie;, finds documents that contain
air, airline, andairhead.

e Cannot use this wildcard as the first character in an expression.
e This wildcard is ignored in a set of ([ ]) or in an alternative pattern ({ }).

e With this wildcard, theW LDCARD> operator is implicit.
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Table 12-5 Wildcard Operator§Continued)

Character

Description

?

« Specifies a single alphanumeric character, although you can use more than one ? to indicate

multiple characters. For example, ?at finds documents that coata@indhat, while ??at finds
documents that contathat andchat.

¢ This wildcard is ignored in a set of ([ ]) or in an alternative pattern ({ }).

«  With this wildcard, theW LDCARD> operator is implicit.

Non-alphanumeric Characters

Y ou can only search for non-alphanumeric charactersif the st yl e. | ex file used to create
the collection is set up to recognize them. Thisfileisinthe HTML, news, and mail
subdirectories of the server_root\ pl ugi ns\ common\ directory.

Customizing the Search Interface

As server administrator, you can customize the search interface to meet specific user
requirements. All of the HTML-based forms that the user sees are defined through a set of
pattern files to:

- Display formats for the search results page header and footer

« Display each search result record listed in response to a query

There is a set of pattern variables to construct the forms used for search input and output.

Many of the variables are defined in the system and user configuratiamsilegef s. i ni
anddbl i st . i ni, which are discussed in “Configuring Files Manually” on page 243.

NOTE The search home page/dtt p: / / server _root: port/search also
provides an introduction to the search interface, as well as an online QuickStart
tutorial on customizing the interface. The tutorial discusses the various pattern

files, and gives examples of how they can be changed to produce different results.

This section includes the following topics:
« Dynamically Generated Headers and Footers

« HTML Pattern Files
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e Search Function Syntax

* Using Pattern Variables

Dynamically Generated Headers and Footers

You can specify dynamically generated headers and footers. To accomplish this, add the
add- header s andadd- f oot er s directives to your obj.conf file as Service functions.
These directives require either a pattuRr parameter. Use the path parameter to specify a
static file as the header or footer. For example:

Servi ce fn="add- headers" path="/export?2/docs/header.htm"
Service fn="add-footer" path="/export?2/ docs/footer.htm"

Use theURI parameter to specify a dynamically generated file, such as a CGI program, as
the header or footer. For example:

uri ="/ cgi - bi n/ header. cgi "

These Service functions should precede the actual Service function that will answer the
request, such aend-fil e orsend-cgi .

HTML Pattern Files

A good place to begin customizing the interface is to modify the existing pattern files. After
you understand pattern variables and how they work, you can create your own pattern files,
and change the configuration files and other pattern files to point to them. In the default
installation of iPlanet Web Server, the pattern files are in this directory:

server _root\ pl ugi ns\ search\ ui \ t ext. It's a good idea to make copies of your

original pattern files so you can restore them afterwards.

There are pattern files for different kinds of collections: email, news, ASCII, PDF, and
HTML. There are several general types of pattern files, each of which has a particular use.
A file prefix designates which type of file the pattern file is for, for example,

ASCI | -record. pat, or EMAI L- r ecor d. pat . The following list describes the general
pattern file types:

* NS query. pat displays the standard and advanced query pages. Contains HTML
calling the Web Search (the “Search the Web” box) as part of the search query page.

e tocstart. pat displays the header across the top of the search results page.
e tocrec. pat displays each document listed on the search results page.

e tocend. pat displays the footer across the bottom of the search results page.
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record. pat displays a single highlighted document from the search results page (for
more information, see “Displaying a Highlighted Document” on page 262).

descri ptions. pat displays the collection contents.

The pattern files contain HTML formatting instructions, which define how elements look;
and HTML search arguments and variables, which define the text label or value that is
displayed.

There are three kinds of pattern variables (discussed further in “Using Pattern Variables” on
page 276):

User defined, in theuser def s. i ni file, with a$$ prefix (see “User-defined Pattern
Variables” on page 277).

defined in the configuration files, dbl i st. i ni files, with a$$NS- prefix (for more
information, see “Configuration File Variables” on page 279).

search macros and variables generated by a pattern file, with a$$NS- prefix (for
more information, see “Macros and Generated Pattern Variables” on page 281).

The following lines from the standard query pattern fite,query. pat show how these
work together:

<i nput type="hi dden" name="NS- max-records"
val ue="$3$NS- nax- r ecor ds"

<td align=left col span=2%$$l ogo</td
<td align=right <h3$$sitename</h3</td

<td align=right<b$$querylLabel </ b</td
<td align=l eft&nbsp; <i nput nanme="NS- query" size=40
val ue="$$NS- di spl ay- query"</td

Each line contains standard HTML tags, and one or more variables with dr$$NS-
pr ef i x. Examining each line more closely requires looking at the configuration files
mentioned in “Configuring Files Manually” on page 243.

NS- max- r ecor ds: Because this field is hidden, users cannot change this value, which
defines how many matching documents to return at a time. In the advanced HTML
query pattern fileNS- advquery. pat , this is a user-modifiable input field.

$$NS- max- r ecor ds: The search generates a variable from this field that can be used
in subsequent searches to calculate how many result records to display at a time. In the
advanced query, this value could vary for each query.

$$l ogo: Defined in theuser def s. i ni file. This could be any image or text the user
wanted to display on the form.
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* $$sitenane: Defined in theuser def s. i ni file as the server’'s host name that is
provided by thes$NS- host search macro.

*  $$querylLabel : Defined in theuser def s. i ni file as a text label for the query input
field. In this case, the label on the form is the word “For:”

* NS query: Defined in this pattern file as the name of the input field.
$$NS- di spl ay- quer y: Defined in thauser def s. i ni file. The search generates a
variable from this field that can be used in subsequent searches to determine which
word or phrase to highlight when an entire matching document is displayed.

Search Function Syntax

The search function uses standard URL syntax with a series of name-value pairs for the
search arguments. This is the basic syntax:

http://server_root/search?nane=val ue[ &ane=val ue] [ &ame=val ue]

As you use the HTML search query and results pages, you can see search functions and
arguments displayed in the URL field of your browser. When entered directly into the URL
field, these are sometimes calldstorated URLs. They can also be embedded in your
pattern files with the HREF tag.

You can create a complete search function as an HREF element within a pattern file. The
example given is from theTM_- descri pti ons. pat fil e, which defines how

collection information is displayed. The following lines produce a heading for each
collection with the label (“Collection:”), and provide a link to the actual collection file
through the collection’s labelN§- col | ecti on- al i as) defined in thalbl i st . i ni file.

<td col span=6<font size=+2<b$$col | ecti onLabel </ b

<a

hr ef =$$NS- server - ur |/ sear ch?NS- col | ecti on=$$NS- col | ecti on$$NS- co
Il ection-alias</a

</font</td

The HREF contains a complete search function by using the following elements:

e $3$NS-server-url: A search macro that determines the user’s server URL.
/ sear ch: The search command itself.

e ?: The query string indicator. Everything after the ? is information used by the search
function.

e NS-coll ection=$$NS-col | ecti on: This uses the search macro
$$NS- col | ect i on to define the collection’s filename.
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Y ou can set up asearch to use avariable conditionally; if thereis no value associated with
the variable, nothing will be displayed. The syntax is as follows:

vari abl eName[ condi ti onal i zed out put]

For example, you could request that the document’s title be output if it exists. If there is no
title for this document, not even the label “Title:” is to be displayed. To do this, you might
enter:

$$Titl e[ <PTitle: <B$$Titl e</ B

URL Encodings

When you construct HTML instructions, whether in decorated URLs or within a pattern

file, you need to follow the rules for URL encoding. Any character that might be
misunderstood as part of a URL should be encoded with the foratndiormat, where

nn is a hexadecimal code. Blanks are converted to the + symbol (plus sign) in queries or to
%20 in output. The following table shows the most commonly used URL codes.

Table 12-6 Common URL Encodings

Character Description Code
Space %20
; Semicolon %3B
/ Slash %2F
? Question mark %3F
Colon %3A
@ Atsign %40
= Equal sign %3D
& Ampersand %26

Required Search Arguments

Although you can customize almost every aspect of query and result pages, there are some
arguments required for search functions to display the different types of search pages. Thes
arguments are required whether the search function is in a decorated URL, or embedded a
an HREF in a pattern file.
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Search functions that display the search query page require these arguments:

e Search query (the word, phrase, or attribute you want to search on)

« Collection (can specify more than once for multiple-collection searches)
Search functions that display the search results page require these arguments:
e NS-search-page=results (orr, in upper- or lowercase)

e Collection (can be specified more than once for multiple-collection searches) search
query

Search functions that display a highlighted document require these arguments:
* NS-sear ch- page=docunent (ord, in upper- or lowercase)

e Document path

e Collection (can be specified only once)

e Search query (necessary if you want to highlight the query data)

Search functions that display the collection contents require only this argument:

* NS-sear ch- page=cont ent s (orc, in upper- or lowercase)

Using Pattern Variables

Using pattern variables you can customize the search text interface. This eliminates the
need to update the actual HTML pages as user requirements change. For example, if the
interface has graphics or text elements that change periodically, you can define a pattern
variable pointing to a pathname where that graphic or text is maintained and stored.

There are three categories of pattern variables:

e Variables defined in theser def s. i ni file, to which are added%$ prefix in
decorated URLs and pattern files. For examylej r, | ogo, andti t| e become
$$ui dir, $$! ogo, and$stitl e.

e Variables defined in thebl i st . i ni configuration files, having aNS- prefix when
defined in the configuration file, ands&NS- prefix when used in decorated URLs and
pattern files. For exampl8IS- max- r ecor ds, NS- doc- r oot , andNS- dat e-t i ne
becomes$NS- max- r ecor ds, $$NS- doc- r oot , and$$NS- dat e- ti ne.

e Search macros and variables generated by a pattern file, which alwaysHsai®ge a
prefix. For example$$NS- host , $$NS- get - next , and$$NS- sor t - by.
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User-defined Pattern Variables

Y ou can create any humber of your own user-defined pattern variables in the user
definitionsfile, user def s. i ni , or you can modify existing definitions. When one of these
variablesis used in apattern file, the $$ prefix is added to it. Variable names can have up to
32 characters or digits, or combinations of both. Characters can be letters A-Z in upper or
lower case, hyphens (-), and underscores (). Names are case sensitive.

The default user def s. i ni fileincluded with iPlanet Web Server contains the following
variables that are used to define:

e Search query pages labelegler y] in the file
* Results listings labelefd oc]

« Document display pages labeledecor d]

e Collection contents pages labeletbnt ent s]

Each line begins with a variable name, and is followed by a definition for that variable.
Many are labels for screen elements, some are paths to other files, and some have more
complex contents. For example, the following lines are from the query section of that file.

[query]

NS- char act er - set =i so- 8859- 1
uidir = $$NS-server-url/search-ui
icondir = $$uidir/icons

| 10ni condi r

htm dir = $$uidir/text

logo = <ing

si ze=+2>N</ f ont ><f ont si ze=+1>et scape&nbsp; </ font ><font size=+2>S</font ><font
si ze=+1>ear ch</f ont ></ b>

si tename = $$NS- host

hel p = / hel p/ search. ht m

title = Sanple Search Interface

sear chButt onLabel = Search

searchNote = To search, choose a collection, then enter words and phrases
separat ed by comas<br>(e.g., search, jet engines, basketball).

advSear chNote = To search, choose collections, then enter words and phrases,
separat ed by commas<br>(e.g., search, jet engines, basketball).<p>Sorting is

done on any

sort<br>(e.g., Title,-Author, +Date)
querylLabel = For

querylLabel SJI S = $$querylLabe
queryLabel EUC = $$querylLabe

quer yLabel JI

col l ecti onLabel = Search&nbsp;in:

bool eanLabel
sort BylLabe

sort ByLabel SJI' S = $sort ByLabe
sort ByLabel EUC = $sort ByLabel

= $$uidir/icons

src="%$3%i condi r/ magni fier.jpg" border=0 align=absm ddl e><b><f ont

defined attributes. Use '-' to specify descendi ng order

S7 = $$querylabel

= Bool ean
= Sort &nbsp; by:
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sort ByLabel JI S7 = $sort ByLabel

freetextLabel = Freetext (unavail able)

maxDocunent sLabel = Docunents to return:

maxDocunent sLabel SJI S = $$maxDocunent sLabel

maxDocunent sLabel EUC = $$naxDocunent sLabel

maxDocunent sLabel JI S7 = $$maxDocunent sLabel

copyright = Copyright &#169; 1997 Netscape Communications Corporation. All
Ri ghts Reserved.

advancedBut t onLabel = Advanced Button Label

hel pButt onLabel = Hel p Button Label

The file also includes references to search macros, such as $$NS- ser ver - ur | , and can
refer to other user-defined variables, asin the following lines:

uidir = $3NS-server-url/search-ui
icondir = $Buidir/icons

Search macros are described further in “Macros and Generated Pattern Variables” on
page 281.

You can use any supported HTML character entity in your variable definitions. You can use

entity names that are defined in apame; format as well as those defined with the
three-digit code in th&#nnn; format. In theuser def s. i ni code sample, the entity

&nbsp; inserts a nonbreaking space, a#d69; inserts a copyright symbol. Some of the

more commonly used entities are in the following table:

Table 12-7 Common HTML character entities

Numeric code Entity name Description
&#032; Space

&#034; &quot; Quotation mark

& #036; $ Dollar sign
&#058; - Colon

&#060; &lt; Lessthan

&#062; &qt; Greater than
&#153; - Trademark symbol
& #160; & nbsp; Nonbreaking space
&#169; & copy; Copyright symbol
&#174; &reyg; Registered trademark
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Configuration File Variables

Some variables are defined in the system configuration and in the collection configuration
files. These use a prefix of NS- in the configuration file to differentiate them from other
markup tagsin an HTML page. To use these variables as arguments to the search function,
you add another prefix $$ to the variable, asin $$NS- dat e- t i e and

$ENS- max- r ecor ds.

Variables that define defaults for all searches on a server are defined in the system
configuration files.

NS- max-records = 20
NS- quer y- pat
NS-ns-tocstart = /text/HTM.-tocstart. pat

NS- ns-tocend = /text/HTM.-tocend. pat

NS-default-htm -title = (Untitl ed)

NS- HTM.- descri pti ons-pat = /text/HTM.-descri ptions. pat
NS-date-tine = %-%d- %y % 9%V

= /text/NS-query. pat

Although installations may vary depending on how each server is configured, the most
commonly found variables are listed in the following table;

Table 12-8 Commonly found variables

Variable

Description

NS-default-htm -title

NS- date-time

NS- dat e- i nput - f or mat

NS- HTML- descri pti ons- pat
NS- | ar gest - set

NS- max- r ecor ds

NS- ns-t ocend

NS- ns-t ocst art

NS- quer y- pat

The name given to HTML documents that do not contain a user-defined title.
Typically set to “(Untitled).”

The date and time format to use when displaying results.
The format for inputting dates (the default is MMDDYY).
The pattern file to use when displaying the contents of the collections.

The maximum number of records that can be handled as matching the search
criteria. The records are displayed in grouphl®fmax- r ecor ds.

The maximum size of the result set displayed at one time.

The pattern file to use for the footer at the bottom of the search results page
when searching multiple collections.

The pattern file to use for the header at the top of the search results page when
searching multiple collections.

The query pattern file used when creating a query page.
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Table 12-8 Commonly found variablegContinued)

Variable

Description

NS- search-type

The type of search to perform. Only Boolean is permitted.

Collection-specific variables are defined inthe dbl i st . i ni file. Among the variables

defined there are:

NS- doc- r oot

NS-url - base =/
NS- di spl ay- sel ect = YES

C./i Pl anet/ Servers/docs

Thevariablesinyour dbl i st . i ni file may differ according to the type of collections you
areusing. Table 11.9 contains some of the more commonly found collection-specific

variables.

Table 12-9 Commonly found variablesin dblist.ini

Variable

Description

NS-col l ection-alias

NS- doc- r oot
NS- di spl ay- sel ect

NS- hi ghl'i ght - start

NS- hi ghl i ght - end
NS- | anguage

NS-r ecor d- pat
NS- t ocend- pat

NS-t ocr ec- pat

The collection’s label. Can be specified more then once to search multiple
collections.

The root directory for the documents in the collection.

This indicates whether the collection is displayed as part of the collection
information listing, wheNS- sear ch- page=cont ent s. The default is
YES.

Begin highlighting at this point in the displayed document. Typically this
highlights the search query criteria.

End highlighting at this point in the displayed document.
The language of the documents in the collection.
The pattern file to use when displaying a highlighted document page.

The footer pattern file associated with a collection to be used when
formatting the search results.

The record pattern file associated with a collection to be used when
formatting the search results.
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Table 12-9 Commonly found variables in dblist.iiContinued)

Variable

Description

NS-t ocst art - pat The header pattern file associated with a collection to be used when

NS-ur |l - base

formatting the search resullts.

The base URL used when constructing the link used to locate the file.

Macros and Generated Pattern Variables

There are some search macros that you can use in your pattern files or decorated URLSs. The
search function itself generates some pattern variables you can use in subsequent search
reguests to define how output is to be displayed. These macros and variables have a prefix
of $$NS- to indicate their use.

For example, after doing an initial search query that results in 24 documents on the results
page, you can reuse the search-generated $$NS- docs- mat ched, and the

$$NS- doc- nunber variablesto help define a document page displaying one of the
documentsin detail. In this way, you can tell the user that this document is number 3 of 24
documents returned for the original search.

The search macros and the generated variables that you can use in a subsequent pattern file
or decorated URL are listed the following table:

Table 12-10 Macros and generated pattern variables

Variable

Description

$$NS-col l ection-1i st AnHTML multiple select list of al the collectionsindbl i st . i ni

where NS- di spl ay- sel ect issetto YES.

$BNS- col | ection-1ist-dropdow AnHTML drop-down list version of NS- col | ecti on-1i st.

n
$BNS- col | ecti ons- searched The number of collections searched for this request.
$$NS- di spl ay- query The HTML-displayable version of the query that is generated for aresults

$$NS- doc- hr ef

$$NS- doc- nane

page.

The HTML HREF tag for the document. This provides a URL to the
original source document. For email, thisisin the form

mai | box: / boxnane?i d- messagel Dand for news, itisintheform
news: messagel D.

The document’s name.

$$NS- doc- nunber The sequence number of the document in the results page list.

$BNS- doc- pat h

The absolute path to the document.
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Table 12-10 Macros and generated pattern variables (Continued)

Variable

Description

$$NS- doc- score

$$NS- doc- score-di v10
$$NS- doc- score-di v5
$ENS-doc-ti ne

$SNS- doc- si ze

$$NS- docs- f ound

$$NS- docs- mat ched

$$NS- docs- sear ched
$BNS- get - hi ghl i ght ed- doc

$$NS- get - next

$BNS- get - prev

$SNS- host
$SNS-i nsert - doc

$$NS-r el - doc- nane

$$NS- sear ch- of f set

$SNS- server - url
$$NS- sort - by

The ranked score of the document (ranges 0 to 100).
The ranked score of the document (ranges 0 to 10).
The ranked score of the document (ranges 0 to 5).

The creation time for a document in the resultslist. To obtain this
value, you must set NS- use- syst em st at = YES. By defaultitis
set to NO, since system statistics are expensive.

The size of the document rounded to the nearest K. To obtain this
value, you must set NS- use- syst em st at = YES. By default it
is set to NO, since system statistics are expensive.

The actual number of documents that the search engine found for this
request.

The number of documents returned from the search (up to
NS- max- r ecor ds) for thisrequest.

The number of documents searched through for this request.

This provides the URL for a highlighted document in order to be able to
display the document as HTML text with highlights.

Thisvariable gets the next set of search resultsto be displayed. The setis
equal to NS- max- r ecor ds and is positioned by using
NS- sear ch- of f set .

This variable gets the previous set of search results that has been
displayed. The set is equal to NS- max- r ecor ds and is positioned by
using NS- sear ch- of f set .

The host name.

A placeholder used in the NS- r ecor d- pat pattern filesfor HTML to
indicate where the source document is to be inserted.

The relative name of the document to display creating a document page.

The offset into the set of records returned as search results. Used to
determine which set of records are displayed when you use
NS- get - next and NS- get - pr ev.

The URL for the server.

The sort sequence for the items on the results page. Y ou can select one or
more of the available attributes for the collection. The default is an
ascending sort.
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Chapter 13

Using Virtual Servers

This chapter explains how to set up and administer virtual serversusing your iPlanet Web
Server.

This chapter contains the following sections:

e Virtual Servers Overview

e Using iPlanet Web Server Features with Virtual Servers
e Using the Virtual Server User Interface

e Setting Up Virtual Servers

» Allowing Users to Monitor Individual Virtual Servers

« Deploying Virtual Servers

Virtual Servers Overview

When you use virtual servers you can offer companies or individuals domain names, IP
addresses, and some server monitoring capabilities with a single installed server. For the
users, it is almost as if they have their own web servers, though you provide the hardware
and basic web server maintenance.

NOTE If you are not using virtual servers, you still use the items in the Class
Manager to configure content, programs, and other features for your web
server instance. When you install the web server, a default virtual server
for the instance is created. You manage the content and services for this
default virtual server using the virtual server user interface.
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To set up virtual servers, you need to set up the following:
* Virtual Server Classes

e Listen Sockets

« Connection Groups

* Virtual Servers

The settings for virtual servers are stored insttvever . xmi file, found in the
server_root/server_ID/confi g directory. You do not need to edit this file to use virtual
servers, but you can. If you would like to learn more about this file and how to edit it, see
theNSAPI Programmer’s Guide

This section includes the following topics:

« Multiple Server Instances

« Virtual Server Classes

+ Listen Sockets

e Connection Groups

* Virtual Servers

» Virtual Server Selection for Request Processing
e Document Root

e Log Files

e Migrating Virtual Servers from a Previous Release

Multiple Server Instances

In past releases of the iPlanet Web Server, unique configuration information for virtual
servers was not very flexible. Quite often users created separate server instances in order to
have a straightforward way to have servers with separate configuration information. With
iPlanet Web Server 6.0, each virtual server class has separate configuration information.
Multiple server instances are still supported, but if your goal is to have many servers with
separate configuration information, virtual servers are a better choice.

iPlanet Web Server, Enterprise Edition Administrator’s Guide ¢ August 2001



Virtual Servers Overview

Virtual Server Classes

Virtual servers are grouped into classes. Using classes you can configure similar virtual

servers at the same time, so you don’t have to configure each one separately. Though all
virtual servers in a class share the same basic configuration information, you can also set
variables and change configuration per virtual server. If you don’t want virtual servers to
share configuration information, you can create a single virtual server per virtual server
class. However, if your virtual servers share similar properties, you can group them in a
class and configure them together.

For example, if you work for an Internet Service Provider (ISP) and want to provide
different levels of hosting for different customers at different prices, you can set up several
classes of virtual servers for your customers. You might enable Java servlets and JSPs for
one class of virtual servers, and disable Java servlets and JSPs for a less expensive class
virtual servers.

You create a class of virtual servers by naming it and setting up a document root, where all
virtual servers belonging to the class will have their document roots by default. You can use
thes$i d variable so that each virtual server within the class will have a separate document
root within the class’ document root. For more information, see “Document Root,” on page
292.

After creating the class of virtual servers, you associate services with it. You can turn on or
configure the following types of services for a class of virtual servers:

e Programs, see Chapter 15, “Extending Your Server With Programs.”
« Content Management, see Chapter 16, “Content Management.”

« Configuration Styes, see Chapter 17, “Applying Configuration Styles.”

The obj.conf File

All virtual servers in a class shareatsj . conf file, which stores information about the
virtual server class. Some of that information is stored in variables, so that individual virtual
servers can have specific variable values substituted on the fly.

For more information abouwbj . conf and variables, see thNSAPI Programmer’s Guide
For more information on using variables in the user interface, see “Using Variables,” on
page 296.

Virtual Servers in a Class

A virtual server that belongs to a class is called a member of that class. Some virtual server
settings are configured for all virtual servers in a class, and some are configured
individually. These settings are configured on the Class Manager’s Virtual Servers tab. For
more information, see Chapter 14, “Creating and Configuring Virtual Servers.”
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The Default Class

When you install iPlanet Web Server, the installer automatically creates asingle class,
called def aul t ¢l ass. It contains one virtual server member by default for your server
instance. Y ou can add additional virtual serversto the default class, but you cannot delete
your default virtual server from the class. Y ou also cannot delete the default class.

Listen Sockets

Connections between the server and clients happen on alisten socket. Each listen socket
you create has an | P address, a port number, a server name, and a default virtual server
(which becomes associated with the connection group created automatically for the listen
socket). If you want a listen socket to listen on all configured | P addresses on a given port
for amachine, use 0.0.0.0, any, ANY, or INADDR_ANY for the |P address.

When you install iPlanet Web Server, one listen socket, 1sl, is created automatically. This
listen socket uses the | P address 0.0.0.0 and the port number you specified as your HTTP
server port number during installation (the default is 80). Y ou cannot delete the default
listen socket. If you are not using virtual servers, this one listen socket is sufficient.
However, if you are using virtual servers, you may want to create multiple listen sockets for
your virtual servers.

Since alisten socket is acombination of IP address and port number, you can have multiple
listen sockets with the same IP address and different port numbers, or with different IP
addresses and the same port number. For example, you could have 1.1.1.1:81 and
1.1.1.1:82. Additionally, you could have 1.1.1.1:81 and 1.2.3.4:81, aslong as your machine
is configured to respond to both these addresses. However, if you usethe 0.0.0.0 or ANY IP
address, which listensto all 1P addresses on a port, you cannot set up additional IP
addresses that listen on the same port for a specific | P address. For example, if you have a
listen socket 0.0.0.0:80 (all 1P addresses on port 80) you cannot also have 1.2.3.4:80.

In addition, you specify the number of acceptor threads (sometimes called accept threads) in
the listen socket. Accept threads are threads that wait for connections. The threads accept
connections and put them in a queue where they are then picked up by worker threads.
Ideally, you want to have enough accept threads so that there is always one available when
anew request comesin, but few enough so that they do not provide too much of aburden on
the system. The default is 1. A good rule is to have one accept thread per CPU on your
system. Y ou can adjust this value if you find performance suffering.
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Connection Groups

Each listen socket has at |east one connection group associated with it. When you create a
listen socket, a connection group is also created which contains the default virtual server
you specified for the listen socket. The |P address for this connection group isdef aul t .

If your listen socket has an IP address of 0.0.0.0 or ANY, you can add multiple connection
groups that respond to particular 1P addresses. Using this functionality, you can set up
virtual server with dedicated | P addresses.

For each listen socket, thereis always a connection group that is the default connection (the

IP address shows as def aul t). If the listen socket has a specific |P address, this default
connection group isthe only one available. If the listen socket listens on any |P address, the
default connection group is the one used if the request doesn't find a specific IP address
match among the other connection groups in the listen socket.

When you install your server, one connection group is created by default for the default
listen socket Is1. The IP address for the connection gralgs &ul t , the port is 80, and
the default virtual server is the default server created when you installed.

For each virtual server you select the connection group or groups it responds to. You do not
do this for the class as a whole: the connection group information is independent of the
virtual server classes.

Virtual Servers

To create a virtual server you must first decide which class you want it to belong to. Next
you need to decide what kind of virtual server you want. To create a virtual server, all you
need to specify is a virtual server ID, one or more connection groups, and one or more URL
hosts.

This section includes the following topics:
e Types of Virtual Servers

* IP-Address-Based Virtual Servers

e URL-Host-Based Virtual Servers

* Default Virtual Server
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Types of Virtual Servers

In previous versions of iPlanet Web Server, there were two kinds of virtual servers:
hardware and software. Hardware virtual servers had unique | P addresses associated with
them. Software virtual serversdid not have unique | P addresses but instead had unique URL
hosts.

IniPlanet Web Server 6.0, these concepts are no longer quite accurate. All virtual servers
have a URL host specified. However, the virtual server may also be associated with an IP
address based on its listen socket and connection group information.

When anew request comes in, the server determineswhich virtual server to send it to based
on the | P address or the value in the Host header. It evaluates the | P address first. For more
information, see “Virtual Server Selection for Request Processing,” on page 291.

IP-Address-Based Virtual Servers

In order to have multiple IP addresses on a single computer, you must either map them
through the operating system or provide additional cards. To set up multiple IP addresses
through the operating system, use the Network Control Panel (Windows NT) or the

i f confi g utility (Unix/Linux). Please note that directions for usirfgonf i g vary from
platform to platform. Consult your operating system documentation for more information.

Typically you create an IP-address-based virtual server by creating a listen socket that
listens on any IP address, and creating additional connection groups for each listen socket.
Each of these connection groups has a specific IP address. You then associate a virtual
server as the default virtual server for each connection group. However, you can also create
an individual listen socket for each IP address. For more information on ways to deploy
virtual servers, see “Deploying Virtual Servers,” on page 304.”

URL-Host-Based Virtual Servers

You can set up URL-host-based virtual servers by giving them unique URL hosts. The
contents of the Host request header directs the server to the correct virtual server.

For example, if you want to set up virtual servers for custoasesbb, andccc) so that

each customer can have an individual domain name, you first configure DNS to recognize
that each customer’'s URIwwv. aaa. com www. bbb. comww. ccc. com, resolves to the

IP address of the listen socket you are using. You then set the URL hosts for each virtual
server to the correct setting (for exampbew. aaa. com).

You can have any number of these URL-host-based virtual servers associated with a
connection group.
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Because URL-Host-based virtual servers use the Host request header to direct the user to

the correct page, not al client software works with them. Older client software that does not
support the HTTP Host header won't work. These clients will receive the default virtual
server for the connection group.

Default Virtual Server

URL-Host-based virtual servers are selected using the Host request header. If the end user’
browser does not send the Host header, or if the server cannot find the specified Host
header, the default virtual server services the request.

Also, for IP-address-based virtual servers, if iPlanet Web Server cannot find the specified
IP address, the default virtual server services the request. You can configure the default
virtual server to send an error message, or server pages from a special document root.

NOTE Do not confuse the default virtual server for a connection group with the
default class and virtual server created when you install the server. The
default class is created at installation time and contains the server
instance’s virtual server as a member. The default virtual server for a
connection group is any virtual server you designate as the default.

The default virtual server is set by connection group. You specify a default virtual server
when you create a listen socket. That becomes the default virtual server of the connection
group created by default for the listen socket. You can always change the default virtual
server. If the listen socket has a specific IP address associated with it, this connection grour
is the only connection group for the listen socket. If the listen socket listens on any IP
address, each connection group you create will have a default virtual server.

Virtual Server Selection for Request Processing

Before the server can process a request, it must accept the request via a listen socket, thei
direct the request to the correct connection group and virtual server.

A connection group is first selected as follows:

« If the listen socket is configured to listen on a particular IP address, it can contain only
one connection group, and that group is selected.

« If the listen socket is configured to listen on ANY, the IP address to which the client
connected is matched to the IP address of a connection group contained by that listen
socket. If no IP address matches, the default connection groupgetihl t as the IP
address is selected.
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A virtual server isthen selected as follows:

« If the connection group is configured to only a default virtual server, that virtual server
is selected.

« If the connection group has more than one virtual server configured to it, the request
Host header is matched to the URL host of a virtual server. Hoso header is
present or no URL host matches, the default virtual server for the connection group is
selected.

If a virtual server is configured to an SSL listen socket, its URL host is checked against the
subject pattern of the certificate at server startup, and a warning is generated and written to
the error log if they don’t match.

After the virtual server is determined, the server executasbiheconf file for the virtual
server class to which the virtual server belongs. For details about how the server decides
which directives to execute obj . conf , see theNSAPI Programmer’s Guide

Document Root

The primary document directory or document root is the central directory that contains all
the virtual server’s files to make available to remote clients.

The document root directory provides an easy way to restrict access to the files on a virtual
server. It also makes it easy to move documents to a new directory (perhaps on a different
disk) without changing any of the URLs because the paths specified in the URLs are
relative to the primary document directory.

For example, if your document directoryds\ i pl anet \ ser ver s\ docs, a request such
ashttp://ww. i pl anet.com products/info.htnl tellsthe server to look for the file

in C:\i pl anet\ server s\ docs\ product s\i nf o. ht m . If you change the document

root (that is, you move all the files and subdirectories), you only have to change the
document root that the virtual server uses, instead of mapping all URLSs to the new directory
or somehow telling clients to look in the new directory.

When you install the iPlanet Web Server, you designate a document root for your web
server instance. That becomes the document root for the default class. You can change that
directory at the class level or override it at the individual virtual server level.
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When you add a class, you also need to specify a document directory. That directory isan
absolute path. However, if you simply enter an absolute path, the document roots for all
virtual servers belonging to the class default to the same directory. If you include the

variable $id at the end of your document root absol ute path, every virtua server has a

default document root of class doc root/virtual_server_ID. For example, if your class’
document directory is pl anet / server s/ docs/ $i d, the default document directory for
a virtual servers1 that belongs to the class/ispl anet / server s/ docs/ vs1.

For more information on variables, see “Using Variables,” on page 296.”

You can also override the class’ default document directory at the individual virtual server
level.

Log Files

When you create a new virtual server, by default the log file is the same log file as the
server instance. In most cases you will want each individual virtual server to have its own
log file. To set this up, you can change the log path for each virtual server.

For more information, see “Configuring Virtual Server Log Settings,” on page 320.

Migrating Virtual Servers from a Previous
Release

If you used virtual servers in the 4.x version of iPlanet Web Server, you can migrate them to
the current release using the migration tools. For more information, Sewsttikation and
Migration Guide.

Using iPlanet Web Server Features with Virtual

Servers

iPlanet Web Server has many features, such as SSL and access control, that you can use
with virtual servers. Many of these features involve configuration for all servers, for a
server instance, for a class of virtual servers, or an individual virtual server. The following
sections describe the features and provide information on where to look for more
information.
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This section includes the following topics:

e Using SSL with Virtual Servers

* Using Access Control with Virtual Servers
e Using CGls with Virtual Servers

e Using Configuration Styles with Virtual Servers

Using SSL with Virtual Servers

If you want to use SSL on a virtual server, in most cases you use an IP-address-based virtual
server. The customary port is 443. It is difficult to use SSL on a URL-host-based virtual
server because iPlanet Web Server must read the request before determining which URL
host to send the request to. Once the server reads the request, the initial handshake, where
security information is exchanged, has already happened.

The only exception is when URL-Host-based virtual servers all have the same SSL
configuration, including the same server certificate, using “wildcard certificates.” For more
information, see Chapter 5, “Securing Your Web Server.”

One way to implement SSL with virtual servers is to have two listen sockets, one using SSL
and listening to port 443, and one that is not using SSL. A user would typically access the
virtual server through the non-SSL listen socket. When the need to have secure transactions
arises, users could click a button on the web page to start initiating secure transactions.
After that, the requests go through the secure listen socket.

Because SSL transactions are much slower than non-SSL transactions, this design limits the
SSL transactions to only the ones that are necessary. Faster, non-SSL connections are used
the rest of the time.

For more information on setting up and using security with you iPlanet Web Server and
virtual servers, see Chapter 5, “Securing Your Web Server.” For a diagram of a sample SSL
configuration with virtual servers, see “Example 2: Secure Server,” on page 306.

Using Access Control with Virtual Servers

With virtual servers you have the ability to set up access control on a per virtual server
basis. You can even configure it so that each virtual server can have user and group
authentication using an LDAP database. For more information, see “Controlling Access for
Virtual Servers,” on page 193.
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Using CGls with Virtual Servers

Y ou can use CGls on virtual servers. There are many settings that you can configure on for
access and security reasons.

For more information on setting up and using CGIs, see “Installing CGI Programs,” on page
333.

Using Configuration Styles with Virtual Servers

Configuration styles are an easy way to apply a set of options to specific files or directories
that your various virtual servers maintain. For more information on using configuration
styles see Chapter 17, “Applying Configuration Styles.”

Using the Virtual Server User Interface

To create and edit virtual servers, you can use the user interface or a command line utility.
The user interface for administering virtual servers has three parts:

e The Server Manager contains settings that affect the server as a whole (or all virtual
servers).

« The Class Manager contains settings that affect a single class and the virtual servers
within the class.

e The Virtual Server Manager contains settings for an individual virtual server.

In addition, a user interface for end-users who have an individual virtual server is available.
For more information, see “Allowing Users to Monitor Individual Virtual Servers,” on page
301.

This section includes the following topics:
e The Class Manager

e The Virtual Server Manager

e Using Variables

« Dynamic Reconfiguration
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The Class Manager

To access the Class Manager follow these steps:

1. From the Server Manager, click the Virtual Server Class Tab.
2. Click Manage Classes.

3. Chooseaclassand click Manage.

Y ou can also click the class name in the tree view of the server, or click the Class Manager
button link in the upper right corner of the Server Manager.

The Virtual Server Manager

To accessthe Virtual Server Manager, follow these steps:

1. From the Class Manager, click the Virtual Server Tab.

2. Click Manage Virtual Servers.

3. Chooseavirtual server and click Manage.

Y ou can also click the virtual server name in the tree view of the server.

Y ou can use acommand line utility, Ht t pSer ver Admi n, to perform the same virtual server
tasks as you can perform using the user interface. For more information on the command
line utility Ht t pSer ver Admi n, see “HttpServerAdmin (Virtual Server Administration),”
on page 370.

Using Variables

You can use variables to give virtual-server specific values for a class without having to
define each value individually. A variable is defined indbg. conf file. You can define

your own variables, but the user interface will not recognize them. The variable that is most
useful in the user interface is the variable $id, which represents the ID of the virtual server.
Whenever you enter this variable, the server substitutes the value for the individual virtual
server ID.

There are a few other variables, such as $accesslog (the path to each virtual server's access
log) and $docroot (the path to each virtual server’s document root), that you may
occasionally see, but $id is the only one you should need to enter into a field.

For more information on variables, see M@API Programmer’s Guide
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Dynamic Reconfiguration

Dynamic reconfiguration allows you to make configuration changesto alive web server
without having to stop and restart the web server for the changes to take effect. Y ou can
dynamically change all configuration settings and attributesin ser ver . xm and its
associated files without restarting the server. So any changes that you make within the
virtual server user interface can by applied without restarting the server. Y ou can
dynamically reconfigure your server after changes using the reconfiguration script or the
user interface.

On Unix platforms the dynamic reconfiguration script is a shell script named 'r econfi g’
located in each instance’s directory. There are no commandline arguments to this script.
Y ou can run the reconfiguration script by simply typing r econf i g’ from the server
instance’s directory.

On NT, the dynamic reconfiguration script is abatch file called r econf i g. bat located in
each instance’s directory. There are no command line arguments. Y ou can run the
reconfiguration script by simply typing 'r econfi g’ or reconfi g. bat ' from the server
instance’s directory.

When run, this script initiates a dynamic reconfiguration of the server, similar to the user
interface, and displays the server messages related to reconfiguration.

To access the dynamic reconfiguration screen, click the Apply link found in the upper right
corner of the Server Manager, Class Manager, and Virtual Server Manager pages, then click
the Load Configuration Files button on the Apply Changes page. If there are errorsin
installing the new configuration, the previous configuration is restored.

Setting Up Virtual Servers

To set up virtual servers, follow these steps:
1. Create alisten socket
Create a connection group

Create a class of virtual servers

2

3

4. Configurethe services for the class

5. Createthevirtual serversin avirtual server class
6

Configure virtual servers

Chapter 13  Using Virtual Servers 297



Setting Up Virtual Servers

298

Please note that you must enter an existing virtual server in the default virtual server field

when you create alisten socket. Y ou can use the virtual server created when you installed

the server, and then go back and change it after you've created additional virtual servers, if
you like.

Creating a Listen Socket

To create a listen socket, follow these steps:

1.
2.
3.

From the Server Manager, click the Preferences tab.
Click Add Listen Socket.
Fill in the fields.

Listen sockets must have a unique combination of port number and IP address. You can
use either IPV4 or IPV6 addresses. If you want to create a listen socket for
IP-address-based virtual servers, the IP address must be 0.0.0.0, ANY, any or
INADDR_ANY, meaning it listens on all IP addresses on that port. You can then
specify a particular IP address at the connection group.

You can also enable security (SSL) for this listen socket.

The Server Name field specifies the host name in the URLSs the server sends to the
client. This affects URLs the server automatically generates; it doesn'’t affect the URLs
for directories and files stored in the server. This name should be the alias name if your
server uses an alias.

The default virtual server is the virtual server that will answer requests for the listen
socket’s default connection group if no other virtual server is found first.

For more information, see “Virtual Server Selection for Request Processing,” on page
291.

Click OK.

Creating a Connection Group

When you add a listen socket, a default connection group is added automatically. If your
listen socket responds to any IP address, you can add additional connection groups.

To add a connection group, follow these steps:

1.

2.

From the Server Manager, click the Preferences tab.

Click Edit Listen Sockets.
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On the line next to the listen socket to which you want to add a connection group, click
Groups.

A list of the all groups associated with the listen socket appears.

To add a group, use the line at the top of the screen where the action is set to Add and
fill in the fields.

If your listen socket has a single IP address, you won't be able to add an additional
connection group.

Creating a Virtual Server Class

To create a virtual server class, follow these steps:

1.
2.
3.

5.

From the Server Manager, click the Virtual Server Class tab.
Click Add Class.

Name the class.

Insert a document root for the class.

The directory must already exist. All virtual servers for this class will have document
roots in this absolute path, unless you specify otherwise. If yougise as the last

part of the path, a document root folder named for the virtual server ID is automatically
created within the class’ document root path.

Click OK.

Once you have created a class of virtual servers, choose the services associated with the
class. For more information, see Chapter 16, “Content Management.”

Editing or Deleting a Virtual Server Class

To edit a virtual server class’s settings, follow these steps:

1.

2.

3.

From the Server Manager, click the Virtual Server Class tab.
Click Edit Classes.
From the pull-down list next to the class you want, choose Edit or Delete.

Please note that you cannot delete the default class.
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4. Use the Document Root field to change to absolute path to the class’ default document
root.

The document roots for virtual servers in this class are created within this directory by
default.

5. Enter On in the Accept Language field if you wish this class of virtual servers to use
accept language header parsing.

The default is Off.
6. If you want to change the CGI defaults associated with a class, click Advanced.

A window with the CGI defaults appears. Edit the fields and click OK to return to the
Edit a Class window. The Reset button rolls back your changes.

7. Click OK. The class is changed or deleted.

Specifying Services Associated with a Virtual
Server Class

Some of the characteristics that differentiate one class of virtual servers from another are
the services that are enabled for that class of virtual servers. For example, one class of
virtual servers might have CGls enabled while another doesn’t. For more information on
setting up services, see Chapter 16, “Content Management.”

Creating a Virtual Server

Once you have set up a virtual server class, you can create a virtual server. Because virtual
servers are members of a particular virtual server class, you create virtual servers on the
Class Manager.

For more information, see “Creating a Virtual Server,” on page 313.

Specifying Settings Associated with a Virtual
Server

You can override some class settings at the virtual server level and also configure additional
settings. You configure these settings in the Class Manager.

For more information, see Chapter 14, “Creating and Configuring Virtual Servers.
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Allowing Users to Monitor Individual Virtual

Servers

A special user interface exists for the administrators of individual virtual serversthat allows
them to see settings for their virtual servers and to view their access and error logs. For
example, if you have an intranet with three different virtual servers for three different
departments, each department can view their settings and log files individually.

For security reasons, this administration user interface is on a separate port from either the
administration server port or the web server instance port.

This user interface runs on avirtual server within the administration server. This virtua
server is set up by default and is called useradmin. Y ou must set up alisten socket in the
administration server that is separate from the listen socket the administration server runs
on, so that people can access the virtual server administration user interface without having
access to your administration server port.

Figure 13-1 shows the administrators of individual virtual servers accessing the useradmin
virtual server in order to access the information for their virtual servers.

Figure 13-1 Configuring virtual server administrator’s user interface

VSl Server Instance
Admin Admin
Server
S

) Port 8888 m

Virtual /
Vs e 4
Admin useradmin ——"]

Port 8889

Firewall

When you turn on avirtual server, users can administer it through the following URL:
server_name:port/user-app/server_instance/virtual_server 1D

For example:

iplanet:8889/user-app/iplanet/vs2

The server instance doesn't include the “https” portion of the server instance name.

Chapter 13  Using Virtual Servers 301



Allowing Users to Monitor Individual Virtual Servers

302

Figure 13-2 shows the user interface that the end users see:

Figure 13-2 Virtual Server Administration user interface

iPlanet ;
e https-sequoyan red iplanst com Virtual Server Manager

| Status

Server Name: https-sequoyah rediplanet.com
Belongs To: defauliclass

Urlhosts:  sequoyah red iplanet com
State: on

MIME File:  mime types

DocRoot:  jusriplanet/serversidocs

ACL File:  Jusrfiplanetiserversittpacligenerated hitps-sequoyah.red iplanet.com.acl, -
AccessLog: View AccessLog

ErrorLog:  View ErorLog

To configure your server to use this feature, follow these steps:

1.

Create anew listen socket that runs a port separate from the port that the administration
Server uses.

For example, if your administration server runs on port 8888, this new listen socket
must have adifferent port number. Using a different listen socket hel ps safeguard your
administration server.

For security reasons, you cannot add this listen socket through the user interface.
Instead, you add it in the administration serveesver . xni file.

Open the administration servegsr ver . xm file, found at
server_root/https-admserv/config/server.xml.

Add a new listen socket and connection group to the file.

The IP address should be 0.0.0.0 or ANY, and the port number should be a port
different from the administration server’s port. The default virtual server should be
useradmin.
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Code Example 13-1 New listen socket

<LS id="1s2" ip="0.0.0.0" port="8889" security="off" acceptorthreads="1"
bl ocki ng="no" >

<CONNECTI ONGROUP i d="gr oup2" mat chi ngi p="default" servernane="i pl anet . cont
def aul t vs="user adni n"/ >

</LS>

Inthisexample, | s2 isthe listen socket created with a connection group of gr oup2.

4. Edittheserver.xnm filesothat the useradmin virtual server (found in the class
userclass) uses the connection group you created.

5. Set the state for the useradmin virtual server to “on.”

Code Example 13-2 Updated useradmin

<VSCLASS i d="userclass™ objecifile="userclass.obj.conf™ rootobject="default™ >
<VS i d="useradm n" connections="group2" state="on" m me="m nmel"

url host s="user-app" aclids="acl 1">

<VARS webapps_fil e="user-apps.xm " webapps_enabl e="on"/ >
<USERDB i d="defaul t" database="default" />

</ VS>

</ VSCLASS

In this example, the connection group is sejrtoup2, the group created previously,
and the state is set ¢@.

6. Save your changes s@r ver. xni .
7. Apply the changes by restarting the Administration Server.

8. For any virtual server in any server instance, you should now be able to access the
administrator Ul by using the following URL:

server_name:port/user-app/server_instance/virtual_server_ID

Access Control

To protect the virtual server administration from unauthorized users, you can set up ACLs.
Because the URI for each virtual server is unique, you can set access so that only the correc
administrator can access the settings for a virtual server.
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For more information, see Chapter 8, “Controlling Access to Your Server.”

Log Files

Each virtual server can have its own log files. By default, all virtual servers share the log
file of the server instance. If you allow users to view their log files, in most cases you
should change the log file settings so that each virtual server has its own access and error
log.

For more information, see “Configuring Virtual Server Log Settings,” on page 320.

Deploying Virtual Servers
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iPlanet Web Server’s virtual server architecture is very flexible. A server instance can have
any number of listen sockets, both secure and non-secure. You can associate any humber of
virtual servers with these sockets through connection groups. You can have both
IP-address-based and URL-host-based virtual servers.

In addition, you can group virtual servers with similar settings into any number of virtual
server classes. All virtual servers in a virtual server class share the same request processing
instructions inobj . conf .

Every virtual server can (but does not have to) have its own list of ACLs, its own
mi ne. t ypes file, and its own set of Java Web Applications.

This design gives you maximum flexibility to configure the server for a variety of
applications. The following examples discuss some of the possible configurations available
for iPlanet Web Server.

Example 1: Default Configuration

After a new installation of the iPlanet Web Server, you have one server instance. This
server instance has just one listen socket listening on port 80 (or whatever you selected at
installation) of any IP address to which your computer is configured.

Some mechanism in your local network establishes a name-to-address mapping for each of
the addresses to which your computer is configured. In the following example, the

computer has two network interfaces: the loopback interface (the interface that exists even
without a network card) on address 127.0.0.1, and an ethernet interface on address 10.0.0.1.
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The name example.com is mapped to 10.0.0.1 via DNS. The listen socket is configured to
listen on port 80 on any address to which that machineis configured ("ANY:80" or
"0.0.0.0:80").

Asthere are no IP-address-based virtual serversin the default configuration, the only
connection group is the default one. All connections pass through to virtual server VS1.

Figure 13-3 Default configuration

Server Machine www.example.com

Server Instance

Loophack Interface
defauttclass L.

127.00.1 Listery Socket . L virual Server  *
Connection Group H .

| I I e l—-E f

- H .

ANYED -
Metwork Interface | | saaissssasaesd ;.

10.0.0.1'

DNS

waan.example.com 10.0.0.1

In this configuration, connections to the following reach the server and are served by virtual
server VS1

e http://127.0.0.1/ (initiated on example.com)
e http://localhost/ (initiated on example.com)
e http://fexample.com/

e http://10.0.0.1/
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Use this configuration for traditional web server use. Y ou do not need to add additional
virtual servers or listen sockets. Y ou configure the settings of the server by changing the
settings for defaultclass (VS1 is amember of defaultclass), and VS1 itself.

Example 2: Secure Server

If you want to use SSL in the default configuration, you can simply change the listen socket
to secure mode. Thisisasimilar to the way you set security in previous versions of the
iPlanet Web Server.

Y ou can also add a new secure listen socket configured to ANY :443 and associate V S1 to

the new listen socket's default connection group. The virtual server now has two connection
groups, one that uses the secure listen socket, and one that doesn’t. Now your server will
serve the same content both with and without SSL, i.e. http://example.com/ and
https://fexample.com/ deliver the same content.
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Figure 13-4 Secure server
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Please note that the SSL parameters are attached to the connection group. Therefore, there
can only be one set of SSL parameters for all the virtual serversin a particular connection

group.

Example 3: Intranet Hosting

A more complex configuration of the iPlanet Web Server is one in which the server hostsa
few virtual serversfor an intranet deployment. For example, you have three internal sites
where employees can look up other users' phone numbers, look at maps of the campus, and
track the status of their requests to the Information Services department. Previoudly (in this
example), these sites were hosted on three different computers that had the names
phone.example.com, maps.example.com and is.example.com mapped to them.
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To minimize hardware and administrative overhead, you want to consolidate all three sites
into one web server living on the machine example.com. Y ou could set thisup in two ways:
using URL -host-based or |P-address-based virtual servers. Both have distinct advantages
and disadvantages.

Figure 13-5 Intranet hosting using URL-host-based virtual servers

Server Machine www.example.com

Server Instance

defaultclass

5 exampk com

Loopbadk Interface

127.00.1 Listery Socket

Network Interface

Connection Group

maps £ xampe com 2
| 10.00.1 ANYED
Srasssssnasand
DNS

waan.example.com 10.0.0.1
k. example.com 10.0.0.1
| phone.example.com 10001
maps. example.com 10.0.0.1

While URL-host-based virtual servers are easy to set up, they have the following
disadvantages:

e Supporting SSL in this configuration requires non-standard setup using wildcard
certificates. For more information see Chapter 5, “Securing Your Web Server.”

e URL-host-based virtual servers don’t work with legacy HTTP clients
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Figure 13-6 Intranet hosting using |P-addressed-based virtual servers
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The advantages to | P-address-based virtual servers are:
« They work with older clients that do not support the HTTP/1.1 Host header.
* Providing SSL support is straightforward.

The disadvantages are:

e They require configuration changes on the host computer (configuration of real or
virtual network interfaces)

« They don't scale to configurations with thousands of virtual servers

Both configurations require setting up name-to-address mappings for the three names. In
the IP-address-based configuration, each name maps to a different address. The host
machine must be set up to receive connections on all these addresses. In the

URL-host-based configuration, all names can map to the same address, the one the machin
had originally.
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Asafootnote, it is also possible to set up the I P-address-based configuration with onelisten
socket per address:

Figure 13-7 Intranet hosting using separate listen sockets
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Compared to the original configuration for |P-address-based virtual serverswith one listen
socket on ANY':80, the configuration with multiple listen sockets may give you a minimal
performance gain because the server does not have to find out the address the request came
in on. However, using multiple listen sockets also results in additional overhead (memory
and scheduling) because of the additional acceptor threads.

Example 4: Mass Hosting

Mass hosting is a configuration in which you enable many low-traffic virtual servers. For
example, an ISP that hosts many low-traffic personal home pages would fall into this
category.
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The virtual servers are usually URL-host-based and are in one of multiple virtual server
classes, depending on the level of service provided. For example, you could have one class
that allows only static content, and another one that allows static content plus CGls.

Figure 13-8 MassHosting
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Notice that the virtual server installed when you installed the server, V S1, still existsin
def aul t cl ass.
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Chapter 14

Creating and Configuring Virtual
Servers

A class of virtual servers has virtual servers (members of the class) associated with it. Y ou

can override some of the class-level settings at the virtual server level. This chapter

describes how you can create and configure individual virtual servers. For information on
configuring virtual server classes, see Chapter 16, “Content Management.” For an overview
of virtual servers, see Chapter 13, “Using Virtual Servers.”

This chapter contains the following sections:
e Creating a Virtual Server

e Editing Virtual Server Settings

e Editing Using the Virtual Server Manager
« Editing Using the Class Manager

* Deleting a Virtual Server

Creating a Virtual Server

Virtual servers allow you, with a single installed server, to offer companies or individuals
domain names, IP addresses, and some server administration capabilities. For an
introduction to virtual servers and how to set them up in the iPlanet Web Server, see
Chapter 13, “Using Virtual Servers.”

To create a virtual server, follow these steps:
1. From the Class Manager, choose the Virtual Servers tab.
2. Click Add a Virtual Server.

3. Choose a name for the virtual server.
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4. Choose a connection group for the virtual server.
5. Choose aURL host for the virtual server.

Y ou can type more than one URL host, separated by spaces.
6. Click OK.

These settings are al that is required for creating a virtual server. However, you can
configure additional virtual server settings using other pages on this tab.

Editing Virtual Server Settings

Once you have set up your virtual servers, you can edit them. Y ou can make these changes
two ways: using the Class Manager or the Virtual Server Manager.

On the Class Manager, the pages are organized by the kind of setting you want to change.
For example, you can go to the Quality of Service page to change the Quality of Service
settings for one or more virtual serversin the class.

Onthe Virtual Server Manager, the pages only pertain to one virtual server, so you can see
and change all of its settings.

Editing Using the Virtual Server Manager
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The Virtual Server Manager contains three tabs: Preferences, Logs, and Web Applications.
The Preferences tab contains pages for:

» Status

e Settings

The Status page lists some settings and provides links to the virtual server’'s access and error
logs.

The Settings page contains the following settings for a virtual server:
«  State (on or off)

¢ Document root

« Access and error log directories

* ACL file
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MIME types file
e CGl settings

If you are editing a single virtual server, it's convenient to use the Virtual Server Manager
and change all these settings on one page.

The Logs tab contains a single page allowing you to generate reports for the selected virtual
server.

The Web Applications tab contains the following pages:
e Java Web Applications Settings

* Deploy Web Application

« Edit Web Applications

The Java Web Applications Settings page displays which file the web applications are set
to.web- apps. xnm is set as the default file. This page also allows you to set the web
applications state to on or off. On is set as default. This setting must be on before you can
deploy or edit a web application.

The Deploy Web Application page allows you to deploy a WAR file on either your local
machine or a remote server, specifying the path, URI, and directory.

The Edit Web Applications page allows you to edit, delete, or disable WAR files on a
selected virtual server.

For more information about deploying and editing web application files, seeChapter 15,
“Extending Your Server With Programs”. Deploying and Editing Web Applications with
the User Interface.

Generating Reports for a Virtual Server

You can now generate a report for a single virtual server using the Virtual Server Manager.
To do so, you should first create a new access log to be used by the virtual server, and add
the new access log to the virtual server settings, as decribed below.

To generate a report for a virtual server, follow these steps:

1. Go to the Preferences tab of the Server Manager for the server instance and select
Magnus Editor.

2. Select Logging Settings from the drop-down list and click Manage.
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10.
11.
12.
13.

14.

15.
16.
17.
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Set the value of LogVSi d to On using the drop-down list.

Y ou can also manually set LogVSi d to On by adding LogVSi d on inthe
magnus. conf file.

Click OK.
Click Apply.
Click Apply Changes for your changes to take effect.

Go to the Logs tab in the Server Manager for the server instance and select Log
Preferences.

Create anew access log by entering the path and file name in the Log File field.
Y ou can also manually create a new access log in magnus.conf by changing

Init fn=init access="%accesslog" tolnit fn=init
access="newaccessl og"

Select Only Log under Format and check VSid.
For a custom format, select Custom Format and add %vsi d% to the end of the line.

% si d%is useful when using multiple virtual servers. Thisentry records vsid in the
access log.

Y ou can also manually add %vsi d%totheend of I nit fninthemagnus. conf file
Click OK.

Click Apply.

Click Apply Changes for your changes to take effect.

Select the virtual server you wish to generate areport for and go to the Virtual Server
Manager .

Go to the Preferences tab and select Settings.

In the Access Log field, change the access | og to the newly created one.
Click OK.

Click Apply.

Click Apply Changes for your changes to take effect.

, Enterprise Edition Administrator's Guide ¢ August 2001



Editing Using the Class Manager

18. Select the Logs tab.
The Generate Reports page appears.

This page will not appear unless avirtual server has been created and LogVSi d isOn,
as described above.

19. (Optional) change the settingsif desired.
20. Click OK to generate the report.

Editing Using the Class Manager

Use the following Class Manager pages to edit virtual server settings.

Editing Virtual Server Settings

To edit the genera settings of avirtual server, use the Edit Virtual Servers page. To access
this page, follow these steps:

1. Fromthe Class Manager, click the Virtual Serverstab.

2. Click Edit Virtual Servers.

3. From the pull-down list next to the virtual server you want, choose Edit or Delete.
The default virtual server can only be edited and not deleted.

4. Set the State to On, Off, or Disable.

If you set the state to Disable, you can turn the server back on, but the end user of the
server cannot.

This state is the virtual server’s state, which is independent of whether the server
instance is on or off. If a virtual server’s state displayed on this page is on, the virtual
server can only accept requests if the server instance is on as well.

This is true of the default virtual server for the default server instance as well. If you
turn off your server instance, your default virtual server is still set to on, but will not
accept connections.

You cannot turn off or disable the default virtual server for the server instance.

5. Select a connection group from the list in the Connections column.
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6. Typethe URL Hostsyou want to use, if different than displayed under Urlhosts
column.

Y ou can type more than one URL host, separated by spaces.
7. When you are through editing virtual servers click OK.

Configuring Virtual Server MIME Settings

Y ou can set the MIME types file for an individual virtual server. The MIME typesfile
contains the mappings of file extensionsto types of files. For example, the MIME typesfile
iswhere you can specify that al files ending .cgi be treated as CGl files.

You don't need to create a separate MIME types file for each virtual server or virtual server
class. Instead, you create as many MIME types files as you need and associate them with a
virtual server. One MIME types fileji ne. t ypes, exists by default on the server. To

create new MIME types files, or to edit the definitions in a MIME Types file, see “Choosing
MIME Types,” on page 148.

To set the MIME types file for a specific virtual server, follow these steps:

1. From the Class Manager, click the Virtual Servers tab.

2. Click MIME Settings.

3. Choose a MIME types file from the pull-down menu next to the virtual server.
4.

Click OK.

Configuring Virtual Server ACL Settings

You can use ACLs to control access to virtual servers. Each virtual server can have a
different base DN in the LDAP database, so that each virtual server can have its own entries
in a the single LDAP database used by the iPlanet Web Server.

For more information, see “Controlling Access for Virtual Servers,” on page 193.

Configuring Virtual Server Security

You can set security for a virtual server if that virtual server’s connection group has a secure
listen socket.

For more information on security, see Chapter 5, “Securing Your Web Server.”
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Configuring Virtual Server Quality of Service
Settings

Quiality of servicerefersto the performance limits you set for avirtual server. For example,
an ISP might want to charge different amounts of money for virtua servers depending on
how much bandwidth allowed them.

Y ou can enabl e these settings for the entire server or for aclass of virtual serversinthe
Server Manager, from the Status tab. However, you can override these server or class-level
settings for an individual virtual server.

Before enabling quality of service for avirtual server, you must first enable it for the entire
server, and also set some basic values. See “Using Quality of Service,” on page 209.

To configure the quality of service settings for a virtual server, follow these steps:
1. From the Class Manager, click the Virtual Servers tab.

2. Click Quality of Service.

A page appears listing all the virtual servers in the class and their quality of service

settings.

3. To enable quality of service for a virtual server, choose Enable from the pull-down list.

By default quality of service is disabled. Enabling quality of service increases server

overhead slightly.
4. Set the maximum bandwidth, in bytes per second, for the virtual server.
5. Choose whether or not to enforce the maximum bandwidth setting.

If you choose to enforce the maximum bandwidth, once the server reaches its
bandwidth limit additional connections are refused.

If you do not enforce the maximum bandwidth, when the maximum is exceeded the

server logs a message to the error log.
6. Choose the maximum number of connections allowed for the virtual server.

This number is the number of concurrent requests processed.
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8.

Choose whether or not to enforce the maximum connections setting.

If you choose to enforce the maximum connections, once the server reachesits limit
additional connections are refused.

If you do not enforce the maximum connections, when the maximum is exceeded the
server logs a message to the error log.

Click OK.

For more information on the limitations to the quality of service features, see “Using
Quality of Service,” on page 209.

Configuring Virtual Server Log Settings

To change the location of the virtual server’'s access and error logs from the default, follow
these steps:

1.
2.

From the Class Manager, click the Virtual Servers tab.
Click Logging Settings.

A page appears listing all the virtual servers in the class and the location of their error
logs.

Enter an absolute path to the error and access logs. The path must already exist.

By default, the access and error messages for all virtual servers are logged to the server
instance’s access and error logs. If you want virtual servers to have separate log files,
you set that up here.

If you want to change the paths back to the default, click Default.

Click OK.
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To look at the logs for a particular virtual server, follow these steps:

1. Fromthe Virtual Server Manager choose the Status tab.

2. Click thelink to the accesslog or error log.

3. Choose the number of entriesto display and the criteriafor displaying them.

For example, if your logs contain entries for all virtual servers, you can choose to
display only the entries for aparticular virtual server.

4. Click OK.

Configuring Virtual Server Java Web Application
Settings

A web application is a collection of Java servlets, JSPs, HTML pages, classes and other
resources. All the resources are stored in adirectory, and all requests to that directory run
the application. Use the Java Web Applications Settings page in the Class Manager to set
web applications across all virtual serversin aclass. Use the pages under the Web
Applications tab of the Virtual Server Manager to deploy and edit web applications for a
specific virtual server.

For more information on web applications and the web- apps. xm file, see Chapter 15,
“Extending Your Server With Programs.”

Deleting a Virtual Server

To delete a virtual server, follow these steps:

1. From the Class Manager, click the Virtual Servers tab.

2. Click Edit Virtual Servers.

3. From the pull-down list next to the virtual server you want, choose Delete.

You cannot delete the default virtual server that was created when you installed the
server. You also cannot delete a server that is the default virtual server on a connection

group.
4. Click OK. The virtual server is deleted.
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Extending Your Server With
Programs

This chapter discusses how to install programs on the iPlanet Web Server that dynamically
generate HTML pagesin response to requests from clients. These programs are known as
server-side applications. (Client-side applications, which are downloaded to the client, run
on the client machine.)

This chapter includes the following sections:

Overview of Server-Side Programs

Java Servlets and JavaServer Pages (JSP)
Installing CGI Programs

Installing Windows NT CGI Programs
Installing Shell CGI Programs for Windows NT
Using the Query Handler

Overview of Server-Side Programs

Java servlets and CGI programs have different strengths and uses. The following list
illustrates the differences between these server-side programs:

Java servlets are written in Java, which is a full-featured programing language for
creating network applications.

CGI (Common Gateway Interface) programs can be written in C, Perl, or other
programming languages. All CGI programs have a standard way of passing
information between clients and servers.
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Types of Server-Side Applications That Run on
the Server

TheiPlanet Web Server can run the following types of server-side applicationsto
dynamically generate content:

« Java servlets
¢ CGI programs

The iPlanet Web Server can also run programs that extend or modify the behavior of the
server itself. These programs, known as plug-ins, are written using the Netscape Server
Application Programming Interface (NSAPI). For information about writing and installing
plug-in programs, see tSAPI Programmer’s Guide.

How Server-Side Applications Are Installed on
the Server

Each type of program isinstalled onto the server differently. The following list summarizes
the procedures:

« For Java servlets, you can create and deploy web applications. For more information,
see “What the Server Needs to Run Servlets and JSPs,” on page 326.

« For CGI programs, you can configure your server to recognize all files with certain
filename extensions, or all files in specified directories as CGI programs, or both. For
more information, see “Installing CGI Programs,” on page 333, “Installing Windows
NT CGI Programs,” on page 337, and “Installing Shell CGI Programs for Windows
NT,” on page 340.

These installation procedures are described in the following sections.

Java Servlets and JavaServer Pages (JSP)
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This section discusses how to install and use Java Servlets and JavaServer Pages on iPlanet
Web Server.

The following topics are described:
« Overview of Servlets and JavaServer Pages

* What the Server Needs to Run Servlets and JSPs
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«  Working with Web Applications

« Deploying Web Applications Using wdeploy

» Deploying and Editing Web Applications with the User Interface
« Deploying Servlets and JSPs Not in Web Applications

e Configuring JVM Attributes

e Deleting Version Files

Overview of Servlets and JavaServer Pages

iPlanet Web Server 6.0 supports the Servlet 2.2 API specification, which allows servlets
and JSPs to be included in web applications.

A web application is a collection of servlets, JavaServer Pages, HTML documents, and
other web resources which might include image files, compressed archives, and other data
A web application may be packaged into an archive (a WAR file) or exist in an open
directory structure.

NOTE Servlet API version 2.2 isfully backward compatible with version 2.1, so
all existing servlets will continue to work without modification or
recompilation.

To develop servlets, use Sun Microsystems’ Java Servlet API. For information about using
the Java Servlet API, see the documentation provided by Sun Microsystems at:

http://java. sun. coni product s/ servl et/index. ht m

A JSP is a page, much like an HTML page, that can be viewed in a web browser. However,
in addition to HTML tags, it can include a set of JSP tags and directives intermixed with
Java code that extend the ability of the web page designer to incorporate dynamic content ir
a page. These additional features provide functionality such as displaying property values
and using simple conditionals. iPlanet Web Server 6.0 supports the JavaServer Pages (JSF
1.1 API specification.

For information about creating JSPs, see Sun Microsystem’s JavaServer Pages web site at
http://java. sun. coni products/jsp/index. ht m

For information about developing servlets and JSPs for use with iPlanet Web Server, see the
Programmer’s Guide to Servlets
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What the Server Needs to Run Servlets and
JSPs

To enable servlets, select the Javatab in the Server manager, then select the Enable/Disable
Servlets/ISP tab. Check the Enable Java Globally box to enable servlets for the entire
server. Check the Enable Java for Class box to enable servlets for asingle virtual server
class. You cannot enable servlets for a class unless Javais globally enabled. By default,
Javais globally enabled and enabled for each virtual server class.

To enable JSPs, first enable servlets. You must also includethej sp- ser vl et element
with enabl e="t rue" intheweb- apps. xn fileandaddt ool s. j ar tothe WM
classpath. For more information, see the Programmer’s Guide to Servlets

iPlanet Web Server includes the Java Runtime Environment (JRE) but not the Java
Development Kit (JDK). The server can run servlets and precompiled JSPs using the JRE,
but it needs the JDK to run uncompiled JSPs. If you want to develop JSPs, you must tell
iPlanet Web Server to use a custom JDK.

iPlanet Web Server 6.0 requires you to use official versions of JDK, with different
platforms requiring different versions, as summarized in the Programmer’s Guide to
Servlets

Check theiPlanet Web Server Installation and Migration Guate the latest Release
Notesfor updates on required JDK versions.

JDK 1.2 (and other JDK versions) are available from Sun Microsystems at:
http://java. sun. coni products/jdk/ 1.2/

Y ou can specify the path to the JDK in either of the following ways:

e You can specify the path during the server installation process.

When you install iPlanet Web Server, one of the dialog boxes in the installation process
asks if you want to use a custom Java Development Kit (JDK), and if so, you can
specify the path to it.

* You can specify it after the server is installed.

To specify the path to the JDK, switch to the Web Server Administration Server, select
the Global Settings tab, and use the Configure JRE/JDK Paths page, as described in
“Configuring JRE/JDK Paths,” on page 58. You can also change the path to the JDK in
this page.

Whether you specify the path to the JDK during installation or later, the path is the folder in
which you installed the JDK.
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Working with Web Applications

The following sections describe how to deploy, edit, and delete web applications either
manually by using the wdepl oy command line utility, or through the user interface.

Using the web-apps.xml File

Before you deploy web applications, you must modify the web- apps. xm file, whichis
specific to iPlanet Web Server. Each virtual server hasits ownweb- apps. xmi file, which
defines contexts for a set of web applications running in that virtual server. The context
information includes a context path of the web application and other properties such as how
it handles session management or authentication.

Once deployed, your web applications are enabled by default. To disable a deployed web
application manually you would need to modify the web-app.xml file as follows:

<VSsS>
<web-app uri="/nmywebapp" dir="/webappdir" enable = "fal se" >
</ web- app>

If you inadvertently deploy or edit more than one web application with the same
description, and one of them is disabled, the server will ignore enable = “false” and
continue with default setting of enable = “true”

For more information about the web-apps.xml  file, seethe Programmer’s Guide to
Servlets

Deploying Web Applications Using wdeploy

Before you can deploy aweb application manually, you must make sure that the
server_rootbi n/ htt ps/ htt psadmi n/ bi n directory isin your path and that the
| W5_SERVER_HOME environment variable is set to your server_roofdirectory.

Y ou can usethewdepl oy utility at the command line to deploy aWAR fileinto a virtual
server web application environment:

wdepl oy deploy -u uri_path -i instance -v vs id [-d directory] war_file-n
Y ou can also delete avirtual server web application:

wdepl oy del ete -u uri_path -i instance -v vs id hard| soft -n

Y ou can also list the web application URIs and directories for a virtual server:
wdeploy list -i instance -v vs_id

The command parameters have the following meanings:

uri_path The URI prefix for the web application.
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instance The server instance name.
vs id Thevirtual server ID.

idirectory (optional) The directory to which the application is deployed, or from which the
application is deleted. If not specified for deployment, the application is deployed
to the document root directory.

hard | soft Specifies whether the directory and theweb- apps. xm entry are deleted (har d)
or just theweb- apps. xm entry isdeleted (sof t ).

war_file The WAR file name

CAUTION If you deploy a web application and do not specifiiractory, the
application is deployed to the document root directory. If you then delete
the application using thear d parameter, the document root directory will
be deleted.

When you execute the wdepl oy depl oy command, three things happen:

* A web application with the givetri_path anddirectory gets added to the
web- apps. xn file.

 The WAR file gets extracted at the tardietctory.
e The server is dynamically reconfigured to load the new web application.

For example:

wdepl oy deploy -u /hello -i server.iplanet.com-v acne.com
-d /iws60/ https-server.iplanet.conf acrme. com web-apps/ hello
/i ws60/ pl ugi ns/ servl et s/ exanpl es/ web- apps/ Hel | oWor | d/ Hel | oWor | d. war

This utility results in the followingeb- apps. xm entry:

<VS>

<web-app uri="/hell 0"

dir="/iws60/ https-server.iplanet.conf acne. conf webapps/ hel | 0"/>
</vs>
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The/iws60/ https-server.iplanet.con acme. conl web- apps/ hel | o directory
has the following contents:

colors
i ndex.jsp
META- | NF
V\EB- | NF/
web. xm
/ cl asses/
Hel | oWorl dServl et. cl ass
Hel | oWorl dServl et. java
SnoopServl et. cl ass
SnoopServl et.java

Using -n in the wdeploy Command

IniPlanet Web Server 6.0 SP1, after deploying or deleting aweb application, wdepl oy
dynamically reconfigures the server, causing the server to load or unload the web
application that was deployed or deleted. Previously, you had to explicitly reconfigure the
server in order for your changes to take effect by doing one of the following:

» Using the reconfigure script
* Restarting the server

«  Clicking the Apply link in the Administration User Interface.

Now a successfuidepl oy command will automatically be enabled to service requests for

a new web application, or to stop servicing requests for a deleted web application.

The-n option preventsdepl oy from automatically sending the reconfigure command to

the web server. Use the option in your command when deploying or undeploying

multiple web applications (in a script for example), and you want to reconfigure the server

only once after the last web application is deployed.

Accessing Deployed Web Applications
After you have deployed an application, you can access it from a browser as follows:

htt p:// vs_ urlhogt] : vs port] / uri_path/ [ index_page]

Chapter 15 Extending Your Server With Programs 329



Java Servlets and JavaServer Pages (JSP)

The parts of the URL have the following meanings:

vs_urlhost Oneof theur | host s valuesfor the virtual server.
Vs port (optional) Only needed if the virtual server uses a non-default port.
uri_path The same one you used to deploy the application. Thisis also the context path.

index_page (optiona) The page in the application that end users are meant to access first.

For example:

http://acnme.com 80/ hel | o/ i ndex. j sp

or:

http://acme. coni hel | o/

Deploying and Editing Web Applications with the User Interface

Asof iPlanet Web Server 6.0 SP1, you can now deploy, edit, delete, disable, and enable
web applications for a specified virtual server.

Deploying Web Applications
Y ou can access the Deploy Web Applications page by selecting Deploy Web Applications
under the Web Applications tab of the Virtual Server Manager.

To deploy aweb application, follow these steps:

1. Enter the Path to the web application filein the Web Applications Filefield. Thisis set
toweb- apps. xm for the default virtual server. The path can be an absolute path or a
file name in the configuration directory of theinstance. If the file does not exist there, it
will be created.

2. Select Local Machine or Server Machine from the WAR File On drop-down list.

Select Loca Machine when uploading a WAR file to your server. Select Server
Machine when the WAR file already resides there.

3. Enter the path on the local or server machine to the WAR file containing the web
application in the field provided.

On server machines enter the absolute path to the WAR file.

On local machines you can browse the available paths. Clicking browse will bring up
the File Upload window, allowing you to select the WAR file to upload to your server.

4. Enter the URI on the virtual server for the web application in the field provided.
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5. Enter the absolute path to the directory on the server machine where the contents of the
WAR filewill be extracted from. If the directory does not exist, one will be created.

6. Click OK.
7. Click Apply.
8. Select Dynamic Reconfiguration for your web application to be deployed.

Editing Web Applications

Y ou can edit, delete, disable, or enable an already deployed web application. Access the
Edit Web Applications page by selecting Edit Web Applications under the Web
Applications tab of the Virtual Server Manager.

To edit, delete, disable, or enable an already deployed web application, follow these steps:

1. Select the action you wish to perform from the drop-down list in the Action column
next to the web application you are editing. Choose:

o Edit to change the URI where the web application can be accessed.

o Deleteto delete the web application entry from the web applicationsfile and delete
the directory where the application is deployed.

o Disable to make the web application inaccessible from the URI, but not delete it.
o Enableto reactivate web applications that were previously disabled.

CAUTION Deleting aweb application also deletes the directory the application is

deployed in.
2. (Optional) Enter anew URI inthe URI field if you are editing the web application.
3. Click OK.
4. Click Apply.
5. Select Dynamic Reconfiguration for your web application to be deployed.

Deploying Servlets and JSPs Not in Web
Applications

Y ou can deploy 4.x servlets and JSPs outside of web applications, but only in the default
virtual server. For information, see the Programmer’s Guide to Servlets
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Configuring JVM Attributes

Y ou can configure attributes for the Java Virtual Machine (JVM) in the Configure VM
page of the Servletstab in the Server Manager.

For more information on these options, see the Programmer’s Guide to Servlets

Deleting Version Files

The Delete Version Files page on the Javatab of the Server Manager allows you to delete
the files that contain the version numbers for the JavaServer Pages class cache and the
session data cache. This page has the following fields:

Clear Session Data

Deletes the SessionData directory, which stores persistent session information if the server
uses the MM apSessionM anager session manager.

Delete JSP ClassCache Files

Deletes the ClassCache directory, which caches information for JavaServer Pages (JSP).
The default location of this directory is:

server _root/https-server_id/ O assCache/virtual _server_i d/ webapp_uri
/

When the server serves a JSP page, it creates a .java and a .class file associated with the JSP
and stores them in the JSP class cache under the ClassCache directory.

The server uses two directories to cache information for JavaServer Pages (JSP) and
servlets:

¢ (CassCache

The server uses the following directory to cache information for JavaServer Pages
(JSP):

server_root/ htt ps- server_id/ A assCache/ virtual_server_id/ webapp_uri/

When the server serves a JSP page, it createsva and a cl ass file associated
with the JSP and stores them in the JSP class cache undeagis€ache directory.

e SessionData

If the server uses thevappedSessi onManager session manager, it stores persistent
session information in th&essi onDat a directory.
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Each cache hasaver si on file containing a version number that the server usesto
determine the structure of the directories and files in the caches. Y ou can clean out the
caches by simply deleting the version file.

When the server starts up, if it does not find the version files, it deletes the directory
structure for the corresponding caches and re-creates the version files. Next time the server
serves a JSP page, it recreates the JSP class cache. The next time the server serves a JSP
page or servlet while using MvappedSessi onManager Session manager, it recreates the
session data cache.

If afuture upgrade of the server uses a different format for the caches, the server will check
the number in the version file and clean up the caches if the version number is not correct.

Installing CGI Programs

This section discusses how to install CGI programs. The following topics are described:
*  Overview of CGI

« Specifying a CGI Directory

» Specifying CGlI as a File Type

« Downloading Executable Files

In addition, the following sections discuss how to install Windows NT-specific CGI
programs:

e Installing Windows NT CGI Programs
* Installing Shell CGI Programs for Windows NT

Overview of CGlI

Common Gateway Interface (CGI) programs can be defined with any number of
programming languages. On a Unix/Linux machine, you're likely to find CGI programs
written as Bourne shell or Perl scripts.

NOTE Under Unix/Linux, there are extad St ub processes running that the
server uses to aid in CGI execution. These processes are created only
during the first access to a CGI. Their number varies depending upon the
CGl load on the server. Do not kill these CGIStub processes. They
disappear when the server is stopped.
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On aWindows NT computer, you might find CGI programs written in C++ or batch files.

For Windows NT, CGI programs written in a Windows-based programming language such

as Visual Basic use a different mechanism to operate with the server. They are called
WindowsNT CGI programs. See “Installing Windows NT CGI Programs,” on page 337 for
information about Windows NT CGl.

NOTE In order to run the command-line utilities, you need to manually set the
Pat h variable to includeerver_root/ bi n/ htt ps/ bi n.

Regardless of the programming language, all CGI programs accept and return data in the
same manner. For information about writing CGI programs, see the following sources of
information:

« Programmer’s Guide for iPlanet Web Server

e The Common Gateway Interface at:
htt p:// hoohoo. ncsa. ui uc. edu/ cgi / over vi ew. ht m

» Articles about CGl available on the online documentation web site at:
http://ww. i pl anet. conl docs

There are two ways to store CGI programs on your server machine:

e Specify a directory that contains only CGI programs. All files are run as programs
regardless of the file extensions.

«  Specify that CGI programs are all a certain file type. That is, they all use the file
extensions cgi , . exe, or. bat . The programs can be located in any directory in or
under the document root directory.

You can enable both options at the same time if desired.

There are benefits to either implementation. If you want to allow only a specific set of users
to add CGI programs, keep the CGI programs in specified directories and restrict access to
those directories. If you want to allow anyone who can add HTML files to be able to add
CGI programs, use the file type alternative. Users can keep their CGl files in the same
directories as their HTML files.

If you choose the directory option, your server attempts to interpret any file in that directory
as a CGI program. By the same token, if you choose the file type option, your server
attempts to process any files with the file extensiang , . exe, or. bat as CGl

programs. If a file has one of these extensions but is not a CGI program, an error occurs
when a user attempts to access it.
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NOTE By default, the file extensions for CGI programs.argi , . exe and
. bat. However, you can change which extensions indicate CGI
programs by modifying the MIME types file. You can do this by choosing
the Server Preferences tab and clicking the MIME Types link.

Specifying a CGI Directory
To specify a CGl-only directory for a class of virtual servers, perform the following steps:
1. From the Class Manager, choose the Programs tab.

The CGI Directory window appears.

2. Inthe URL Prefix field, type the URL prefix to use for this directory. That is, the text
you type appears as the directory for the CGI programsin URLS.

For example, if you type cgi - bi n asthe URL prefix, then all URLs to these CGl
programs have the following structure:

ht t p: / / yourserver.domain.comy cgi - bi n/ program-name

NOTE The URL prefix you specify can be different from the real CGlI directory
you specify in the previous step.

3. Inthe CGI Directory text field, type the location of the directory as an absolute path.
Note that this directory doesn’t have to be under your document root. This is the reason
that you need to specify a URL prefix in the next step.

4. Click OK.
5. Save and apply your changes.

To remove an existing CGI directory, click that directory’s Remove button in the CGI
Directory form. To change the URL prefix or CGI directory of an existing directory, click
that directory’s Edit button.

Copy your CGI programs into the directories you've specified. Remember that any files in
those directories will be processed as CGl files, so don't put HTML files in your CGI
directory.
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Configuring Unique CGI Attributes for Each Software Virtual Server
To specify CGlI attributes for asingle virtual server, perform the following steps:

1.

2.

a > w

From the Class Manager, choose the Manager Virtual Servers button.

From the Virtual Server Manager, choose the Settings tab.

In the CGI User text field, type the name of the user to execute CGl programs as.

In the CGI Group text field, type the name of the group to execute CGI programs as.

Inthe CGI Directory text field, typethe directory to chdir to after chroot but before execution
begins.

(Unix only) In the CGI Nicetext field, type an increment that determines the CGI program’s
priority relative to the server. Typically, the server is run with anice value of 0 and the nice
increment would be between 0 (the CGI program runs at same priority as server) and 19 (the CGI
program runs at much lower priority than server). Whileit is possible to increase the priority of
the CGI program above that of the server by specifying a nice increment of -1, thisis not
recommended.

In the Chroot Directory text field, type the directory to chroot to before execution begins.
Click OK.
Save and apply your changes.

Specifying CGl as a File Type

To specify CGI programs as afile type, perform the following steps:

1.

2.

a > w

6.

From the Class Manager, choose the Programs tab.

Click the CGlI File Type page.

The CGI as aFile Type window appears.

From the Editing picker, choose the resource you want this change to apply to.
Click the Yesradio button under Activate CGI asaFile Type.

Click OK.

Save and apply your changes.

The CGI files must have the file extensions . bat , . exe, or . cgi . Any non-CGl fileswith
those extensions are processed by your server as CGl files, causing errors.
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Downloading Executable Files

If you're using. exe as a CGil file type, you cannot downloagke files as executables.

One solution to this problem is to compress the executable files that you want users to be
able to download, so that the extension is.rode. This solution has the added benefit of
making the download time shorter.

Another possible solution is to removexe as a file extension from the

magnus-i nternal / cgi type and add it instead to thppl i cati on/ oct et - stream

type (the MIME type for normal downloadable files). You can do this through the Server
Manager, by choosing the Server Preferences tab and clicking the MIME Types link.
However, the disadvantage to this method is that after making this change you cannot use
. exe files as CGI programs.

Another solution is to edit your servetsj . conf file to set up a download directory,
where any file in the directory is downloaded automatically. The rest of the server won't be
affected. For directions on setting up this directory, see the technical note at:

http:// hel p. net scape. conf kb/ server/960513-130. ht i

Installing Windows NT CGI Programs

This section discusses how to install Windows NT CGI Programs. The following topics are
included in this section:

e Overview of Windows NT CGI Programs
e Specifying a Windows NT CGI Directory
e Specifying Windows NT CGl as a File Type

Overview of Windows NT CGI Programs

Windows NT CGI programs are handled much as other CGI programs. You specify a
directory that contains only Windows NT CGI programs, or you specify that all Windows
NT CGI programs have the same file extension. Note that like other CGI programs, you can
use both methods at the same time if you want to. For example, you can create a directory
for all your Windows NT CGI programs, and specify a Windows NT CGl file extension.

Although Windows NT CGI programs behave like regular CGI programs, your server
processes the actual programs slightly differently. Therefore, you need to specify different
directories for Windows NT CGI pr